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Data Portability (1)

§ Personal data:

§ Data subject’s right to data portability, Article 20 GDPR
§ “The data subject shall have the right to receive the 

personal data concerning him or her, which he or she 
has provided to a controller, in a structured, commonly 
used and machine-readable format and have the right 
to transmit those data to another controller without 
hindrance from the controller to which the personal data 
have been provided, where: (a) the processing is based on 
consent […] or on a contract […]; and (b) the processing 
is carried out by automated means.”

§ Right to have the personal data transmitted directly, 
where technically feasible.

§ Non-personal data (cont.)
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Data Portability (2)

§ Non-personal data:

§ “Free flow of data” initiative announced - DSM Strategy (May 2015)
§ Communication «Building a European Data Economy» (Jan. 2017)

§ “to create a clear and adapted policy and legal framework for 
the data economy, by removing remaining barriers to the 
movement of data and addressing legal uncertainties created 
by new data technologies”

§ Proposal for a Regulation on a framework for the free flow of non-
personal data in the EU (Sept. 2017): Article 6 – Porting of data
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Data subject empowerment and control (1)

qArt. 20 GDPR: in effect, two interrelated rights:

§ Right for data subject (i) to obtain and reuse and (ii) to transmit such 
data to another DC

§ Right for data subject to have personal data transmitted directly from 
DC1 to DC2

qObjective: to further strengthen the data subject’s control 
over his or her own data, recital 68

§ User empowerment: prevents “lock-in”
§ User control: “to foster opportunities for innovation and sharing of 

personal data between DCs in a safe a secure manner, under the data 
subject’s control” (WP29 Guidelines)

§ User choice: Allows sharing by users of their personal data with and 
between organisations to enrich services and customer experiences

§ Facilitates transmission and reuse among the various services the 
data subject is interested in
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Data subject empowerment and control (2)

qWhen does the right to data portability apply?

§ “personal data concerning him or her, which he or she has provided to a 
controller”, Art. 20(1)

§ Personal data actively and knowingly provided by the data subject
§ Observed data provided by the data subject by virtue of the use of the 

service or the device
§ What about inferred data and derived data?

§ Processing is carried out by automated means
§ Processing is based either on the data subject’s consent (Art. 6(1)(a) or 

9(2)(a)) or on a contract (Art. 6(1)(b))
§ In effect, the data subject who initiates the transmission of his personal 

data from DC1 to DC2, either gives consent to DC2 for processing or 
enters into a contract with DC2. 

– DC2 must ensure that the data accepted and retained is only that which is 
necessary and relevant to the service being provided by DC2.
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“facilitates data sharing” (1)

q“without hindrance”:
§ Data subjects have the right to transmit the data to DC2 without 

hindrance from DC1:
§ “Hindrance”: Legal, technical or financial obstacles in order to 

refrain or slow down access, transmission or reuse by the data 
subject or DC2

qFacilitates switching for consumers / Low entry barriers for competitors:
§ DC1 is prohibited from charging a fee for the provision of the personal 

data, unless the DC can show that the requests are “manifestly 
unfounded or excessive, in particular because of their repetitive 
character”, c.f. Article 12(5)

qDirect transmission from DC1 to DC2 “when technically feasible”: WP29 
recommend two different and complementary paths: 
§ Direct transmission of the overall dataset of portable data (or several 

extracts of parts of the global dataset)
§ An automated tool that allows extracts of relevant data
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“facilitates data sharing”

qData must be transferred “in a structured, commonly used and machine-
readable format”:
§ No specific recommendations for the format.
§ Recital 68: Format must be interoperable. No obligation for DCs to adopt 

or maintain processing systems which are technically compatible.
§ WP29:

§ “Thus, portability aims to produce interoperable systems, not 
compatible systems.”

§ Implies an additional layer of data processing by DCs: encouraged 
to identify beforehand data which are within the scope of portability 
in their own systems.
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“facilitates data sharing”: Drawbacks? (1)

qTransmission as a possible source of information security risk, e.g. 
breach during transmission:
§ DC1 responsible for ensuring secure transmission (integrity of data 

during transmission, e.g. data encryption) to the right recipients (by 
use of strong authentication measures).

§ Where recipient is another data controller:
§ DC2 is responsible for ensuring that the personal data is 

protected in its systems.
§ Where recipient is the data subject:

§ Data subject is responsible for identifying the right measures 
to secure personal data in his/her own system.

§ WP29 recommends that data subjects should be made aware 
of this.
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“facilitates data sharing”: Drawbacks? (2)

qPorting as risk to “the rights and freedoms of others”, c.f. 
Article 20(4):
§ e.g. transmission of a webmail service (incoming and 

outgoing e-mails, address lists)
§ e.g. porting of bank account details to a new bank.
§ Is the data going to be used for the same purpose?
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Data sharing between controllers other than via the 
right to data portability

qMain rule regarding sharing of personal data between DCs: 
“disclosure by transmission, dissemination or otherwise making 
available”, is “processing” c.f. Article 4(2)

qThus, all the requirements for processing under the GDPR must be 
fulfilled, i.e. legal basis for the processing (c.f. Art. 6(1), Art. 9(2)), 
adherence to the DP Principles, e.g. data minimization, accuracy, 
purpose limitation, storage limitation, ensuring information security.

qFormat depending on what is agreed between the controllers.
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Restrictions

qRestrictions concerning ‘inter alia’ the right to data portability may be 
imposed by EU or national law, as far as necessary and 
proportionate in a democratic society (Article 23)
§ Such measures must ‘inter alia’ safeguard: public security, 

including the protection of human life especially in response to 
natural or manmade disasters, the prevention, investigation and 
prosecution of criminal offences or the execution of criminal 
penalties, including the safeguarding against and the prevention 
of threats to public security, or of breaches of ethics for regulated 
professions, etc. c.f. Recital 73

§ Restrictions to be in accordance with the Charter and the ECHR.
§ Norway’s Justice Department has not proposed any restrictions to 

the right of data portability pursuant to Art. 23 in the draft law 
incorporating the GDPR.
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Derogations relating to processing for archiving 
purposes in the public interest (Art. 89(3))

qDerogations from ‘inter alia’ the right to data portability in respect of 
processing for archiving purposes in the public interest may be made by 
EU or national law PROVIDED:
§ Subject to appropriate safeguards, technical and organizational 

measures to ensure data minimization, including pseudonymisation, 
c.f. 89(1)

§ Insofar as such right is “likely to render impossible or seriously impair 
the achievement of the specific purposes [i.e. archiving in the public 
interest],” and 

§ “such derogations are necessary for the fulfilment of those purposes”
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National derogations relating to processing for 
archiving purposes in the public interest: Norway

qJustice Department’s Consultation Document re incorporation of GDPR:
§ Proposed §14, first paragraph, to the implementing law:

§ «The General Data Protection Regulation’s article […] 20 […] shall 
not apply to the processing of personal data solely for archiving 
purposes in the public interest insofar as such right [to data 
portability] will make it impossible or to a serious degree hinder the 
achievement of the purposes of the processing.» (informal 
translation)

qNote: Proposed § 14, first paragraph, is too broad:
§ No qualification re necessity
§ No requirement for “appropriate safeguards” as per Art. 89(1).
§ Is the derogation in line with the Charter of Fundamental Rights?
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PORTABILITY OF NON-
PERSONAL DATA
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Non-personal data: Examples

qTax records, e.g. accounting documents or documents supporting 
company registration

qData on precision farming, (helping to monitor and optimise the use 
of pesticides, nutrients and water) or from sensors communicating 
the data it records such as temperature or wind conditions in, for 
instance, wind turbines

qData on maintenance needs for industrial robots, e.g. when they are 
out of paint

(Source: Communication on the Mid-Term Review on the
implementation of the DSM Strategy)
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Machine-generated data

qData created without the direct intervention of a human being 
by computer processes, applications or services, or by 
sensors processing information received from equipment, 
software or machinery.
§ Can be personal or non-personal in nature:

§ Does the data allows the identification of a natural 
person? e.g. location data of mobile applications
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Issues and concerns (1)

1. Data provided by customer to service provider:

§ Risk of “lock in” with service providers, e.g. cloud service 
providers
§ Exit problems:

§ Difficulties with porting data back to business or to 
new service provider

§ What happens to copies of the data held by the 
service provided?

§ Usually left for contractual regulation
§ Imbalance between the parties
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Issues and concerns (2)

2. Raw machine-generated non-personal data:

§ Access to and control of the data
§ De facto control is often in the hands of the 

manufacturer/service provider where the data is stored.
§ Rights to the data?

§ Who is the owner of the data that the machine generates or 
processes? Manufacturer/service provider or the owner of the 
machine?

§ Nature of the data?
§ Do not generally meet conditions to be protected as IPRs

§ Nature of the right:
§ Right to retrieve data
§ Right to transmit data to new service provider
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Issues and concerns (3)

2. Raw machine-generated non-personal data (cont.):

§ No comprehensive policy framework:
§ Issue largely left to contractual solutions

§ “Lock in" with manufacturer/service provider:
§ Manufacturer’s exclusive control over the data 
§ Unequal bargaining power
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Concerns raised in the Communication «Buiding
a European Data Economy»

qRecognition that, as regards, non-personal data, there is no 
obligation to guarantee even a minimum level of data 
portability, even for widely used online services (e.g. cloud 
hosting providers):
§ “This is partly because the requirements for implementing 

data portability can be technically demanding and costly, as 
different providers of the same services store data 
differently.”
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Alternative ways forward discussed in the COM

qDevelopment of standard contract terms requiring the service 
provider to implement the portability of a customer’s data

qDeveloping further rights to data portability re non-personal 
data, in particular to cover B2B contexts

qLaunch sector-specific experiments on standards

28 NOVEMBER, 
2017



Proposed Reg. on a framework for the free flow of 
non-personal data in the EU (13.9.2017)

Article 6 Porting of data 
1. The Commission shall encourage and facilitate the development of self-regulatory 
codes of conduct at Union level, in order to define guidelines on best practices in 
facilitating the switching of providers and to ensure that they provide professional users 
with sufficiently detailed, clear and transparent information before a contract for data 
storage and processing is concluded, as regards the following issues: 
(a) the processes, technical requirements, timeframes and charges that apply in case a 
professional user wants to switch to another provider or port data back to its own IT 
systems, including the processes and location of any data back-up, the available data 
formats and supports, the required IT configuration and minimum network bandwidth; 
the time required prior to initiating the porting process and the time during which the 
data will remain available for porting; and the guarantees for accessing data in the case 
of the bankruptcy of the provider; and 
(b) the operational requirements to switch or port data in a structured, commonly used 
and machine-readable format allowing sufficient time for the user to switch or port the 
data. 
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“[…] using or requesting a data storage or 
other processing service for purposes related 
to its trade, business, craft, profession or task”

Principle of free movement of data within the EU
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– Principle of free movement of data within the EU:
– Applies both to personal data, jf. GDPR Art. 1

– “3.The free movement of personal data within the Union shall 
be neither restricted nor prohibited for reasons connected with 
the protection of natural persons with regard to the processing 
of personal data.”

– Commission Communication (10.1.2017):
– In order to realise the full potential of the European data 

economy, we should be guided by a “principle of free 
movement of data within the EU”, “as a corollary of member 
states’ obligations under the free movement of services and 
the free establishment provisions of the Treaty and relevant 
secondary legislation”.



Facilitate “cross-platform” data flow

“In many instances, data collection and categorization is done as a 
by-product activity of an industrial process: data is a mean, not an 
end in itself. On the other hand, the cross-referencing of datasets 
serves a new purpose. It is this essential phase, which covers the 
true potential of Big Data and the emergence of new services that 
should be promoted by new incentives […].”

“The issue that arises is therefore not so much that of the 
protection of investment for the constitution of large databases, it is 
rather that of the incentives to cross-referencing of datasets 
between various actors.”

French Digital Council
“Enshrining a right to non-personal data portability”
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Thank you for your attention!

Questions?
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