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PREFACE

The scope of this book is to survey legal implications with respect 
to paperless systems. In doing so, I have chosen to look at the 
matter in an EDI (electronic data interchange) context. The reason 
for doing so is that when it comes to paperless systems, it is 
within the area of EDI used for the exchange of business data we 
really are seeing new systems emerge. Although most of the 
issues in this book are looked upon in an EDI context, they are 
nevertheless highly relevant with respect to paperless systems 
which fall outside any of the definitions of EDI.

This report was commissioned by ALCATEL STK A/S and 
partly funded by the Royal Norwegian Council for Scientific 
Research (NTNF). While completing the report, I have benefitted 
a lot from meetings with Research Manager Kaare Prestun and 
Research Scientist Øyvind lohnsen of the ALCATEL STK A/S.

I am grateful to several others for their help. Assistant Judge 
Barbro Andenæs, reviewed the report at an early stage and gave 
me many valuable comments and corrections.

The report was as a whole completed at the Norwegian Research 
Center for Computers and Law (NRCCL) at the Faculty of Law, 
University of Oslo. In this context I wish to thank the fantastic 
and most inspiring environment at the NRCCL. I especially wish 
to thank professor dr. juris Jon Bing for giving me so much of 
his time at all stages of the report. Many thanks also to Kari Lie, 
for helping with corrections at the final stage.

The final responsibility of the report is, of course, the author’s.

Andreas Galtung 
Oslo, January 1991
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1 .

INTRODUCTION

1.1. Objectives and definitions
The scope of this book is to review certain legal aspects of paper
less systems. It is in this respect, of course, vital to define what 
exactly is meant by a paperless system. Since the rise of computer 
technology it has been possible to replace and compliment paper 
in many areas, hence the financial sector and the development of 
the Electronic Funds Transfer Systems (EFTS). As far as legal 
aspects are concerned, much has been written and said in regard 
to EFTS.

The latest development is the use of EDI (Electronic Data Inter
change) in transactions of trade data. This has been going for 
some time in the USA and a few other industrial nations, and is 
now being employed by large industries in other parts of the 
world as well. Furthermore the use of EDI is about to be used by 
several customs services. This implies that certain firms now can 
submit their customs declarations electronically.

An important question is; when are we talking about EDI, and 
furthermore, are there any kinds of electronic interchanges that are 
not relevant in regard to this book.

Many definitions have been given to the concept o f EDI and I 
shall not go into an in-depth discussion of the correct way to 
define EDI. As already pointed out EDI is an acronym for 
Electronic Data Interchange. This implies that we are talking about 
the interchange of data from a computer to a computer. Out of 
this one can of course ask whether EFTS (Electronic Funds 
Transfer Systems) is a part of EDI. The correct answer must be 
yes, which is due to the fact that all kinds of EFTS transactions 
are electronic interchanges of data. Nevertheless, the reason why 
the interest in, and the increase of use of EDI is growing dramati
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cally, is that EDI is becoming more and more common in other 
areas than the pure money transactions from banks to banks. 
Examples of this will be given thoroughly in the following.

In this book I have decided to leave out issues that are only 
relevant in regard to EFTS, and rather concentrate on the areas 
where the use of EDI is growing.

As far as a definition is concerned, I think EDI may be well 
characterized by the definition given by Paul Dawkins1: EDI is the 
transfer o f  trading information between organizations and in 
particular, between computers within different organizations.

Since I have decided to confine myself to reviewing legal 
aspects in the areas where the use of EDI is growing, I think that 
the definition given by David Palmer2 is even more appropriate: 
EDI is the transfer from  computer to computer o f structured 
business data.

An important distinction that by many are set up as a condition 
for what is EDI and what is not is that an EDI transaction in
vokes some automated process on the receivers side.

An example of this could be as follows: Let us foresee that two 
trading partners have agreed to trade by means of EDI, and the 
situation we have is that company A is a supplier o f goods to 
company B. If an order is placed by A in an electronically trans
mitted message sent to B, and B then will assess the message like 
any other message or request by any other means of com
munications, we will not be talking about EDI. This implies that 
electronic mail is not EDI.

If  we, however, are dealing with the situation where A places 
an order with B, and this automatically invokes a process which 
will lead to the situation where A receives the requested goods, 
we are talking about EDI. The point here is that the order is 
carried out with a minimum of human intervention.

’Paul Dawkins: The functions required of software packages for EDI. In 
Mike Gifkins (ed): EDI technology.

2David Palmer: EDI - The nuts and the bolts. In Mike Gifkins (ed): EDI 
technology.
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1.2. Why EDI?
What EDI in fact does is to replace paper. In areas where the 
communication has been done by means of paper, EDI is now 
offering a means o f data interchange that is both faster and con
sumes less space.

When saying it is faster, it must be pointed out that it certainly 
is faster than communicating data on paper by using the 
traditional postal services. It would, of course, be wrong to merely 
draw the line between traditional mail services and EDI since the 
Telex has played an important role for almost a century. And 
since the mid 1980ties the telefax has done so as well. From a 
technical point of view, an important difference is that when 
communicating by means of EDI, the data are transferred in a 
structured way for more specific purposes. Furthermore, the 
interchange takes place between parties that have agreed that they 
are to trade with each other in such a manner.

EDI saves space due to the simple fact that the storage of data 
in computerized forms only require a fraction of the space 
compared to what the same kind of data does on paper.

The actual savings, of course, arise because the use of less paper 
also decreases the expenses for copying, mailing, filing etc.

As an example of how substantial the economical impact may 
be, one can mention that US automobile manufacturers have 
estimated that EDI is worth USD 200 per car3.

A more detailed example of how EDI could benefit an imagi
nary company has been given by Ian Finch4:

*The Journal o f Business Strategy. January/Februaiy 1990.

“Ian Finch: EDI - What it is and what’s the Point. In EDI 88. Blenheim 
Online. London 1988.
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THE COMPANY:

Employees: 1000
Annual sales: g b p  100 Mill.
Sales force: 75
Suppliers: 2,000
Customers: 20,000
Monthly invoices: 

out: 32,000
in: 16,000

Monthly orders: 
out: 3,000
in: 1 ,0 0 0

THE BENEFITS:

Admin, cost savings: 90,000
Reduced cost of errors: 34,000
Improved productivity: 57,000
Improved sales and market share: 120,000
Reduced cost of inventory: 60,000
Time value benefits: 41,000
Reduced communications costs: 10,000

TOTAL ANNUAL BENEFITS: GBP 412,000

From this one of course would have to deduct the costs for EDI, 
in this case they would be:

COSTS:

One time costs: g b p  287,000
Annual costs: 149,000

A s one can see, the investm ent w ill pay o ff  already in the second  
year.
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In Norway it has been estimated that a full scale use of EDI will 
cut costs by 7 bill5. NOK, a year. The savings are, in other words, 
substantial.

Although I will give some examples of EDI in the following I 
have decided to limit the more technical description of EDI to a 
minimum, and only indicate this in the areas where it is 
absolutely necessary in order to specify the legal implications.

1.3. Actors in an ED I trad e  situation 
EDI in an trading situation can look like this:

5Cf Datatid nr. 12/89.
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The more appropriate way to show the situation would be like 
this:

The point is o f course that EDI commonly is offered by a third 
party, the EDI provider. Such providers would see to it that the 
right software is used and, furthermore, that data is transmitted in 
a correct manner, and that trade data logs are provided.

1.4. Areas w here EDI is used, and w here the use is growing 
Even outside EFTS, EDI is not a new phenomenon, several in
dustries have been using it for years, as exampled by the airline 
industry for the purchasing and booking of airline tickets. I will in 
the following, however, look at some of the areas in Europe 
where the use is growing.

Several industries have formed groups for the trading with EDI, 
hence ODETTE (Organization for Teletransmission for the 
Automobile Industry) and CEFIC (for the chemical industry). 
Furthermore it is expected that EDI will play an important role in 
the public sector.
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The financial sector
EDI has been in the financial sector for many years. The SWIFT 
(Society for Worldwide Interbank Financial Telecommunications) 
system for electronic funds transfers between banks has been 
operating since the beginning of the 1970’s.

EDI in the automobile industry
In Western Europe the automobile industry and their suppliers 
formed ODETTE (Organization for Data Exchange by Teletrans
mission) project. ODETTE is in itself no EDI provider, but offers 
a  set of rules and recommendations on what standards to use.

EDI and the chemical industry
The chemical industry has formed a similar organization to ODE
TTE called CEFIC, which represents 15 national chemical 
federations of Western Europe.

EDI and the textile industry
The multinational company Benetton now uses EDI between their 
sales agents and their producers. At the termination of each day, 
new requests can be placed with the producers which 
automatically process orders the necessary amount of new goods.

EDI and the customs services
EDI is now about to be used between larger companies and the 
custom services. EDI enables here the companies to submit their 
customs declaration by electronic means. In Europe, Norway and 
France currently have the most advanced systems.

The Norwegian customs TVTNN6 project has at this moment 
(September 1990) approx. 70 subscribers among larger Norwegian 
companies. The benefits of EDI are expected to have a great 
impact at the Customs Directorate. It is expected that the Customs

‘The project runs under the acronym TVINN (Tollvesenets Innførsels/u- 
tførsels system med næringslivet i Norge = the import/export system of the 
customs directorate with Norwegian enterprises).



Directorate eventually will be able to cut the number of 
employees by 70 persons.

1.5. International standardization work
An important issue within the field of EDI, is the work on 
standardization. One can even go as far as saying EDI and 
standards are synonymous7. EDI standards consists o f a grammar 
and a vocabulary of words.

Different standards have developed in different sectors and 
countries. As for today, one has ended up in two major standards, 
for North America the ansi.xl2 and for Europe the EDIFACT 
(Electronic Data Interchange For Administration Commerce and 
Transport). Eventually it is expected that the EDIFACT standard 
will be the leading standard throughout the world. EDIFACT can 
be defined as a set of syntax rules which determine the standards 
for structuring data into segments, segments into messages, and 
messages into a transfer (the interchange).
The work on EDIFACT is a result of international cooperation 
within the UNECE (United Nations Economic Commission for 
Europe).

As far as the electronic transmission is concerned, it is expected 
that the lead eventually will be taken by the X400 standard which 
is a series of recommendations for message handling systems 
defined by the Consultative Committee for International Telegraph 
and Telephone (CCITT). The X400 has been authorized as an 
international standard by the International Standards Organization 
(ISO).

1.6. EDI and the legal issues
All kinds of technological innovations usually imply some legal 
aspects. When an innovation like the EDI make fundamental 
changes in the w ay business is conducted, this naturally has lega l

7Cf EDI in perspective. Published by the Commission of the European 
Communities p. 23.



implications. The reason for this is that new problems may arise, 
the problems that arise may be different from a consequential 
point of view - and there may be problems due to the 
intervention of new parties with new roles, in this case, the EDI 
provider.

When new technologies like EDI are developed people tend to 
draw the lines between the absolutely optimal system rather than 
the systems that are actually being replaced.

There are certainly risks involved in the electronic interchange of 
data. The transmission may not be complete, the message may be 
altered on its way etc. Compared with an optimal system with ab
solutely no risks at all, this is not good. However, we may find 
that the risks involved may be substantially less with EDI, 
compared with the systems we currently use like eg. paper-letters 
in envelopes forwarded by traditional mail services. I think this is 
important also when one examines the legal consequences of EDI 
in order not to exaggerate these. I am not saying that this has 
been done, but just stating it as a point to have in mind.

The basis for this report will be Norwegian law. Foreign law, 
will, however, to some extent be taken into account. I will 
especially try to point out jurisdictions with substantial differences 
in their legislation relevant to EDI. This is not only necessary in 
order to get a comparative survey of different types of legal 
systems in selected areas relevant in regard to EDI, but absolutely 
a must due to its transnational character.

The issues that will be discussed in this report are both of a 
private and a public law nature, and are briefly the following:

The problems o f signature
This question is due to the transition from paper based documents 
signed in form of a handwritten signature to electronic documents 
with or without electronic signatures. The question here is what 
functions the traditional signature have and when does the law 
specifically require signature and paper. In what kind of 
contracting is paper a necessity. If not paper is required, in what 
respect can an electronic signature replace the traditional handwrit
ten signature. A key issue is o f course what legal measures can be
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taken in order to make trading with EDI comply with the law or 
make the law comply with EDI.

Liability issues
This part of the book will examine relations between the vendor, 
the purchaser and the third party. Who is liable for an incorrect 
transmission of data. Of special interest here would be to assess in 
what way the EDI-provider can be liable, and to what extent can 
the provider be liable for consequential damages.

Audit trails and legal consequences
The issue here is the requirements to the audit system logs. The 
requirements may be legal and non-legal. And important issues 
here are what kind of requirements are set by the privacy 
legislation if the audit trails are to be stored in computerized form 
with a third party.

The question o f evidence
There are two important issues in this context, the first is to what 
extent will EDI produced audit trails be admissible as evidence for 
the court, and the second is; if permitted, what value will it have. 
The value of computerized material may also be considered dif
ferently depending on whether the question is arising within 
criminal or civil law.

Interlegal issues
The reason for this issue is due to the transnational character of 
EDI. The point is that the purchaser and the vendor have seats 
within different jurisdictions and the EDI provider may have a 
seat in a third. The question of which jurisdiction to choose in 
case of conflicts may be difficult. This matter will, however, not 
be dealt with in detail in this book.
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The UNCID rules
The UNCID rules (Uniform Rules of Conduct for Interchange of 
Trade Data by Teletransmission) were prepared by a committee 
established by the ICC(Intemational Chamber of Commerce) with 
participation by UNCITRAL(United Nations Commission on 
International Trade Law), CCC(Customs Cooperations Council), 
UNCTAD(United Nations Conference on Trade and Development), 
OECD(Qrganization for Economic Co-operation and Development), 
ISO(Intemational Standard Organization), CEC(Commission of 
European Communities), EIC(European Insurance Committee). 
These rules are, as their title indicates, rules of good conduct 
rather than legally binding rales, and have therefore a guiding 
function with respect to the actors in the field. The UNCID rules 
consisting of 11 articles, have recommendations in the following 
areas, indicated by their headings:

Articles:
1. Objectives
2. Definitions
3. Application
4. Interchange standards
5. Care
6 . Messages and transfers
7. Acknowledgement of a transfer
8 . Confirmation of content
9. Protection of trade data
10. Storage of data
11. Interpretation (of the rules)

I will at this stage not give any further attention to the rules8, but 
rather comment on the UNCID rules in the different chapters in

®For a general survey of the UNCID-rules see Nigel Savage and Ian 
Walden: International trade law and the UNCID-rules. In EDI and the law. 
Ian Walden (ed). Blenheim. London 1989. See also; Creating legal security 
in electronic data interchange, A guide to the UNCID-rules. 4th special 
paper by NORDIPRO. Tano/Nordipro. Oslo 1988.
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the book, and thereby point out the relation between the rules and 
the matter discussed in each chapter.
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2 .

THE PROBLEMS OF SIGNATURE

This section of the book will examine the problems of signature. 
The reason for this is of course that the transition from paper - 
based documents to electronic documents has resulted in a new 
type of media. By saying this, I imply that when I  use the word 
signature, I refer to the concept, and not only to the handwritten 
one.

I do, however, in this context find it necessary to review the 
traditional functions of a paper document. What is said here below 
is to a large extent based on the work by Roger Henriksen9

2.1. The functions of a paper document
In communication of data, paper plays the role as carrier, and 

one of the data items it often carries, would be a signature. It can 
be said that a paper document serve three major functions10: First 
of all it serves an informative function. A written document com
prises information. Secondly, a document can have an evidential 
function, serve as a tangible proof. In this case the evidence will 
be the document and the content will be the substance of the 
evidence. Thirdly, it can have a symbolic function. This, however, 
mainly related to the original document. The point here is that 
possession and surrender can have significant legal consequences.

The reasons why paper documents have been serving these func

’Roger Henriksen: The legal aspects o f paper-less international trade and 
transport.

l0Op. cit. p. 29.
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tions, are due to its physical nature and the cultural fact that paper 
has been an instrument for communicating information for many 
centuries.

2.2. The physical character of a paper-based document vs 
an electronic document

In general, paper can be said to have the following physical 
characters: What is written, can not easily be removed, and will 
stay there forever, or more correctly, as long as the paper lasts, 
which very much depends on the paper quality. Secondly, paper 
can be touched and seen in another way than electronic 
documents.

When it comes to electronic documents, one could say that it 
lacks the first quality. But a key question, nevertheless, is if these 
really are the qualities of paper. When one says that what is 
written on paper, can not easily be removed, one of course has to 
take into account forgery within the world of paper. It is needless 
to say that paper forgery is one of the more frequent crimes in 
practically all literate cultures. Furthermore it is often maintained 
that the electronic document is a safer document than the 
paperbased. This is a difficult question. Probably, the correct thing 
to say is that both types of documents can be safe and unsafe. In 
the end it all depends on the security measures taken: A measure 
against fraud when using paper would be to sign it with a hand
written signature and to use a very special kind of paper.

I think when one assesses electronic documents vs standard 
paper documents, the question should be put the following way: 
In what way does the electronic document realize the same 
qualities as paper, or at least the qualities we want paper to have. 
The question must then of course be if the measures that are 
taken from a technical point of view, are sufficient to cope with 
the difficulties. And furthermore, in what way can one cope with 
the alleged difficulties we have seen with the transition to 
electronic documents and electronic data interchange.

Other differences between electronic documents and paper would 
be that paper is space consuming while the electronic document 
not. This has been an important argument for several of those 
institutions who start with EDI.
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2.3. The question of signature
A vital question is, what is really a signature? In Black’s Law 
Dictionary" a signature is defined in the following way: The act 
o f putting ones name at the end o f an instrument to test its 
validity; the name thus printed, stamped, typewritten, engraved, 
photographed, or cut from  one instrument and attached to another, 
and a signature lithographed on an instrument by a party is 
sufficient fo r  the purpose o f  signing it. First of all, it must be 
stated that this definition is taken from an American dictionary.
Others may have different definitions.

What is interesting, however, is that the concept of signature is 
not solely limited to the handwriting. We all know that both
stamps and fingerprints play a vital role when it comes to signing.
The methods used does also seem to vary in different cultures. 
The Japanese have for instance a long tradition for using personal 
stamps as signatures in certain contexts.

Others do, however, restrict the definition. I.e. the definition 
proposed by UNCITRAL (United Nations Committee on Interna
tional Trade Law) has chosen to define signatures the way it 
mostly is understood:

A signature is the manual writing by a specific individual o f  his 
name where he expresses his will to be bound by writing.

When assessing the question of signature in regard to the legal 
aspects of EDI, two questions have to be answered. One is, if the 
obligation that a signature is meant to fulfill, can be satisfied by 
the use of EDI. Another question is, of course what actual 
requirements are made by law: When does the law specifically or 
by a natural interpretation require a traditional signature on paper, 
and how does this influence the use of EDI.

“Black’s Law Dictionary. West publishing co. St. Paul Minn 1979.
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2.4. The need for a signature
Although the term signature does not necessarily mean a 
handwritten one, it is quite obvious that this is the most common 
understanding. Furthermore when the law requires a signature, it is 
mostly referred to a handwritten one. In doing this, it is necessary 
to look at the actual information interchanged, and thereby point 
out at which stage the signature and/or specific documents are 
required. In case of a typical trading situation one can foresee that 
the data interchange can look like this:

TRADE INFORMATION EXCHANGE

Vendor Request fo r  a price list Purchaser

Price list

Order (with an intent to be bound)

Delivery information 

Invoice

Payments (or funds transfers)

This kind of information exchange often results in a contract. 
Parts of these information elements comprise what the law knows 
as dispositive statements. These are statements that are meant to 
bind the one who gives them, and, they may, if necessary be 
enforced by the judicial system. In the information exchange 
shown above, there are especially two kinds of statements that are 
essential in the making of a contract: These are what we call the 
offer and acceptance. The situation above actually shows offers
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being made by an offeror to an offeree. The offeree accepts it by 
placing an order, and by doing so, a contract is closed.

The vital question is what role the signature has in this context. 
The correct answer is that signatures are given in order to 
authenticate the message. Authentication is an assurance that a 
message really originates from the person the message declares to 
have sent the message. The more certain one can be that the 
signature really belongs to the person mentioned in a document, 
the better the authentication. Whether a handwritten signature 
f u lf i l ls  this function better than i.e. an electronic will be examined 
later in the chapter *5 concerning the evidential issues.
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3.

CONTRACTS, FORMS, SIGNATURES 
AND PAPER

The handwritten signature plays and has played an important role 
in the making of contracts. Even though it is the handwritten 
signature that is the most common one, it used to be customary to 
accompany the handwritten signature with a stamp or a personal 
seal. Other formal demands may be that a contract only can be 
written on a special kind of paper or on special kinds of standard 
forms.

3.1. Contract forms, the signature and the law
In Norwegian law (and in most other legal systems), the general 
rule is that no special requirements are necessary in to make 
contracts valid. It has not always been like that, and within the 
Nordic legal tradition, formal requirements for contracts have 
played quite an important role in earlier days. This also applies to 
Germanic and Roman law.

The lack of formal requirements means that contracts can be 
concluded by different means. In writing, by using paper or by 
electronic means; orally, directly between the parties or via 
telephone. From this rule there are a number of exceptions. Some
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of these exceptions will be pointed out in the following.
As already stated the main principle is that no specific forms are 

required. In section 91 of the new Sales Act of 198812 which is 
included in the chapter for international purchase agreements, it is 
now clearly stated that a purchase does not need to be concluded 
or confirmed in writing and is not subject to any other form al re
quirements. This clearly states a principle confirming that an oral 
agreement is just as good as a written one. In order to give some 
substance to the principle, the section also states in its second sen
tence that a purchase agreement can be proved by any means, 
including witnesses (the evidential aspects of this section will be 
discussed in more detail in chapter 5 concerning the evidential 
issues).

Landlord-tenant contracts
Some forms of contract in landlord-tenant relations require writing. 
The Norwegian landlord-tenant law of 1939”  section 43 
interpreted with section 42 implies that the contracts concerning 
the rent of a property in substitution for a loan, must be done in 
writing. The law does not expressively say that a handwritten 
signature is required, but this does follow by interpretation, since 
it is the common form of authentication. This has to do with the 
fact that legislators have deemed it necessary to secure a high 
level of authentication.

Sale and purchase o f real estate.
It is not said anywhere explicitly that a contract concerning the 
sale or the purchase of real estate has to be done in writing. It is, 
however, a consequence of the necessary procedures that have to 
be followed for a change of ownership. The reason is o f course 
that in order to get the purchase registered a deed has to be 
shown, which in itself is a written and signed document. When

12Lov om kj0p. Lov av 13. mai. Nr. 27. 1988.

,3Lov om husleie. Lov av 16. juni. 1939. Nr. 6.

1 9



this is said, one must ad that a binding agreement to sell an estate 
can be reached without any formalities as far as a signature is 
concerned. Supreme Court practice has accepted that an oral 
agreement of an estate sale was binding. This case14 concerned the 
sale of a hotel. The Supreme Court held that an agreement to sell 
the estate was reached through negotiations which partially were 
in writing, and where the parties had agreed on all the substantial 
matters of the sale, and that an agreement thereby was formed 
through offer and acceptance. The Supreme Court found, however, 
in another case13 that an agreement was not reached, and said in 
its decision that, one must have very good evidence if one wants 
to accept a real estate sale constituted by an oral agreement. What 
these two cases actually show is, that the matter o f form only 
matters in an evidential context.

Contract o f pawns
In some contracts of pawn, writing is required. This is not ex
plicitly stated Norwegian legislation, although it can be derived by 
an interpretation of the law.

Real estate broker contracts
Although the real estate brokers act does not explicitly require a 
handwritten signature, it is stated in section 3-2,2 of the Real 
Estate Brokers Act of 198916, that it is up to the Ministry of 
Finance to decide what kind of documents should be used to place 
a sale with a broker, and these documents however require a 
handwritten signature.

,4Cf Rt (Rettstidende) 1987 s. 1205. Rettstidende is the publication where 
all decisions from the Supreme Court are published.

15Cf Rt 1985 s. 1265.

,6Lov om eiendomsmegling. Lov av 16. juni. Nr. 53. 1989.
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The bill o f  lading
The bill of lading is a maritime contract concerning the carriage 
of goods. Pursuant the Norwegian Maritime Code17 section 15118. 
The bill of lading is defined as a document signed by the carrier 
or someone who acts on his behalf where it is recognized that 
goods o f  a specified type and quantity is received fo r  shipment or 
loading provided that the document bears the title o f a bill o f  
lading or states that the goods will be delivered on the 
presentation o f  the document. The negotiable bill of lading fulfills 
three functions:

1) It provides evidence of the condition of the goods at the 
time of shipment, and it is signed by the carrier so as to 
provide evidence in an action against him

2) It proves the terms of the contract o f carriage

3) It fulfills a symbolic function, operating as a document of 
title to the goods, and allows the skipper to sell goods afloat 
or to use the goods as security to raise funds

Some special attention will be given to the negotiable documents 
in point 3.3

3.2. Foreign law
In the following I will be giving some examples from some other 
European countries. The examples given do of course not imply, 
that they are the only ones from the country in which they are 
extracted.

No European country require the signature as a general rule for 
the conclusion of contracts or similar actions. But as far as the 
exceptions are concerned, there are a lot of differences. Both as

l7Lov om sjøfarten av 20. juli Nr. 1. 1893.

18Authors translation.
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far as the law is concerned and the actual use of signatures and 
forms of contract.

With respect to the Nordic countries there are no really major 
differences among them in these matters. The examples given for 
Norway on the requirement for forms and signatures, they would 
be the same in all other European countries. There are, for 
instance, no countries in Europe where writing and handwritten 
signatures de facto  would not be required for the purchase o f real 
estate. This does not mean that differences do not exist.
In France and Belgium there is no general requirement for 

writing in commercial law, but their civil law states that for 
transactions of more than 5000 FRF (France) and 3000 BEF (Be
lgium), writing and signatures are required. In regard to EDI one 
would here have to take the following into account.

1) The requirement does not apply to commercial contracts.

2) Smaller contracts (less than 5000 FF for France and less 
than 7,000,- for Belgium) are exempted.

3) The requirements can be derogated by contract.

4) The requirement for signature in writing is waived where it 
is impossible to obtain any writing as evidence.

These four exceptions do in fact mean that the requirement for 
signature in writing itself will not be an obstacle, since practically 
speaking all EDI transactions will be commercial. Although most 
o f them probably will exceed the amounts stated in the provisions, 
this will obviously be taken care of by derogation by contractual 
means.

In the USA writing has for a long time been required pursuant 
to section 2-201(1) of the UCC (Uniform Commercial Code)

....a contract fo r  the sale o f goods fo r  a price o f  $ 500 or more 
is not enforceable by way o f action or defence unless there is 
some writing sufficient to indicate that a contract fo r  sale has
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been made between the parties and signed by the party against 
whom enforcement is sought...

There has been a great deal of discussion whether or not an 
electronic signature can comply with this provision. One thing is 
for certain, when the UCC was put into force in the forties, the 
legislators did not have in mind EDI and the electronic signature. 
It is nevertheless uncertain to what extent EDI and electronic 
signatures can satisfy the statue. As far as legal practice is con
cerned, this gives little help in interpreting the statute in regard to 
EDI. It must however be pointed out that trading partners can by 
contract agree that business from a certain stage shall be 
conducted by means of EDI.

The Soviet Union requires writing and two signatures for con
tracts involving parties in other countries. In light of the 
liberalization of Soviet enterprises, there seems to be some doubts 
whether or not this signature rule also applies to companies 
allowed to commit foreign trade without the consent of public 
authorities.

3.3. Negotiable documents and EDI with special attention to 
the bill of lading

A short survey o f some legal principles regarding negotiable 
documents
There are a number of so called negotiable documents. The bill of 
lading is already mentioned above. Other examples would be bills 
of exchange, checks, bills of lading etc. A common trait to all 
these documents is that they are subject to the so called negotia
bility rules. The difference is related to the areas in which they 
are used.

A negotiable document could be defined as follows:

A negotiable document is a document that a) is signed by a 
maker or a drawer b) contains an unconditional promise or order 
c) to fulfill an obligation (e.g. payment o f money or delivery o f  
goods in case o f a bill o f  lading), d) on demand or at a definite 
time, e) to the bearer or to order.
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An example of a legal implication and the rules of negotiability in 
regard to such a document could be the following:

Let us foresee that A has signed a note saying that he is to pay B 
or order a certain amount of money within a certain time. C steals 
the note, forges a transport and sells it off to D, who acquires the 
note in good faith and consequently asks A for the money. A 
pays, and will thereby be free of debt. Furthermore B would not 
have the possibility to vindicate the note from D.

This was a practical illustration of how the rules could function. 
The rules of negotiability could, however, be specified as follows:

a) A rule denying the rights of vindication.

b) A rule denying the debtors objections against existence of 
the claim, whether they are related to the validity of 
formation or to the question of fulfillment.

c) A rule implying that the debtor is free, when the debt is 
paid (or goods delivered in case of a bill of lading), even 
though the receiver should lack right.

The crucial question is whether or not these qualities can be 
satisfied in a computerized form. In some areas this has already 
been done.
The Norwegian Registiy of Securities (VPS)19, is in a sense, an 

example. In Norway the transition from paper to the paperless 
system took place in 1987. Similar systems have been operational 
in other countries since the mid-eighties. In the draft work for the 
establishment of The Norwegian Securities Registries20 one did 
discuss the possibility of establishing a system based on the 
issuing of certificates, where the holder of the certificates would 
be the holder of the rights. The committee did, however, decide to

,!>VPS (Verdipapirsentralen).

20Cf, Olav Torvund: Lov om verdipapir sentral med kommentarer. 
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establish a completely paperless system. There were of course 
some legal obstacles involved. One of them was that the former 
Norwegian Stock Act of 1976 where it was stated that one had to 
issue the stocks in paper. As a consequence of this, they formed a 
system where physical securities were dematerialized, and tied 
instead the legal consequences to electronic registrations in the 
accounts of the system.

A key question in this special context is the possibility of sub
stituting paper by means of EDI within other forms of negotiable 
documents. Internationally the greatest concern here have been 
within the bills of lading area.

Life insurance policies
Traditionally the life insurance policy is a negotiable security. 
Such policies have traditionally been paperbased. In the new 
Insurance Contract Act2122 one has, however, substituted the system 
of a negotiable paper based insurance policy by a system of 
registration, which has much in common with the kind of system 
described above for the securities market and the registration on 
securities with the Norwegian Registry of Securities. A major dif
ference is that the registration is not limited to one single 
organization, but extended to all companies selling insurance 
policies. The registration principle is now stated in section 17-1 of 
the Insurance Contract Act, where the first sentence reads: A life 
insurance company shall register the insurance contracts they 
enter. As we can see it is not clearly stated that the registration 
can take place in a computerized form, but this evident from the 
legislative history.

Bill o f lading
For almost a decade there have been several suggestions on how 
to solve the problems with the bill of lading in a computerized

21Lov om forsikringsavtaler av 16. juni 1989 nr. 69.

“ Cf Knut S. Selmer: Forsikringsavtaleloven med forarbeider.
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form. Attempts have been made both with an academic and a 
more practical view. The work seems, however, to have come a 
great step further with the draft of the CMI23 Rules24 for an 
electronic bill of lading was finished by September 1990.

The proposed systems seem, however, not to have caught on. 
Furthermore none of the systems have managed to correspond 
exactly to the traditional bill of lading.

The Atlantic Container Lines introduced the Datalading system, 
which enabled the holder of the cargo to raise finance on the 
assets, but not to resell it afloat (in other words, negotiability was 
not integrated into the system). With such an obstacle one cannot 
see that the qualities of a bill of lading are fulfilled.

The SEADOCS system was used for bulk oil cargoes set up by 
the Intertanko group. Under this system, the bills of ladings where 
not abandoned, but deposited in a central registry. The point here 
was that messages could be sent to the registry notifying dealings 
by several means such as telefax, telex or EDI. The SEADOCS 
system was, however, abandoned since the participating parties 
where not really interested in paying its costs.

Reinschou25 proposed a system where the fundamental idea was 
that the carrier should act as a registrar, in a way that whenever 
goods were transferred to another party, the transferror was to 
notify carrier of the transference of the goods. From a theoretical 
point of view this would seem to be a very functionable system. 
It does however give a new kind of a role to the carriers, a role 
that they might not be prepared to take.

Personally I think the safest system would be a system that 
strongly involves a third party (EDI provider), that fulfills the 
function as registrar in such a way that when a bill of lading is 
issued, this is registered with the registrar. But unlike the SEA-

' CMI = Commite Maritime International. CMI is a private international 
organization with representatives from all major maritime nations. Major 
maritime conventions are negotiated through CMI.

MCMI rules are included in the appendix.

25Knut Helge Reinschou: The computerized bill o f lading.
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DOCS system solely by electronic means, which implies that I do 
not see the need for a paperbased bill o f lading at all. When the 
holder wishes to transfer the bill to another party, this would have 
to bee done via EDI. The transaction is then lodged with the regi
strar, furthermore it will of course also be registered that the seller 
of the cargo no longer holds it.

Such a system does, however, to a large extent require unifor
mity as far as the standards are concerned. In addition to this it 
requires a widespread use by carriers, ports and shippers.

The question here will of course be if  such a system can offer 
the security of a traditional bill of lading. At least one uncertainty 
will cease to exist, the possibility of a double sale of cargo will 
practically speaking, be eliminated. There seem to be no real legal 
obstacles for accepting the electronic bill of lading.

In this context it must be pointed out, however, that the 
Hamburg rules accepts it. In its article 14, no 3 it is clearly stated 
that a signature on a bill of lading, may be made by any other 
mechanical or electronic means, i f  not inconsistent with the law o f  
the country where the bill o f  lading is issued.

This obstacle has to do with the more general acceptance of 
electronic signatures. The difficulty with imposing a system where 
a third party is required, is of course the fact that such a party 
does not exist, and that the establishing of such a party would be 
extremely expensive, even though we are talking about major 
enterprises. The SEADOCS system, cf. above stranded because no 
one was really interested in taking part in the financing of the 
system.

The question must therefor be if  there already exists institutions 
which are ready to establish or which already have the systems 
needed to establish the paperless bill o f lading.

An idea would be that large financial institutions could play a 
substantial role in this game. They have the technology, and they 
do to a large extent have the type of organizational network 
needed.
One could foresee a system where large banks had offices in the 

ports where the bills could be deposited - not in a physical sense, 
but in a logical sense. Let us imagine that A is the holder o f a 
cargo of oil shipped from Bahrain by carrier X. After loading, he
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is registered in the system as the holder of this specific cargo with 
carrier X. When the shipment is afloat, he decides to sell to B. 
This is then done by setting B up as the holder of the cargo in 
the system.

Even though the financial institutions have an extensive network 
they are certainly not established in all ports through out the 
world. This implies that if a system like that mentioned should be 
made operational, it should at first be within a limited market. It 
is easy to imagine that the oil market could be the first to have 
these kinds of systems operational. The reasons are of a purely 
practical character. First of all the oil market involves a limited 
number of ports as far as the departures are concerned, this im
plies that it would not be necessary for the financial institutions, 
which wished to participate, to set up branch offices in every port 
throughout the world.

The proposed CMI Rules
The CMI rules26 for the electronic bill of lading do not specify the 
kind of organizations which should act as a provider, but give in 
its 11 articles a detailed description of how the system should 
work in order to achieve the necessary level of security and at the 
same time ensuring the qualities of a negotiable bill of lading.

The scope of the CMI rules is stated in its first article where it 
is said; that the rules shall apply i f  the parties so agree. One can 
in other words, be talking of a kind of standard agreement 
promoted by an international organization.

In its article 3 which concerns rules of procedure, it is stated 
that, unless there is conflict with the UNCID rules, the UNCID 
rules shall govern the conduct between the parties. In comparing 
the UNCID rules and the CMI rules no such conflicts seem to 
exist. A great difference between the CMI rules and the UNCID 
rules is that the CMI rules are much stronger and more specific, 
which of course is related to the fact that they are not just

26Cf; Jan Ramberg: Explanatory notes to the electronic bill of lading. 
Unpub.

2 8



recommendations for good conduct, but specific rules supposed to 
enable the participants to use and rely on EDI.

In short, the system works as follows: When the carrier receives 
the goods, the carrier must give notice to the shipper by an 
electronic address specified by the shipper. In this notice, the 
carrier gives the shipper a private key which then will be used in 
all further transmissions. The point is then that the goods only 
will be delivered upon the presentation of the key.

Another interesting feature is that the parties agree to accept the 
logged files as evidence in case of a dispute. Furthermore, in 
accepting the CMI rules the parties also agree not to raise the 
defence that this contract is not in writing.

3.4. Some final remarks on the question of signatures and 
contracts etc

In this chapter I have merely showed that some contracts in 
Norway and in other countries require paper and the traditional 
handwritten signature. For those kinds of contracts, it is evident 
that one will have to change the law as it was done in the case of 
the establishing the public security markets registrar.

By changing the law at certain points, one has managed to build 
up a more efficient system than the previous.

In the case of contracts where writing and paper is necessary by 
law, one can of course ask if these are areas where the need for 
contracting by EDI is present. The answer may be that it may be 
desireable in some of them.

We have seen that much effort has been given to build up an 
appropriate substitute to the bill of lading and other negotiable 
documents. And as we have seen, this is to a large extent 
possible, and has to a large extent also been done.

For other contracts, like for instance the sale of real estate, I do 
not think contracting will be done via EDI, since this is an area 
that usually requires a more thorough face-to-face discussion.

Furthermore even though some jurisdictions require a traditional 
handwritten signature, this requirement can to a certain extent 
disappear by the formation of an interchange agreement.

2 9



Finally, when a legal requirement for a handwritten signature is 
no longer there, the crucial question is to provide a substitute 
which in a case of a dispute can provide at least the same 
qualities as the traditional handwritten signature. The question is, 
in other words an evidential one. The matter of evidence will be 
discussed in chapter 5.
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4.

THE TRANSITION FROM PAPER 
TO COMPUTERIZED MEDIA IN CUSTOMS 

AND AUDIT LEGISLATION

This chapter will give a review of the problems related to the 
transition from paper forms with signature, to computerized media.

The point here is that legal aspects related to forms and signa
tures arise in other areas as well.

4.1. EDI and  the Norwegian custom s services 
As mentioned, EDI is about to be used in the communication of 
customs data between importers/exporters and custom services. 
The point is to eliminate the paper based customs declarations and 
thereby increase efficiency.

The Norwegian customs service has started a test project (T- 
VINN) making it possible for importers/exporters to submit 
customs declarations by EDI. Whether this project is a success or 
not is subject to discussion, since some of the participants in the 
project are not at all satisfied by what they get back from their 
investments27.

The traditional way of submitting a customs declaration has been 
by using paper, pursuant to the Norwegian Customs Act of 1966. 
In the traditional customs declarations form there is a space for a 
handwritten signature. The customs act itself does not define a 
customs declaration, nor does it require a signature. This is said to 
be necessary to comply with the statutory regulations given in

27Cf Dagens Næringsliv. 2. november 1990.
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pursuance to section 15 in the Norwegian Customs Act. This 
section states that the King28 may issue regulations of customs 
control and actions, and in this context decide what kinds of 
documents and statements must be submitted.

Due to the high age of the Customs Act (of 1966)29, it is of 
course obvious that electronic customs declarations submitted via 
EDI was not in the thought of the legislators at that time. One 
can therefore maintain that the Ministry has stretched the 
interpretation of the word document in the law. This interpretation 
has resulted in an amendment for the regulations of 15th of 
December 1967, where it is clearly stated in section 1.3. that 
when anyone according to the regulations are obliged to submit 
documents and statements on special formulas, this can instead be 
done in a computerized form. It is furthermore stated that such 
submissions require a permission given by the Customs 
Directorate. The Directorate accepts to a large extent the electronic 
signature as a substitute to the traditional handwritten one. Section 
5.1.7 in the regulation is actually rather strict with respect to the 
signature requirement, as it is clearly stated that the declaration of 
import must be signed by the holder of the goods or by someone 
authorized to sign.

So far this project is at a preliminary stage, and has at the 
moment only around 70 participants. It is furthermore at this stage 
only available in some customs districts. The fact that the system 
only is available in a limited number of districts has raised some 
questions of competition, since it obviously favors the companies 
within these districts. Another issue of competition can be that so 
far the system seems to be suitable only for larger companies.

4.1.1. Foreign law
As far as use of EDI within the customs area is concerned, the 
Norwegian project seems to be a leading one. In Sweden, the use 
of EDI implies a major change of routines which makes several

28Power delegated to the Ministry of Finance by Kgl.res 24 nov 1967.

2?Which in a computer context must be regarded as old.



amendments in the law necessary. A major, and to a certain extent 
peculiar concern in this context, is that when the Swedish customs 
declarations are signed, the signature states that the signer swears 
on his honor that the information given is correct. A question here 
is if such a declaration can be made by an electronic signature. So 
far they have not come up with any answer.

The point here seems, however, not to be if the level of authen
tication is better than the traditional handwritten signature, but 
rather if the solemnity of the act can be taken care of in a 
satisfactory manner by means of an electronic signature. A point 
here is that the signature not only has a legal effect, but also 
involves a penal liability.

4.2. EDI and auditing
Audit legislation requires audit accounts to be kept in very special 
and specific forms in order to secure the availability for the 
purpose of auditing and public book keeping surveillance of 
accounts. The question in this context is of course the eventual 
legal implications due to the transition to paperless systems like 
the EDI. The issue is a major one within the area of EDI and the 
law.

In Norwegian law the main audit principles are stated in the 
Audit Act of 197730. This act is not at all comprehensive as far as 
the audit legislation is concerned. There are a number of more 
specific regulations given pursuant to the Audit Act.

Section 11 prescribes the kinds of books find invoices that are to 
be stored. It is said that audit books with invoices, lists and 
calculations must be kept available for a period of at least ten 
years. The same applies to letters and correspondence which can 
prove the book keeping. The question, is of course, until what 
extent does this kind of audit information have to be stored on 
paper, or more correctly, can these kinds of documents and the 
kind of information they comprise - be stored, and if  necessary 
submitted, in a computerized form. In section 11 2 .  paragraph it is

30Lov om regnskapsplikt m.v. av 13. mai Nr. 35. 1977.
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said that the King3' can by regulation or administrative decision 
decide to what extent storage on film and other similar media can 
be accepted. We do have such regulation given by the Ministry of 
Trade of December 12. 1980. The so called loose-leaf regulations 
comprises 9 sections and set very specific standards for the way 
audit data can be stored, by using other means than the traditional 
hardcover audit books. It is stated in section 1 of the regulations 
that all firms using other means for storage than the traditional 
methods would have to follow the regulations. Furthermore section 
1, no 3 states that this also applies to magnetic or similar media. 
It can be derived from section 4 that the Ministry (formerly the 
Ministry of Trade, now the Ministry of Finance) can give 
permission to use magnetic media if there are substantial reasons 
for doing so.

Many institutions or companies store their audit data on 
microfiche. The storage of audit data in computerized form is 
another matter. The Banking, Insurance and Securities Commission 
has, however, just recently issued a permission to Fellesdata A/S32 

to store audit data for the banks connected to them in a com
puterized form. The permission is at this moment limited, and 
does not include the ledger. Furthermore The Banking, Insurance 
and Securities Commission permission is not given 
unconditionally. The conditions for the permission are:

-The producer must guarantee at least 1 0  years33 readability o f 
the data.

-The data must be printable on paper at least 3 1/2 years 
after the registration.

3'The King does here, like in most other forms of Norwegian legislation, 
mean the government.

32Fellesdata is a large data processing company used, amongst others, by 
the Norwegian Saving Banks.

“Which is the general requirement for the storage of audit data.
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-There must be established secure routines in order to prevent 
manipulation of the audit data. This could be a data log, 
cryptography etc.

-Regular backups must be made. The backups must be stored 
in the backup central (Fellesdata A/S) - additionally The 
Banking, Insurance and Securities Commission will make no 
further demands as far as the storage of data and security is 
concerned.

First o f all this means that no major changes seem to be necessary 
in the Audit Act of 1977. It is, however, at this stage difficult to 
say if similar permissions will be given to other users of EDI. In 
regard to Fellesdata A/S, one must take into account that this is a 
very large and well established data processing company, well 
known by the appropriate authorities. This may, of course, be 
different when more unknown companies start using EDI and 
therefore wish to store their audit data in a computerized form. 
The Banking, Insurance and Securities Commission does, however, 
so far seem to take a positive attitude.

As we have seen above, the Norwegian audit legislation is 
flexible when it comes to the storage of data in computerized 
form.

The crucial question is nevertheless if the legislation we have is 
up to date, and if  the emerging use of EDI calls for a revision. 
Since it is evident that a number of large companies in the near 
future will seek permission to store audit data by computerized 
means, regulations setting the appropriate standards for the 
securing of audit data seem necessary. The kinds of conditions set 
in the permission to Fellesdata A/S, may be incorporated in such 
regulations. It might furthermore be necessary to set specific stan
dards for the kinds of systems usable. An important issue in all 
audit law is that the stored data should not easily be manipulated 
or altered. Paper is assumed to be a good medium in that respect. 
It seems, however, that EDI systems can be made in such a way 
that a complete trade data log can be provided on request. This 
may be a satisfactory substitution for other media like paper and 
microfiche.
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The reliability of audit data generated from EDI, depends on the 
structure in which EDI will be embedded. In areas where there are 
just two parties using direct communication without a third party 
controlling the possibilities of tampering with the data, security 
may be less than where a third party is involved.

I doubt, however, that there are any higher risks than using 
traditional paperbased systems. In the case where a third party is 
responsible for the storage and the interchange of data, similar to 
the way banks are operating, this might be more reliable. 
Problems might, however, occur the moment we are dealing with 
systems where the third party providing the services is located in 
another jurisdiction.

4.3. Some final rem arks
As we have seen from the examples from Norwegian law, the 
transition to computerized media does not seem to require any 
further alterations in the law. It may, however, be of an informa
tive value if certain standard requirements for the paperless 
systems were included in the law itself, and not just in the regu
lations.

One could call for a revision of the law of auditing with the 
objective of making satisfactory regulations permitting the storage 
of audit data by computerized means as a general rule, and not an 
exception, as today. It is evident that the demand will be increas
ing, especially from the larger firms.
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5.

EVIDENTIAL ISSUES

5.1. Introduction
From a legal point o f view, evidential issues can be divided into 
two major topics. The first is the question of admissability: 
Whether EDI-related data at all can be admissible before a court 
in case of dispute. The second one concerns the burden of proof. 
The question here is who is to bear the burden of proof in case 
of doubt. These two topics are interrelated.

To review the evidential problems, it is, however, necessary to 
look at the more technical aspects of the evidential problems. The 
question here is what the EDI-gemerated data actually prove, 
herein the authentication level of an electronic signature. Further
more, when do we actually have a proof and when just an 
indication. The distinction between proofs and indications play an 
important role in several jurisdictions as far as the evidential value 
is concerned.

A key question in this context, is of course, in what kind of 
disputes the evidential issues are likely to occur. As a point of 
departure one can say that there are two kinds disputes where the 
problems may arise.

l)T he first kind would be those that directly involve specific 
EDI transactions of data. Let us presume that two parties have 
agreed to exchange their trading information by means of EDI. 
This works well until the day one of the parties claims that he 
never sent a certain message received by the other party, or that 
the message had a different content. Another question would be 
what kind of proofs are available to show that a message is sent 
or received at all? In these kind of disputes, the use of electronic 
signatures and other security measures are substantial remedies in

3 7



the search for a proof of what has actually taken place. The 
evidential question here is of a very forensic character, it is here 
for instance crucial to examine the level of authentication for 
different kinds of signatures.

2) The other issue concerns the EDI-generated data used as a 
more indirect evidence. A company using EDI is being brought 
before the courts for tax evasion. It is obvious that the EDI-gene
rated data can be useful evidence of transactions that may have 
taken place. But the data itself is, of course, not directly related to 
the alleged tax evasion. In such a case, it would be correct to say 
that the evidential issue is of a more indirect character.

5.2. The question of identification and authentication
As we have seen from chapter two, the need for a signature is 
rarely required by law - however the signature is widely used to 
confirm and identify data on written documents.

As mentioned above the most frequent form is the traditional 
handwritten signature showing the name of the signer, although 
stamps, fingerprints etc. are also used. These ways of signing have 
been widely accepted for centuries, and used in all kinds of trade.

The electronic signature is being accepted in many areas, for 
instance with respect to the use of ATMs (automated teller ma
chines). It is important to bear in mind that there a many different 
methods for electronic signatures, methods that have different 
qualities. It is also necessary to bear in mind that much business 
is conducted without the use of signatures or other visible proof at 
all.

The signature is used to identify the signer and, furthermore, to 
authenticate that the message given in a document is correct. The 
traditional handwritten signature has traditionally been said to have 
a high level of identification. In the science of graphology it is 
maintained that one can identify a false signature. Although the 
graphologists never conclude by stating that they are absolutely
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sure that a handwritten signature is either true or false34. This form 
of signing is, in other words, relatively secure.

A thumb print used on paper would be even more secure since 
no thumb prints are exactly identical.

A loose rubber stamp meant to give the same effect is, of 
course, less secure because it is not physically attached to the 
holder, and furthermore it does not carry any of the signer’s 
personal characteristics.

As far as the electronic signatures axe concerned, there are many 
different methods. The most common ones are passwords or PIN
codes. They are, of course, quite secure as long as one may be 
sure that the holder of the code has managed to choose one not to 
easy to break, and managed to keep it secret. Furthermore these 
forms of signature have no physical and personal link to the 
holder, unlike the handwritten signature. By using a chip card in 
addition to a code, the security increases somewhat, but there is 
still nothing that links the code directly to the authorized signer.

The use of fingerprints (or other biological identifying elements, 
like eyes, hair etc.) provides a personal link between signer and 
the signature. In short, the signature can from the signer’s point of 
view be described and distinguished as something one knows, 
something one has or something one is. The following figure 
provides a survey of some of the different methods:

METHOD LINK ID-LEVEL

Typed signature has Very low

Handwritten signature Is High

Fingerprint Is Very high

Electronic card/key has Low

PIN-code/password know High

34In Norwegian forensics, when handwritten signatures are assessed, grapho
logists have four levels o f concluding whether a signature is true or false, 
these are: Possible, probability, great probability, with certainty.
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These methods can of course be used in combination, an 
electronic banking card is a combination of a have and know 
signature.

As we see, the signature with the lowest ID level must be the 
typed, because this does not have any direct link between the 
signer and the signature. The ID level is highly dependent on the 
security measures taken. A card can be stolen and used by an 
unauthorized person, and a PIN code or a password can be stolen 
or cracked. How easy this is, depends, of course, on security 
measures taken, including the number of digits used in the PIN
code.

Authentication, is another matter. The question is which method 
provides the best form of authentication. Authentication is an 
assurance that a message sent or information given really is the 
information intended to be transmitted. The identification techni
ques shown above are used to authenticate information. The 
question, however, is whether there are any differences between 
them in regard to the actual information given. We have seen that 
the risks for a signature to be used by an unauthorized person 
vary from type to type.

In the case of password or secret key’s system, a well known 
problem is that it is fairly easy to acquire cheap software (for an 
amount of only aprox. 200 ECU) enabling the user to crack and 
debug passwords or secret keys used in a system. Systems for 
identifying and checking such programs are being developed. One 
system uses the combination of an electronic key detached from 
the system where it is supposed to function. This key must be in 
the possession of the authorized password holder. The key is in 
itself a microprocessor, when it is connected to a computer 
system, the user must use a password before the key can operate. 
When the key operates this is done in interaction with the com
puter system, which then randomly chooses a password or PIN 
code given to the user. If the user at first tries to operate the key 
by giving a wrong password, this will make the computer choose 
a wrong password.

It is estimated that this kind of system complies a very high 
level of security.
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For authentication, we also need a guarantee that the information 
is correct. This implies that one cannot deal with the authen
tication question without assessing the actual way the information 
is communicated. In doing so one especially has to take account 
o f the possibilities to get evidence that information actually has 
been sent/and or received. There is also the possibility of 
information having been altered during the communication process. 
The point of such an assessment is to determine what substantial 
reasons there are for the courts to assign a higher or lower 
evidential value to EDI-generated material. In disputes related to 
the offer and acceptance stage of a contractual conclusion, the 
question is related to what is actually offered or accepted.

The optimal solution would be the no risk at all system, which 
of course does not exist.

A comparative survey o f  different ways o f communicating infor
mation (especially related to disputes concerning offer and accep
tance)
The most common method used to communicate trade data is, and 
has been for a long time, paper documents signed by hand for the 
purpose of authentication. Paper documents are communicated 
through the traditional mail service.

Although paper is a quite secure method, it is possible to forge 
the content, and it happens all the time. As a proof of information 
actually being sent, registered mail is required. But what does it 
actually prove? It gives a certain proof of something - being sent 
and it can give some proof of something being received, but 
otherwise nothing much. A registered postal sending does not 
prove anything about the content of the actual information in the 
sending.

Much business has been and still is conducted via telex. But 
telexes do not offer a very secure identification link between the 
sender and the information sent, nor are there any registration pos
sibilities recording the reception of the information.

Since the mid 1980ties, the telefax has to a large extent replaced 
the telex systems for the exchange of business data. Telefaxes 
have made it possible to transmit documents electronically to 
anywhere, provided that the receiver is connected to a telephone
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line and has a telefax machine. Although telefax message often 
are signed (handwritten signatures) documents, the copies received 
have a limited forensic value as far as the signature is concerned. 
This is due to the low quality of the transmissions and the fact 
that it is a copy of the signature. The transmitted document might 
also only contain the copy of the signature.

The crucial question from an evidential point of view is if the 
electronic data interchange provides a better material than the 
existing methods, and not whether it meets the requirements of a 
non-existing optimal solution. It is often maintained that it is easy 
to tamper with electronic documents without leaving any trace. 
This may be so, but it depends on the security measures taken. 
Those who interchange trade data, will have taken different mea
sures. First of all they have a high level o f computer security 
within their firms. Furthermore, it helps having a third party (an 
EDI provider) which provides the information exchange, and stores 
the trade-information log.

One could say that a parallel to this is the way trade in the 
securities markets are registered. As mentioned above, in Norway 
this registration is taken care of by the Norwegian Registry of 
Securities. This is, of course, a very different kind of institution. 
First of all it is public, secondly, they have a legal monopoly for 
their operations. But it is obvious that the information passing 
through the Securities Registrar has a very high evidential value. 
It is furthermore obvious that the level of security has not been 
reduced because of the transition to a computerized securities 
exchange.

It has also been suggested that big firms doing business via EDI 
should build up an internal record keeping system35. Benjamin 
Wright describes the internal record keeper as a special department 
within the sender or receiver enterprise maintaining controls which 
prevent it from corrupting records. Such an internal body should, 
of course, make use of the best security techniques available. In 
addition to this Wright suggest that the internal body could be

35Cf Benjamin Wright: Authenticating EDI: the location of a trusted record
keeper. The Journal of Computer and Communications Law. Januaiy- 
Febmary 1990.
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under control by an independent watchdog like, for instance, an 
external accountant. Finally Wright concludes that; there is no 
reason why an internal record keeper could not be ju st as reliable 
as an external record keeper. Wright is obviously right at this 
point, but it would depend on the measures taken, and the 
integrity of the internal department, whether a court would share 
his view in case of a dispute.

Considering what is said above, there is no reason why EDI- 
generated information should not be considered to have a higher 
evidential value than the more traditional paperbased systems.

Several measures should be agreed upon in the interchange 
agreements. It is also evident that the so called UNCID rules will 
have a substantial influence on how the interchange is conducted. 
The UNCID rules are recommendations on good conduct for the 
interchange o f trade data by teletransmission. A more detailed 
review of the UNCID rules in the context of evidence, will be 
given at the end of this chapter.

As far as legislation is concerned the admissability and the value 
of computer generated data as evidence, have been considered 
very differently in different legal systems. As far as the rules of 
the burden of proof is concerned, the main principles seem very 
much alike - one must, however, remember that the question of 
burden of proof and the question of admissibility are closely 
interrelated.

5.3. The admissability question
The question is to what extent computerized data can be presented 
as evidence before the courts, or can we identify the situations 
where computer generated evidence is considered to be illegal, and 
therefore inadmissable.

Civil Procedure
In Norwegian and Nordic jurisprudence, the point of departure is 
that all evidence is admissable, this principle can be derived from 
the Norwegian Civil Procedures Act (CPA) section 183. The 
Norwegian legislation does not have, like several common law
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countries, separate evidence acts, but chapter 14 regulates some 
evidential problems. The basic principal can be derived from 
section 18336:

When nothing else is provided by law, it is up to the court to 
determine after an assessment o f the whole procedure and the 
line o f argument, what facts are to be used as a basis fo r  the 
judicial decision.

As we see, this section states the free evidence rule. This gives 
the court a very liberal discretion to determine the kind of 
evidence that can be put before a court, and, furthermore, what 
value it should be consigned.

Some other provisions should be considered in regard to EDI 
and paperless systems. Chapter 19 of the CPA contains several 
special provisions regarding written evidence. Section 249 
regulates the matter where a party pleads written evidence, cf 
section 249:

I f  a party pleads written evidence, which is in the possession o f  
that party, it should be presented to the court.

This section does in fact not say more than what is pleaded, 
should be shown. The interesting question here is if the term 
writing only refers to what is written down on paper. The section 
does, of course, not solve this issue, nor does the legislative his
tory, as the statute was enacted in 1915. One can therefore 
maintain that written evidence means writing on paper and nothing 
else. As far as this provision is concerned, one should not stress 
the matter too hard, since evidence derived from EDI also will be 
printed out on paper.

The second paragraph of this section together with section 
252,(1) may, however, at least from a theoretical point of view, 
cause some more problems. Section 249,(2):

36All translations from this act is the responsibility of the author.
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I f  the evidence is pleaded in the documents o f the case, the 
evidence should be put forw ard in the original or in the form  o f 
confirmed transcript

Section 252, governs which evidence presented during litigation, 
contains the following provision;

Written evidence must, i f  possible, be presented in original or 
by means o f  a confirmed transcript

In Norwegian law this is the closest we come to the best evidence 
rule, although it is very different from that of the common law 
countries. It must, however, be pointed out that, as we see from 
the section, confirmed transcripts are also accepted as evidence. 
Nevertheless, it is necessary to fit these provisions in an EDI 
context.

The first question is how one interprets original in an EDI 
context or in a context of computerized data in general. The 
reason for this question, is that the original computerized data 
cannot be distinguished from an original as is the case with more 
traditional written documents and items in general. In order to 
give this provision a meaningful interpretation in an EDI context, 
it should be understood to require documentation which is 
authenticated in the best way possible. The crucial question, is of 
course, how the courts will consider such a situation. The 
provisions cited above are formulated in very flexible way, i.e. in 
section 252 it is emphasized that; written evidence must, i f  possible 
be put forw ard in original. This implies that an original is no 
absolute requirement.

It is furthermore evident that what the courts would see in case 
o f  a dispute, would be printouts on paper, which means that we in 
all practical matters will be talking of copies where the crucial 
question will be to what extent the court can rely on such copies. 
In case the court should have doubts to whether or not such a 
document is genuine or not, section 261,(1) of the Civil Procedure 
Act would have to be taken into account. This section will be 
discussed below under 5.4.
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Another section of special interest is section 189 which gives the 
court the power to exclude certain kinds of evidence brought 
before a court. This section follows:

The court can refuse an offer o f evidence to be given or to be 
proceeded upon before the courts:
1. When it does not concern the case,
2. When it concerns occasions, that are obvious, 

confessed or already proved;
3. When it is obvious that it does not have any evidential value;
4. When the court finds it is submitted in another way than 

offered;
5. When the evidential procedure substantially would prolong the 

case, and the part deliberately or by gross negligence has 
refrained from  submitting the evidence at an earlier stage o f  
the proceedings;

6. When the evidence would lead to break in the proceedings, dis
proportionate to the value o f the evidence;

Under the proceedings the court can relinquish an evidence 
offered, which has not been given as soon as it was possible to 
submit it, i f  the submission is delayed fo r  the sole purpose o f  
prolonging the case or to surprise the counterpart or i f  the other 
party demands it and the case otherwise would be substantially 
delayed. A decision permitting new evidence can not be appealed. 
During the proceedings a decision not to present evidence 
submitted is decided by a procedural decision.

In regard to this section it is interesting to consider no. 3, Which 
gives the court the power to refuse the submission of evidence 
with no value.

The key question is, however, in what way will EDI-generated 
data be considered. Since there so far has not been any disputes 
over EDI, one would have to look at the legal practice around 
computer generated data in general.

As mentioned above, it is useful to distinguish between direct 
and indirect use.

The first type concerns the use of computer generated data used 
as evidence to identify something within the area where the
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system is supposed to work. An example here would be to use 
information generated from the use of ATMs37 as evidence of the 
actual transaction. Another case would be to use the information 
generated by the use of ATM ’s to be given as evidence in a case 
concerning something else than the actual transaction(s). As an 
example one could suggest a case where ATM transaction tracks 
were used as evidence in a case where it was necessary to prove 
a person’s whereabouts during a certain period of time. One could 
call this an indirect use of computer generated data as evidence.

Due to the free evidence rule there have never really been any 
problems in accepting computer generated data as evidence in the 
first types o f cases mentioned. In disputes where a party would 
want to submit evidence for indirect use it might be necessary to 
assess the evidence in regard to section 189 no. 3 cited above.

The question then is if the court would refuse a party to submit 
computer generated evidence because the data do not have any 
evidential value. One can not give a general answer to this. It will 
depend on what the type of evidence the different kinds of data is 
supposed to yield. If one, for example, uses ATM-generated tracks 
to give evidence to a person’s whereabouts, one would have to 
take into account that such data do not prove anything else than 
that someone in possession of the card and with knowledge of the 
necessary PEN code probably has been on the spots shown by the 
transaction. Although it is not a perfect evidence it does at least 
give indications that the holder of the ATM card has been on the 
spots shown in the transaction tracks.

In Norwegian and Nordic jurisprudence such aspects concerning 
the different types of data will affect the way the courts would 
assess such evidence if  submitted, but not the question of 
admissability. A general conclusion would therefore be that there 
are in Norwegian law no general legal obstacles to submit 
computer generated data as evidence both for direct and indirect 
use. There are, however, two things to consider in this context. 
First, there may be regulations concerning secrecy that may pre
vent different kinds of computer generated data to be submitted

"Automated Teller Machines.
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and admitted as evidence. Second, there are some discussions of 
admissability and the protection of privacy. It is a fact that the 
use of computer generated data for new objectives may be 
considered as a violation of privacy. Some examples of this will 
be given below.

An example o f a special rule concerning admissability 
As mentioned in chapter 15, section 91 of the Sales Act, which is 
included in the chapter on international sales, states in its first 
sentence that purchase agreements can be concluded orally or in 
writing, and that such an agreement can be proved by any means 
available including witnesses. This means that a court must accept 
any form of evidence and consider the evidence thoroughly. 
Section 91 furthermore regulates the situation where a written 
agreement decides that any form of alteration or cancellation of 
the agreement must be done in writing. What is interesting to see 
in this context, is that section 93 entitled telegram and telex states 
that telegram and telex can be used without any hindrance of 
sections 91 and 9230. One could of course ask if the fact that the 
section only mentions telegram and telex excludes EDI. Probably 
not, the reason why EDI is not mentioned is that it still is 
relatively new and thereby not as common as the telex/telegram. It 
is, however, strange that the law has not included the telefax, 
since the telefax revolution was a fact by the time the law was 
enacted by the parliament in 1988.

Criminal Procedure
As far as the admissibility question is concerned with respect to 
criminal procedure, the free evidence rule applies in general. This 
rule was stated in the previous Criminal Procedures Act of 1887. 
In the current criminal procedures act o f 1981, a corresponding 
provision does not exist. The committee did discuss whether the

“Section 92 regulates the question where a foreign jurisdiction has a 
writing requirement
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act should include a provision similar to that of the 1887 act. It 
was, however, seen as unnecessary, and the free evidence rule 
now exists as a legal principle.

As is the case for civil procedure, the free evidence rule relates 
both to the types of evidence admitted and the value of the 
evidence item. This means that we do not have any formal rules 
in our criminal procedures act excluding certain kinds of items as 
evidence. This does not, of course, imply that all kinds of
evidence are legal. The point is that in case of illegal evidence, 
the illegality is related to the way the evidence is obtained, and 
not the substance.

Since there still have not been any cases dealing with EDI- 
generated data as evidence, one would also in criminal cases have 
to look at computer generated data in general.

An example here are cases concerning theft from banks via 
ATMs. The generated tracks have here been used as evidence for 
the different transactions. An other matter, is of course, in what 
way the courts would look upon cases where computer generated 
data are more indirect evidence. By indirect evidence is meant a 
situation in which the computer - related data are used as
evidence for another purpose than that which the data were 
actually produced for. One could easily see how ATM transactions 
could be used as evidence for a person’s whereabouts, or for a 
person’s purchases of various kinds, where the interest is the kind 
of goods, and not the actual funds transfer. There have so far 
been no cases where ATM generated data have been an issue in 
this context. There has, however, recently been a case dealing 
with the matter within the area of automated traffic control3132. The 
facts of the case were the following:

It all started with a burglary in the Stavanger area where lots of 
goods were stolen from a private home. There were suspects, but
no evidence. A bit later, a man received a fine for speeding which
he refused to pay since his car was stolen at the time of the

31Decission by the Supreme Court November 1990.

32Cf. Nils Langtvedt: Bruk av trafikkfotobevis i straffesaker som ikke gjelder 
trafikkforhold. Lov & Data nr. 22. Juni 1990
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alleged speeding. The photographs generated from the automated 
traffic controls are of a very high quality, and the person behind 
the wheel of the car appeared to be one of the suspects. When the 
police took a closer look at the photograph, they also found that it 
showed goods from the burglary mentioned above. The person in 
the picture was indited. In the proceedings, the question whether 
or not the photograph should be disregarded as evidence was 
emphasized. The conclusion of the court was that it could be 
admitted.

The arguments during the proceedings where on one hand, this 
was the only evidence existing in the case, furthermore it was 
beyond doubt that the evidence as such was of very high quality. 
On the other hand, we were dealing with data gathered for a very 
different purpose. Furthermore, before the automated traffic 
controls where made operational, it had been debated in parlia
ment where it was stated that the information gathered for this 
purpose should not be used for other purposes. The debate 
concluded that the information was only to be used for traffic 
control.

The same stand was taken by the Norwegian Data Inspectorate 
and by representatives from the police.

As mentioned, the district court of Stavanger decided that the 
evidence nevertheless was admissible. The decision was in 
November 1990 upheld by the Supreme Court.

The reason for the hesitancy to use this kind of material as 
evidence, is the fear of the big brother society. If one were to 
accept the use of the material in this case it might be one step 
towards a large scale surveillance system.

In light of the case just mentioned, it does seem that the courts 
will take a very liberal view as far as admissability is concerned. 
It seems difficult to find any limits at all concerning the use of 
computer generated data in criminal law suits.

An important question in this matter is, of course, if similar 
kinds o f cases are likely to occur within the area of EDI. By 
similar, I here mean cases where something else than the specific 
transaction is the focus of the case. An example would be a case 
where a company is indited for some sort of environmental crime. 
In such a case an EDI transaction data could be used as evidence
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of the production process. More likely would be the use of the 
EDI transaction data to investigate economic crimes and cases 
concerning tax evasion. In these kinds of cases the EDI-generated 
data would be of great value in a judicial process, and the fact 
that the data would be generated from EDI is not likely to be an 
obstacle as far as the admissibility question is concerned. As we 
have seen from the previous chapter, audit data stored by 
electronic means, are beginning to be accepted.

5.4. The burden of proof
The burden of proof is used to qualify the party upon which the 
obligation to establish something is proved is placed. The term 
also relates to a degree of certainty by which the thing must be 
proved.

The main principle is that the party who alleges something, 
carries the burden. This principle is valid in both civil and 
criminal matters (although it takes more to reach a conviction in 
criminal disputes). It is, however, not expressed as a general rule 
in either of the procedural acts.

The principle is, however, stated in section 261,(2) of the Civil 
Procedures Act, which governs the use of public documents. 
Section 261,(1) is a rule of presumption, which states that public 
documents are presumed to be genuine. If there, however, should 
be doubt whether the document is genuine, that matter is regulated 
by section 261,(2):

I f  there is special reason to doubt whether the document is
genuine or not falsified, the one who pleads the document has
the burden o f  proof.

If one puts this section in an EDI context, one can ask if it would 
be interpreted in such a way that EDI-generated data derived from 
public entities would benefit from the rule in such a way, that one 
would demonstrate a stronger presumption for these data being 
correct. This may be so. But it may be so even without drawing 
on section 261, which is due to the fact that a public EDI system 
in general would have a better standing with the courts.
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Furthermore, it must be stated that since we have the free 
evidence rule, even the principle of the burden of proof does 
become very vague. The principle implies that as a general rule, 
an alleging party would have to prove something with more than 
50 % certainty, and that in case of doubt, it will be the alleging 
party who has to bear the burden, and eventually loose the case if 
such an amount of certainty can not be reached.

This risk of doubt can be seen in two different ways33.
If one uses as a point of departure an example where the issue 

is whether an incident has taken place or not (or an order is plac
ed), the first model operates with a point of balance were the 
probability that the transaction has taken place is more or less 
than 50 % and thereby proved regardless of how small the actual 
difference is. For a court, this model implies that one would have 
to decide whether a transaction has taken place or not. In the 
other model one does accept that there is a zone o f doubt, which 
goes from an uncertain amount of underweight to an uncertain 
amount of overweight. It is in this second model one has to 
reflect over the rules of burden of proof. The rules prescribing 
which standard of proof has to be obtained, may be prescribed as 
rules moving the point of balance.

33The figure is shown in W.E. von Eyben. Bevis. GAD. København 1986 
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To different models fo r  the burden o f proof

Model 1: Reflecting that any overweight is decisive
v  

50 %
0 % 1 0 0  %

Model 2: Reflecting an area of uncertainty around the point of 50
%

V

—  C lL L L D  i o o  %

As mentioned above, as a point of departure, it is the alleging 
party who bears the burden of proof. If one translates this 
principle to an EDI dispute, it would mean that a party alleging 
technical failure in the system of the other party would bear the 
burden.

One can in this context mention that in some areas of the 
consumer oriented electronic funds transfer systems there are 
examples where the burden of proof is being reversed (in favor of 
the consumer), either by law or by contract.

An example of this from Norway would be the recommended 
standard contract issued by the Norwegian Banking Association, 
which has reversed the burden of proof in matters o f technical 
failure (cf clause 5.3).

In Denmark this has been done by law, in the Danish Act of 
Payment Cards34. A reverse burden of proof in certain matters is 
also being incorporated in the preamble of the Consumer Law 
Group of the European Community. Having rules for reversed 
burden of proofs does, in my view, make good sense when it

34Lov om betalingskort m.v. Nr 284 af 06/061984 Danmark.
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favors the consumer in consumer oriented affairs, since their 
knowledge of technical matters in most cases would be of a very 
limited kind compared to the one possessed by the financial 
institutions.

One can, of course, discuss whether or not one should develop 
more specific rules for the assessment of EDI-generated proof or 
computer generated data in general. In this context, the 
technology, itself is the most important matter. It is of substantial 
importance that the parties involved establishes satisfactory 
routines for proving actions achieved by EDI. To a large extent, 
this is what the work is about from a technical point of view.

If one should have legislation at this point, it would be rules 
guiding the courts in assessing the actual data. The UNCID rules 
could here serve as a helpful remedy. One could, for instance, 
imagine a system stating that it is up to the parties to show that 
they in their use of EDI have complied with the UNCID rules for 
logging and storage of data, and that the parties not having com
plied with the rules would have to bear the burden of proof in the 
actual case.

As said before, it is very important to determine when we are 
dealing with proofs and when just with indications. Indications do, 
o f course have lesser value in an evidential context, but it is at 
the same time clear that indications does play an important role in 
as the establishing of facts in judicial proceedings.

5.5. Foreign law
As we have seen, in Norwegian and Nordic law, the general rule 
is rather liberal with respect to admissibility. This is not so in 
England and other common law countries. They have a very 
different legal tradition. England has special acts governing the 
rules o f evidence both for civil and criminal matters, the Civil 
Evidence Act (CEA) of 1968 and for criminal cases the Police 
and Criminal Evidence Act (PACEA) of 1984. In regard to EDI 
or computer generated data, some of the legal principles of Eng
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lish law of evidence have an impact on EDI. The TEDIS35 study 
has concluded that while the evidential rules are no obstacle to 
EDI in civil law countries, this is quite different in the common 
law countries36. The reason can be derived from two main 
principles in common law jurisprudence, these are, the hearsay 
evidence rule and the best evidence rule.

The hearsay evidence rule divides the English evidential law to 
two categories; hearsay- and direct evidence, and where evidence 
ruled as hearsay is considered inadmissible. The hearsay rule 
implies that only evidence submitted by a first hand witness, or 
what one calls prima facie  evidence, is admissible.

The best evidence rule requires that only the best form of 
evidence is submitted to the courts. In regard to computer 
generated data and EDI, the hearsay rule could imply that such 
data were to be considered as hear say.

In fact this has happened. In a case37 concerning the despatch of 
notes from the Bank of England to another bank. These notes 
were bound in bunches and the serial number for the first note in 
each bunch were taken down by one of the controllers. For the 
rest of the notes one made use of a computerized system to record 
the numbers. The money was stolen and the thieves were 
caught with the money. The court did, however, not admit the 
evidence due to the hearsay doctrine since the controller 
personally did not have firsthand knowledge of the numbers on 
the notes.

The best evidence rule implies, that only the best evidence can 
be admissible to the courts. In regard to documents this implies

35TEDIS = Trade Data Interchange Systems. The TEDIS programme is a 
programme within the European Community pursuing the use of EDI. In 
1989 The EFTA countries have by negotiations reached an agreement to 
join the programme on the same terms as the EC

36Se Rob Bradgate. Evidential issues of EDI. In Ian Walden (ed), EDI and 
the Law. Blenheim. London 1989

37R v. Pettigrew (71Cr. App. R. 39 (1980)).
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that where there is an original this must be produced. Chris Reed38 

suggests that a strict interpretation of this rule in regard to elec
tronic mail messages, the original resides in the RAM39 o f the 
computer, which means that when the computer is cut off, the 
documents ceases to exist. But, as he goes on to explain, the rule 
as such is subject to many exceptions, and will in any event not 
apply to E-mail messages. This means that a printout o f a 
message as such will be admissible, but what evidential value it 
will have, is another question.

If a computer record is printed out as evidence of a matter 
dating back a certain amount of time, it could very well be that 
such evidence were ruled inadmissible. Rob Bradgate40 points out 
that the storage on new media like the WORM41 technology, 
would be a useful remedy in this respect.

Some of these major obstacles have to a certain extent been 
overcome. For civil cases, one can here refer to section 5 o f the 
CEA, which was drafted to deal with computer records. In regard 
to section 5 computer records can only be admissible if the 
records are serving a function within the area of the system and 
furthermore if the system has been operating the way it should. 
To a certain extent computer records have also been made 
admissible in criminal cases.

I will at this stage not go further into the English and common 
law on evidence, but only conclude by pointing out the difference 
between the civil and common law countries. One can in this 
context once more mention that the TEDIS report concludes that 
in the matter o f evidence in litigation that there were no major 
obstacles to the development of EDI in civil law countries, and 
therefore no need for fundamental changes of the rules, while the

38Cf; Chris Reed: Authenticating electronic mail messages - some evidential 
problems. The Modem Law Review, September 1989.

“Random Access Memory.

“Op.cit. s. 25.

41WORM = write once read many.
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common law countries revealed theoretical difficulties which made 
it necessary to adopt statutory law to meet the needs of EDI.

As far as other European countries are concerned, there are as 
already mentioned differences in domestic law. Several countries 
are, however, adapting their legislation to the emerging of new 
technologies, and thereby to a larger extent admitting computer 
generated data as evidence before the court.

An example is Luxembourg, where its 1986 law describes condi
tions that need to be met in order for computer generated records 
to achieve the same evidential value as a paper document. Similar 
steps are being taken in France where the Civil Code has been 
modified regarding certain evidential provisions. Switzerland has 
adopted a new law to introduce evidence by means of 
computerized records.

International law also has to play an important role in the field. 
In an evidential context, one can mention that already Article 3 of 
the 1964 Hague Convention on Uniform Law on the Formation of 
Contracts for the International Sale of Goods, has an article 
concerning the matter o f evidence:

An offer or an acceptance o f an offer need not be evidenced by 
writing and shall not be subject to any other requirement to a 
form. In particular they may have to be proved by means o f 
witnesses.

In the follow up Vienna Convention of April 11th, 1980, which 
this year will be ratified by Norway, the evidence question is 
modified in the second sentence of article 11 of the Vienna 
convention which now states a contract may be proved by any 
means, including witnesses. In an EDI context, it is definitely 
reasonable to interpret this article by saying that provisions 
excluding the use of EDI-generated data would violate the conven
tion. One must, however, take into account that the article does 
not indicate anything concerning the value of such evidence, or 
under what kind of terms such evidence should be ascribed a 
substantial amount of evidential value.

One could, of course, ask if the convention should have special 
provisions taking into account EDI? Article 13 of the convention
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specifically states that the term writing also includes telegram and 
telex. The rapid increase of the use of EDI indicates that it also 
be included in the term writing.

Another example of international legal work in the context of 
evidence, is that the Council of Europe already in 198142 recom
mended their member states to harmonize their laws in order to 
make computerized data admissible as evidence.

5.6. The UNCID rules in the context of evidence
The UNCID rules contain some provisions that will have a very 
practical impact from an evidential point of view, not in the sense 
that matters of admissibility and the burden of proof are regulated, 
but in the sense that they suggest procedures for the users on how 
the user transactions should be conducted, and what kind of infor
mation the transactions should generate. For users who follow 
these procedures, substantial evidence for different kinds of actions 
taken within the context of use of EDI will be provided. It seems 
rather obvious that it will be easier for a court to accept and 
assess the evidence if the material is derived by following the 
procedures recommended by international bodies such as those 
behind the UNCID rules. One could say that the following articles 
of the UNCID rules are relevant:

Art 6 - 8  and article 10. These articles are titled as below:

Art.6 . Message and transfers 
Art.7. Acknowledgement of a transfer 
Art. 8 . Confirmation of content 
Art. 10. Storage of data

Most important in this respect is probably article 10 on the 
storage of data. This article states in its paragraph a) that each 
party should ensure that a trade log is maintained o f all transfers 
as they were sent and received, without any modification. It should,

“̂ Recommendation No. R(81)20. 
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in my view, here be pointed out that the recommendations should 
have been much stronger in their expression when giving such an 
advice. It is furthermore obvious that if one were to consider any 
special legislation in regard to EDI, one of the more important 
issues would be to legislate the requirement for a mandatory 
system log.

As for the other rules, I will here confine myself by referring to 
the appendix.

5.7. Some final rem arks and some special attention to the 
use of security m easures w ith respect to evidence 

In a sense one could argue that the most important legal question 
in regard to EDI and paperless systems, is the question o f evi
dence. The problems of the electronic signature, is o f course, a 
question of evidence in a forensical sense, meaning what kind of 
signature provides the best evidence. It seems, however, rather 
obvious that with all the security measures taken in the EDI 
environment complying with the IJNCID rules, the degree of 
security, and the value of evidence provided, can be much higher 
compared to the traditional forms of communicating data. It is fur
thermore obvious that the solution to many problems can and 
should be incorporated in an interchange agreements. In the 
standard interchange agreement dirafted by the British EDI 
Association43 it first of all stated that the agreement should take 
the UNCID rules into account. Several provisions in the inter
change agreement are relevant in an evidential context. As in the 
UNCID rules, the interchange agreement has chapters concerning 
the storage of a trade data log, and concerning the data security. 
In the provisions concerning the data security, it is stated in 
clause 3, that each party should take reasonable care to ensure that 
messages are secure, and to prevent unauthorized access to its 
system.

43EDI Association Standard Electronic Date Interchange Agreement. 1 st 
Edition, March 1989.
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The use of the WORM technology may have a better standing 
in the event of a dispute. Furthermore, if one uses a trusted third 
party provider for the record keeping, the fact that one is dealing 
with an independent third party will give the evidential material a 
better standing before the courts.

One can, however, always come to the point where there is 
doubt. At this stage it all becomes a question of placing the 
burden of proof. By doing so, one will of course have to lean on 
the general rules for the burden and standard o f proof.

As far as the admissibility question is concerned, the issue in the 
near future will be whether or not information collected for one 
purpose should be admissible as evidence for another purpose. But 
as the TEDIS report concludes this seems to be more of a 
problem in common law countries than in the civil law countries, 
although it seems that even they to some extent have solved the 
problem, hence section 5 of the UK Civil Evidence Act.

I will, however, ask whether or not the increasing use of EDI 
and other paperless systems calls for a revision of all of our 
procedural acts. As shown above, several sections in the Civil 
Procedures Act concern the use of documents as evidence. One 
could, o f course, here ask whether or not the act should include a 
new chapter concerning computer generated evidence. Since there 
are no formal obstacles concerning the acceptance of EDI- 
generated data, I do not think it in principle would be necessary 
to amend the Civil Procedures Act. The overall question, however, 
is how a party can convince a court that the EDI or computerized 
evidence is the best. As I said above, compliance with the UNCID 
rules will certainly help, but a better way would be by referring to 
the best security routines possible. In case of a dispute, an 
example of what elements a party should present for the court 
could therefore be the following (the list may not be exhaustive):

1. Installation test o f hardware

2. Show how the software operates and who the operators are

3. Show how the software is tested
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4. Show the kind o f  controls that are made o f  incoming data

5. Recording o f  data processing and the logging o f  data

6. Show what kind, and how, data can be deleted

7. Specify who has access to the system

8. Show what kind o f access control and other technical and 
organizational security measures have been taken

9. Show what kind o f routines that operate fo r  the identification 
and correcting o f errors

10. Show the kind o f backup facilities the systems provide

11. Show the security measures applied on the actual data 
communication (i.e. different means o f encryption etc.)

What elements that would be most important in this list, depend, 
of course, on the nature of the dispute. But a party that can refer 
to these points concerning security measures, and provide the
court with satisfactory answers, will in my opinion have a strong 
case. Whether a party can be able to go through such a list 
depends, o f course, on the professionality of the party. In a
dispute where a third party EDI provider is involved, it must be 
taken for granted that it would be expected from the provider that
he should be able to account for all the elements listed above.

Several of the elements in this list correspond with the UNCID 
rules, or - at least - with the intention of the UNCID rules. But, 
as I have already said, these rules are vague in their form, and are 
furthermore not meant to be anything but recommendations.

Many of the elements in the above shown list should, however, 
be considered in an interchange agreement, but be specified in 
greater detail than what is done in many of the standard 
agreements provided by different associations.

As a final remark in this chapter, I would say that, among all 
the legal issues in regard to EDI and the paperless systems, the
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issue of evidence is probably the most important and the one of 
greatest concern. From what we have seen above, the legal 
obstacles to use EDI-generated data as evidence seem to be rela
tively minor as far as the Nordic countries are concerned.

This means that the question of evidence is a matter of 
convincing the courts that the evidence that can be derived and 
provided from EDI systems are just as good as any traditional 
evidence, if not better. One can therefore say that the question of 
evidence to a large extent is a question of organization, where the 
matter of security is the most important.
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6.

DATA PROTECTION AND EDI

The question here is what kind of data protection aspects are 
invoked in regard to the information generated from EDI, and 
what kind of requirements will have to be met in order to comply 
with existing data protection legislation.

Data protection has been an important legal issue since the large 
scale use of computers took off in the seventies. Several countries 
have separate data protection laws44. In most of the countries, data 
protection legislation only applies to physical persons. Some 
countries have, however, included legal persons in their 
legislation45, among them, Norway.

The crucial question here is in what way data protection is 
important in regard to EDI.

In order to assess the data protection aspects, one would have to 
assess the kind of information that is generated from EDI. One 
could probably say that when EDI is used, basically two types of 
information is generated. The first group relates directly to the 
transaction itself, i.e. in a case of sale of goods, the information 
concerning the type of goods, time of delivery, price, etc. An 
example of information that in my view would fall into the 
second group, would be information provided by the system log,

"Among European countries, this applies to Austria, Denmark, Finland, 
France, Germany, Ireland, Luxembourg, Netherlands, Norway, Sweden and 
the UK. Data Protection Bills exist in Belgium, Greece, Italy, Portugal, 
Spain and Switzerland. The European Communities have also issued a draft 
directive. .

43This applies to Austria, Denmark, France, Iceland, Luxembourg, Nether
lands and Norway.
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the typical example here is that the log can provide information 
showing the identity of the person who has performed the transac
tion, at what time, date, etc.

An important question, is of course, how and where the 
registration is taking place. In a two party trading relationship, one 
may presume that they communicate via EDI directly with each 
other, within systems that provide logs on either side, and, of 
course, records the information communicated. The other system 
would be where a third party is engaged as EDI provider. In such 
a solution, the information will also be recorded with the provider. 
Such a provider will, o f course, not only be in possession of 
business information concerning one firm, but a large number of 
firms.

Furthermore, when one assesses data protection aspects, it is 
paramount to take into account that, even though the information 
that can be derived from each transaction (or interchange 
performed) can seem fairly uninteresting, they can tell a lot when 
a large number of such transactions are analyzed. As an example, 
one could imagine a company that does most of its trade via EDI. 
The interchange files and the system logs will give a report of 
how the company conducts its business. From what is said above, 
it is easy to see how the information is important to the 
businesses involved. One could mention that this issue has been 
seen as important in regard to the consumer oriented electronic 
funds transfer systems46.

6.1. Some basic principles
The data protection issue is very often related to the protection of 
privacy of the individual against the computerized society. In spite 
of this, many of the fundamental principles that apply are highly 
relevant in regard to legal persons as well. But, as already men
tioned; the use of EDI will to a certain extent affect data 
protection aspects in regard to individuals as well.

46Cf, Andreas Galtung: Personvern og den forbrukerrettede elektroniske 
betalingsformidling.
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In Norwegian jurisprudence the term data protection is not very 
much used. One has instead chosen the term personal protection47 

which is more related to the individual. It is, however, clear that 
the Norwegian term personal protection48 and the English data 
protection to a very large extent correspond49. In defining the term 
one found that the best way would be to define the concept as a 
set of interests50. I will in the following describe these interests, 
and state their relevance to our special context.

The first, and probably the most important, is the interest in 
confidentiality. Computer security measures are examples of how 
this interest is being met. Confidentiality acts are examples of how 
one implements this interest by legal means. In an EDI-context, 
this interest has an aspect of competition as well. An unauthorized 
distribution of EDI-generated data could give competitors material 
which could lead to unfair or undesired competition, as one by 
analyzing EDI-generated data could get an understanding of how 
the business is conducted.

The second one is the interest in completeness. This means 
nothing more than that the interchange of data must be complete 
and correct. Technically speaking, this ceills for high quality 
products as far as the EDI-software and hardware are concerned.

It is furthermore easy to see how the interchange o f erroneous 
data can have serious economic consequences. I.e., a transmission 
of an inaccurate order could result in a shipment of a different 
kind of merchandise than requested.

47The term personal protection is not used in Anglo American legal 
language.

48Personvern in Norwegian.

49The Swedish use the same term as the Norwegians, personskydd, while 
the Germans use the word Datenschutz = Data protection. In fact the 
German term is the source of the English terminology.

50Cf. Documents from the draft committee; Seip innstillingen. See also 
Knut S. Selmer: Innledning til personregisterloven med kommentarer. In 
Djønne, Hafli og Grønn. Personregisterloven med kommentarer.
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The third interest can be called the interest in access to the 
information registered. This interest is most relevant for in
dividuals. The point is that one should have the right to the data 
others have recorded on one’s personal file.

The fourth and fifth interest are more general interests in a 
democratic society. Furthermore they are also mostly related to the 
data protection aspects concerning the individuals, and does not 
really affect the issue in this book. The two interests are, the 
interest in a user friendly administration. The other relates to the 
level o f  surveillance.

These considerations were the most important ones in the draft 
for the Norwegian Data Protection legislation.

The following survey will sketch how data protection legislation 
affects, enhances or obstructs the use of EDI (in a direct and 
indirect sense). In the survey, I have chosen to use a wide 
interpretation of data protection legislation, and thereby included 
more general provisions such as those on computer crime, and 
trade data protection from the penal code.

6.2. The Norwegian Personal D ata Registers Act 
The most important act in this context is the Norwegian Personal
Data Registries Act of June 9, 1978. In this section this act will
be briefly reviewed. There are, however, other acts that may be 
taken into consideration relative to the area we are dealing with.

The first question is in what way the Personal Data Registries 
Act affect the users of EDI.

Section 1 of the act defines its area of application. The act
applies to personal data registered in certain kinds of enterprises.
The concept of personal information is defined in the second 
paragraph of the section, personal information includes information 
and assessments concerning identifiable persons, corporations and 
trusts persons. By including corporations and trusts, it is said that 
the act also applies to all kinds of legal persons.
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6.2.1. The licence system
The Personal Data Registries Act operates with a system where it 
as a point o f departure is compulsory to obtain a licence to 
establish a register of what is previously defined as personal data, 
where the register is operated by electronic means. According to 
section 9 , second paragraph, a licence is furthermore also required 
in case of manual registers including data defined as sensitive. 
The definition in section 9 includes the following categories of 
data:

1) Information referring to race or political or religious beliefs,

2) Information on whether a person has been suspected of, 
indicted fo r  or convicted o f a criminal offence,

3) Information referring to state o f health or abuse o f intoxi
cants,

4) information concerning sexual life,

5) information concerning fam ily affairs other than that referring 
to fam ily relationships or fam ily status, property arrange
ments between spouses and bread-winner status.

As one can see, this is mostly information that is o f importance to 
physical persons, and not of any special interest when assessing 
EDI from a data protection point of view.

The important question, is of course, to what extent the registers 
derived from the use of EDI only is permitted if mandatory 
licenses are obtained. As mentioned before; a licence must be ac
quired if the register is operated by electronic means.

There are a number of exceptions from this general rule in 
regulations pursuant to section 9. The number of exceptions from 
the mandatory licence rule are so wide that one could say that the 
general rule in practice is the opposite of that stated above. When 
assessing whether these regulations apply, one has to look at 
different kinds of registers derived from EDI.
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As already stated, there are two forms of registers: 1) The actual 
data interchanged, and 2 ) the logs identifying the physical persons 
using the service etc. I will first look at the licence-question 
related to the actual data interchange. First of all, if two partners 
are trading directly via EDI, the data interchanged will, of course, 
be filed by both parties. It would be correct to see this form of 
registration as a register of customer data. Pursuant to the 
regulations section 2-3, customer, subscriber and supplier registers 
are excepted from the general rule in section 9 of the Personal 
Data Registers Act as long as the data are limited to the 
categories of data specified in section 2-3:

1) name
2) contact number and contact person
3) corporate information
4) address information
5) information on numbers (calling numbers) fo r  telephone, telex 

and other tele services
6) bank post office account number and other information in 

that connection
7) classification data (such as category customer!supplier, 

district, type o f commodity, account number on the books, 
customer supplier number, other information fo r  use in statis
tics and other internal accounting, and other information not 
concerned with physical persons or personal circumstances)

8) collection o f delinquent debts and payment information
9) bank balance information
10) credit restrictions
11) terms o f payment
12) dating o f bank balance items
13) payment-on-time status

The information above should cover all the data derived from 
business transactions. A conclusion so far: As long as we are 
dealing with a two party relationship, the users will not have to 
obtain a licence.

Another question is how EDI via a communication service 
provider will comply with die law. In this case we have a system
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where the interchanged information also will be filed with a third 
party and stored there.

In regard to the Personal Data Registries Act one can raise the 
question of seeing the EDI-providers as data processing enterpri
ses, which in pursuance to the Personal Data Registries Act are 
subjects to separate sections. The reason why such companies have 
been made subject to a separate regulation is that due to the large 
amount of information they process and store, the danger of unap
propriated linking were seen as high51. The general rules are stated 
in section 2 2 :

Activities which consist in processing personal information fo r  third 
parties by means o f electronic aids may not be initiated before the 
King52 has given permission thereto. Section 14, second paragraph 
shall apply correspondingly.

The provisions o f  the first paragraph shall not apply i f  such 
processing takes place exclusively fo r  other enterprises within the 
same corporate group.

The King may issue supplementary1 regulations on what is to be 
considered a data processing enterprise fo r  the purpose o f applying 
the provisions o f the first paragraph and may, by regulation or by 
individual decision, make exceptions to the individual provisions o f 
this charter.

One requirement is that the enterprise is processing data for 
others. One could, of course, raise the question if an EDI provider 
really is processing the data, or if he is just acting as a messenger 
who stores the data communicated. The Data Inspectorate has, 
however, a wide interpretation concerning Data Processing 
Enterprises53, which implies that all enterprises possessing

51Cf Ot.prp.nr. 2 (1977 - 1978).

52This power is delegated to the Data Inspectorate, with appeal to the 
Ministry of Justice.

53Cf Djønne, Grønn, Hafli: Personregisterloven med kommentarer, p 128
133



computers used to maintain registers for others will be considered 
as Data Processing Enterprises in regard to the act.

It should be easy to draw the conclusion from what is said 
above, that EDI-providers should be seen as data processing 
companies. In reaching such a conclusion one must have in mind 
that the information we are talking about is of an extremely 
sensitive kind. The fact that the EDI-providers must be qualified 
as data processing enterprises has the consequence that a licence is 
necessary, and that they will have to comply with the conditions 
the Inspectorate sets up in such a licence. These conditions often 
consist of requirements for satisfactory security measures.

6.2.2. The indirect registration
The indirect registration is to be the system logs consisting of 
information linked to specific physical persons. When this kind of 
registration is considered necessary, it is for security reasons. 
Many businesses trading with EDI will take appropriate measures 
in order to prevent unauthorized use of the systems.

One measure of this kind is that the system only can be 
accessed by certain authorized personnel who would have to 
identify themselves whenever they log on the system.

It is furthermore likely that the EDI-environment (by EDI- 
environment, I here mean the computers where the actual trans
missions are being conducted) will be surrounded by a strict 
automated physical access control showing who has been where at 
what time. One can further foresee that there will be logs of all 
transactions on the computer system linked to an identifiable in
dividual. When this kind of registration has been going on for a 
period of time, the amount of information acquired will be 
substantial, and show work patterns, customs and whereabouts of 
the employees.

The vital question in this context is of course how these logs 
should be assessed in regard to the Personal Data Registries Act, 
it seems obvious that such systems are quite commonplace, al
though not necessarily in an EDI context. Network software often 
includes logs of the kind mentioned above.
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Automated physical access controls are, of course, another 
matter.

As far as the legislation is concerned, it seems obvious that the 
logs must be seen as registries in regard to the act. And since we 
are talking about computerized registration (registration by 
electronic means) these registers, are subject to a licence in regard 
to section 9. It does furthermore seem obvious that none of the 
exceptions given in the regulations in pursuance to section 9, or 
for that matter section 2 2 , can apply to these registers.

The Data Inspectorate is aware of these registers and do see 
them as subject to a licence, they have been looked upon as a 
sleeping bee, which means that no specific actions has been taken.

There may be several reasons for this attitude. First of all they 
most probably do not represent any actual threats to privacy, 
second the Inspectorate may not be sure in what way they should 
deal with the matter. In regard to automated physical access 
control systems, they have been subject to attention by the Data 
Inspectorate. As a condition for awarding licence to such systems 
the Data Inspectorate has required that the information recorded in 
the system only should be stored for a certain period of time, and 
furthermore, that the possibilities for deleting data must be flex
ible.

Some systems have been designed in such a way that automatic 
deletion only would take place after a certain number of passes by 
a control point. Such a system would, of course, be effective as 
long as one is dealing with control points subject to a high 
number of passes, but less effective in places with limited traffic.
I.e in the physical access control system of the Norwegian 
Government headquarters, there is a number of points of control 
with very different loads at each point. If this system only has the 
possibility of deleting the stored information after a certain 
number of passes, this would lead to a situation where the storage 
time for the data would depend on the traffic by each control 
point. To avoid this situation, the Data Inspectorate has decided 
that one must be able to delete after a specified period of time.
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The Data Inspectorate has since February 1989, used standard 
conditions54 for automated physical access control systems. I will 
in the following mention some of the conditions:

First, all access control registrations can only take place if there 
is need for it in relation to security. This requirement for 
relevancy applies to all kinds of registration of personal data, and 
is furthermore emphasized in section 6  o f the Personal Data Regi
stries Act.

Second, the Data Inspectorate do demand flexibility in the 
meaning described above, and in the way that the system must be 
able to exclude certain users from registration.

Third, there is a requirement for proper authentication. One may 
note that so far only the use of pin codes has been seen as accep
table. Furthermore; the PIN code must have a minimum o f four 
digits.

In case of other means of authentication, one would have to 
acquire a licence from the Data Inspectorate.

Fourthly, registration can only be kept for a maximum period of 
three months, unless a related incident is reported to the police. If 
this is the case, the registered information can be kept until the 
investigation is finished.

As we understood from the example of access control systems, 
the Data Inspectorate has formulated a policy. From a privacy 
protection point of view, one could ask if the same should be 
done for the different kind of audit logs that will derive from 
direct and indirect use of EDI, and other computerized systems.

6.2.3. The question of communication to a third party and 
further use of the registered data

As we have seen, most EDI registers have to be licenced. An 
important issue is the restrictions for disclosure or communication 
of registered information. As mentioned in the introduction to this

"Standard conditions for use of access control systems of February 17th 
1989. Ref 89/279-1.
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chapter the interest in confidentiality is a major data protection 
interest.

As far as the law is concerned, several sections in different acts 
can be drawn to attention dependent on the domain of the EDI 
system. The general rule as far as disclosure is concerned, can be 
found in the Personal Data Registers Act and - especially - the 
regulations given in pursuance to the act.

If we are dealing with a register of data on customers, the 
further use of the information is governed by section 2 -1  of the 
regulations. It is stated in its second paragraph no 1 that the 
register may not be used for other purposes than those mentioned 
in the respective sections of the regulations. As far as disclosure is 
concerned, this is governed by no 2 of the same section. The 
main principle, according to the act, is that, personal data must 
not be disclosed from  the register to third parties, except when the 
release takes place.... This statement is followed up by a number 
of exceptions, some of them are to my mind of special interest as 
far as the disclosure of EDI generated data is concerned.

First, data can be released with the permission from the data 
subject (person). The term person refers to both physical and legal 
persons. A disclosure can also take place within the same 
corporate group.

A disclosure can furthermore take place in pursuance to a 
statute, or to a regulation issued in pursuance to a statute. There 
are a number of such statutes: The registered information can 
serve as evidence in litigation, in this respect I will confine myself 
in referring to the chapter 5 on the evidential issues.

6.2.4. Other statutes in other acts
Apart from the general rules in the Personal Data Registers Act, 
several other confidentiality provisions in other acts may apply. 
This does not, of course, mean that the Personal Data Registers 
Act does not apply in areas where special confidentiality provi
sions exist. What it generally does mean, is that some enterprises 
and persons will be governed by more than one set of rules.
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The protection o f business data
As far as we are dealing with the protection of trade and busi

ness secrets, one can mention the provisions in the Law of 
Marketing55 o f June 16. 1972 and the Norwegian Penal Code of 
May 22, 190256, are applicable.

The general objective of the Law of Marketing is that marketing 
and business is to be conducted according to standard norms of 
good conduct, although most of the act regulates matters 
concerning consumer affairs and marketing57. Section 7 and 8 

governs matters of unlawful use of entrusted information. Section 
7 of the Law of Marketing follows:

A person who has gained knowledge of, or possession o f  a busi
ness secret in connection with employment, a trusted position or a 
business relationship, may not use the secret unlawfully in the 
conduct o f business.

The same shall apply to anyone who has received knowledge o f  
or possession o f  a business secret through a person’s breach o f  his 
pledge o f secrecy or through some other person’s unlawful act 
otherwise.

An issue in regard to EDI is of course to what extent EDI- 
generated data can be considered a business secret according to 
the act. The act does not itself define the term. It can, however, 
be derived from the legislative history: Business secrets could be 
of a technical nature, (machinery or the use of machinery) or of a 
commercial nature such as certain statistic, customer lists, 
marketing plans and similar kinds of information. Although EDI- 
generated data do not fit exactly into what is mentioned here, it is

33Lov om kontroll med markedsføring og avtalevilkår. 16. juni. Nr. 47. 
1972.

“AlmindeLig borgerlig Straffelov. 22. mai. Nr. 2 1902.

57For a general survey of the act see, Torvald C. Løchen: Markedsførings
loven med kommentarer.
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obvious that the EDI-generated data in a large scale can serve as 
a basis for essential statistics, and furthermore reveal a lot that 
could be useful to competitors.

In order to comply with section 7, it is not enough that the 
business itself qualifies something as a business secret. In order to 
satisfy the criteria in section 7, certain requirements have to be 
met. First, the secret must be something that is worthwhile prote
cting. Second, the business must have taken some measures to 
keep it secret. The measures could be of a technical nature (limi
ting access control by using PIN codes or other security 
measures), or of a legal nature like for instance clauses of 
confidentiality in the employment contracts. A requirement is that 
the information obtained unlawfully must be used in business, this 
implies that any private use will not be a violation of section 7 .

Such incidents can, however, be a violation to section 294 2, 
and 3, and section 405a in the Penal Code, which governs a wider 
variety of cases. The two sections sire placed in different parts in 
the Penal Code. Violations of section 294 are considered a crime, 
while violations of section 405a only are considered an offence.

Section 294 has taken two kinds of situations into account, pur
suant to its no 2  it is punishable by imprisonment up to a period 
of 2  years to use a business or trade secret belonging to a firm 
where one is under employment, or have been employed during 
the last two years. No 3 covers the same incidents for those who 
acquire the same kind of knowledge as a technical or commercial 
consultant for a company. In an EDI context, this will cover per
sonnel of the third party EDI-providers, and others who have 
acquired information while installing equipment etc.

Section 405a penalizes the incidents where someone by un
reasonable means seeks to acquire knowledge of a company 
secret. This implies that there is no condition saying that the
offender has to have a relationship of employment or consultant.
An issue, is o f course, what will be considered as unreasonable
means in an "EDI context".

First, we must be talking of a company secret, which implies 
that the secret must be deriveable from EDI-generated data. If 
someone gains unauthorized access (hacking) to the computerized 
files, that will probably be relevant in regard to section 405a. If
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someone receives the information by accident, and in addition 
makes use of it, it will probably not be considered a violation. 
There are situations here that to my mind could be subject to 
discussion.

Let us, for instance, presume a situation where EDI user A by 
accident (due to an error in the transmission), receives a large 
amount of transaction data, information belonging to company B. 
This information is of no particular value to A. But by analyzing 
the information, he understands that the information could be of a 
substantial value to company C. This makes A sell the information 
to C. The question is here if this would be considered 
unreasonable and thereby punishable under section 405a. In my 
view it is appropriate to raise the question, although little support 
for this view can be found in legal theory.

General penal provisions
In the event of an unauthorized access by a third party

(hacking), more general provisions in the penal code may apply.
Section 145 in the Penal Code, which applies to the unauthorized 
breach of a sealed letter, or some other confidential writing, or in 
similar ways acquires access to the confidential content of a hid
ing place. This section was amended in 1987 to include in its
second paragraph a provision stating that it is illegal to break a 
protection (typically; cracking a PIN code or password) and
thereby get access to data or programs which are stored or trans
mitted by electronic or other technological means. The crime is 
punishable by fines or imprisonment for a period up to six
months.

The Finnish have a more precise provision penalizing the
unlawful use of codes in section 45, of the Finish Personal Regi
sters Act:

Any person who by using a user-code which does not belong to 
him or by some other fraudulent means circumvents an identity 
control or a similar security arrangement, and by doing so 
trespasses without an authorization a register containing personal 
data and which is maintained with automated data processing,

7 6



shall be convicted fo r  Personal Registers Trespass to a fine or 
imprisonment not exceeding six months.

As we see from the Finnish section, it is not necessary to break a 
code to be liable for punishment. It is enough that someone uses a 
code which belongs to someone else. One could, of course, 
consider if such provisions should be included in our penal code 
or in the Personal Data Registers Act.

As mentioned in chapter 4, EDI is now being employed by the 
customs authorities for the purpose of customs declarations. In 
respect to information concerning the customs, the Norwegian 
customs act is of special interest. In its section 8 , it is stated that 
any one who due to a public position acquires knowledge of 
business and trade secrets or other matters that are not publicly 
known, must observe confidentiality. Such a provision becomes 
more important due to EDI. The answer here is obviously yes. 
The reason is where customs officials have files of declarations in 
a computerized form, the possibility of finding business patterns 
by analyzing the stored information, is increasing.

Another area where the use of EDI will grow is within the 
financial institutions. SWIFT has been with us for a long time, 
and it may happen that we in the future will see these institutions 
conduct more business via EDI. As far as customer information in 
the banks is concerned employees must confine themselves to the 
confidentiality provisions in the Norwegian Banking Act section 
18, for commercial banks, or section 21, for savings banks. These 
do not require that protected information must be a business or a 
trade secret. Similar provisions are also to be found in the Nor
wegian Financial Companies Acts.

As we can see, several sets of rules regulates the issue of con
fidentiality. Some protect business and trade secrets in general, 
while other secrecy acts are limited to certain sectors.

One could, of course, ask whether further amendments were 
necessary in the light of the EDI development. Should one, for 
instance, have special legislation for EDI providers and the 
company divisions doing business via EDI. Personally I do not 
think any further legislation is necessary as far as confidentiality is
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concerned: The different provisions in the Personal Data Registers 
Act take care of the matter.

6.2.5. Transborder data flows and EDI
Since the EDI phenomenon is of a very international character and 
to a large extent consists of shuffling data across borders. An 
important question will be to what extent data protection legisla
tion concerning transborder data flows will apply. Some of the 
Data Protection Acts throughout Europe have restrictions on 
transborder data flows. The question here is what impact these 
rules have in regard to EDI.

In order to assess the impact, if any, it is essential to see what 
kind of interchange situations we are discussing. \

First, we have the situation where company A and company B, 
in let us say Norway and the UK, do business via EDI. The other 
situation is when there is a third party, such as a provider, 
involved, and this third party is located in a third country C. We 
are in both of these cases dealing with transborder data flows, but 
if  any of the restrictions in any of the data protection acts apply 
to the transfer, is another matter. It is, however, important to have 
in mind, that we are dealing with two forms of registers derived 
from the use of EDI, and that the registers, in addition to 
information concerning the transaction itself, also could consist of 
system logs comprising information concerning the movement of 
identifiable individuals.

In Norwegian law, transborder data flows are regulated in 
section 36 of Personal Data Registers Act:

Registers governed by section 9, first paragraph, must not be 
transferred abroad without the permission o f the King.
Personal information in this realm may not be transferred to en

ter the information in a register as is referred to in section 9, 
first paragraph.

The King may by regulation, make exceptions to the first and 
second paragraph. It may be prescribed that these provisions 
shall not apply in relation to certain other countries.
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First, it must be stated as a point of departure that though 
registration is excepted from the obligation to obtain a licence in 
pursuance of section 9 of the regulations, the same registers will 
nevertheless be governed by the provisions in section 36.

The principle of section 36 is that one has to obtain a licence 
prior to the transfer abroad, this is by regulation given in 
pursuance to section 36 reduced to a mandatory notification to the 
Data Inspectorate.

The question is, of course, in what way this is relevant for EDI. 
First, it is a requirement that the information transferred is 
collected in this realm. If we are dealing with a two party EDI 
relationship, where for instance company A in country X is doing 
business via EDI, one must ask if this is a situation where the 
information transferred has been collected in this realm. The 
answer is obviously no. In such a case, we have a situation where 
a company is transferring information to another, and vice versa, 
there is not a collection of information in a section 36 sense.

The question may seem a bit different the moment we are 
dealing with a third party provider. One could imagine that a third 
party provider is located abroad, which implies that the firm will 
be gathering information from the different companies using its 
services. In this case we have the situation that a computer service 
bureau is located abroad, but it does still seem clear that we can 
not speak of a collecting of information in this realm the way it is 
prescribed in section 36.

A real life example can here serve as a parallel even though the 
area is different. A large firm had organized an information 
database in France where companies could place information 
concerning themselves. In this case the Data Inspectorate found 
that these transfers were not liable to notification in pursuance of 
the regulations in section 36.

Furthermore there is also a requirement that the information 
transferred to a certain extent must be systematized in Norway.

In the example just given, this was not the case. Another 
example can also serve as an illustration. In connection with the 
developing o f statistics for Nordic traffic patterns in Denmark, 
Norwegian air line companies were to submit passenger lists. If 
the airline companies sent their passenger lists directly to
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Denmark, the information would be considered collected in regard 
to section 36, if, on the other hand, the air traffic authorities prior 
to transference did some systematization it would probably be 
subject to notification58.

It seems probable that to the legislation concerning transborder 
data flows, there will not be a problem with respect to EDI issues.

There are, however, two issues which need further attention. The 
first one has to do with system logs identifying actions of in
dividuals in regard to EDI. There is, however, one situation which 
may be relevant in regard to section 36, although maybe a 
hypothetical one. The situation presumes that a provider should 
decide to move its entire processing services to another 
jurisdiction. In this case, we would probably be within the area 
where notification to the Data Inspectorate is necessary.

As far as the notification is concerned, it seems highly unlikely 
that the Data Inspectorate would use its power to prevent a 
provider to move with the EDI generated data. It is, however, 
possible that the Data Inspectorate would state certain conditions 
in order to grant permission to remove the files from Norwegian 
jurisdiction. Such conditions have been prescribed in cases that are 
relevant in this context. In a case59 from 1984, a foreign bank 
established in Norway wanted to move their customer files for 
data processing in Belgium. The Data Inspectorate then made a re
quirement stating that the transfer only could be granted if the 
bank promised to comply with section 2-4 of the regulations given 
in pursuance of section 9 of the Personal Data Registers Act. This 
section regulates quite thoroughly what kind of information the 
register of a bank shall be permitted to contain. In an EDI 
context, where a provider would want to move one could foresee 
that the Data Inspectorate would require that some minimum 
security measures were taken. It must, of course, be mentioned 
that if the company is granted a permission to move to a foreign 
jurisdiction, the Data Inspectorate would have no extraterritorial 
pow er what so ever in any other jurisdiction. If the com pany

58Data Inspectorate, case, no. 83/74.

59Case no. 84/894.
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therefore at a later stage would refuse to comply with the 
conditions stated in the permission for data transference, sanctions 
can only be aimed at assets or activities still remaining within 
Norwegian jurisdiction.

The Data Inspectorate has, however, only to a very limited 
extent made any use of this power. Furthermore, section 36 can 
be problematic in regard to article 12 of the Council of Europe 
Convention concerning protection of individuals with regard to 
automatic processing of personal data. In article 12, it is stated 
that: A party shall not fo r  the sole purpose o f  the protection o f
privacy, prohibit or subject to special authorization transborder 
flow s o f personal data going to another party. The purpose of this 
rule is to remove data protection legislation as an obstacle for the 
free flow of information. In regard to the same article, each party 
shall be entitled to derogate from the article as long as we are 
dealing with certain kinds of personal information o f a very 
sensitive nature. This is the case with Norway, and several other 
member states of the Council of Europe. Even this kind of 
sensitive information can, however, be transferred to other parties 
to the convention if the other party can provide an equivalent 
protection. In this case equivalent is not the same as identical. 
This implies in practice that transborder data flows can take place, 
even though the data protection legislation of the receiving party
has a more lax data protection legislation. The moment we are
talking about the transfer of information to states not being a 
party to the convention, notification has to be made to the 
appropriate authority in charge of matters of data protection.

6.3. Proposed security regulations given in pursuance to the 
Data Protection Act

As mentioned in the introduction to this chapter, where interests 
like confidentiality and completeness are concerned, security 
measures play an important role in achieving them. In Norway we 
do not have any general regulations dealing with the matter of 
security, and up to now security regulations have only been given
as part of the conditions in licenses awarded by the Data
Inspectorate.
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There are, however, proposals for a new security regulation 
given by the Data Inspectorate, in pursuance to the Personal Data 
Registers Act section 960, last paragraph, but they have up to now 
not reached beyond the stage of being a proposal. I shall never
theless in the following, survey the basic idea of the proposed 
regulations. The regulations are divided into 5 major parts, 15 
chapters and a very large number of sections. The 15 different 
chapters have the following titles which give a basic idea of what 
kind of provisions the regulations comprise:

1. Limits, definitions and administration of the regulations
2. Security organization and administration
3. Security measures for companies taking assignments for third 

parties.
4. Operation control systems
5. Physical security
6 . Access control
7. Network and communication security
8 . Computer security
9. Security for storage media
10. Security in programs
11. Operation system security
12. Data base security
13. Hardware security
14. Operation security
15. Register quality

As we can see from the titles, it seems that the objective of the 
regulation is to cover most areas of computer security. The reason 
that the regulation still has not been adapted, may be that they are 
too detailed.

The scope of the regulations is to govern security for personal 
information in regard to section 1 of the Personal Data Registers
Act.

“Cf, Johs Hansen: SAFE P: Sikring av foretak, edb-anlegg og personvern 
interesser etter personregisterloven. CompLex 12/88.
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A basic idea of the regulations is to divide the personal informa
tion into categories of sensitivity. The different categories are 
defined in section 1 -2  and are the following; not sensitive, less 
sensitive, sensitive and very sensitive dependent on the threat a 
disclosure would represent to the economy, health, personal 
integrity, reputation and legal rights of the data subject.

As far as the choice of categories is concerned, the regulation 
does not detail in what category the different types of personal 
information belong. This will therefore be up to the discretion of 
the Data Inspectorate. The justification for a system with 
categories of sensitivity, is, of course, that a system which 
required the same security measures regardless of the sensitivity of 
the information involved, could undermine the respect for the 
regulation, and that it furthermore could seem unreasonable to 
apply strict measures to registers containing less sensitive 
information.

Practically all articles in the proposed regulation could have 
some impact in an EDI context, but since they have not reached 
beyond the stage of proposal, I shall not review them at this 
stage. It also seems probable that the regulation which will be 
adopted, will be rather different from the published draft.

6.4. Foreign law
Several European countries have national data protection laws. 
They also differ quite a lot. The difference is clear even among 
countries within the European Community. Some of these differen
ces will have an impact in an EDI context. Only some countries 
have included information on legal persons in their Data Protec
tion Acts, while most do not. This does, o f course, not mean that 
information concerning legal entities which are generated from the 
use of EDI are without any form of protection, since most 
countries have rules protecting trade secrets and trade information 
and to a large extent in this way achieve the necessary legal 
protection.
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Furthermore the sanctions of infringements also vary a lot. 
Sweden does, for instance, have strict liability for certain 
violations to its legislation, while Norway lacks such provisions61.

Another important difference is that many countries do not have 
a licence system, but a system of notification. Such a system is, 
o f course, less bureaucratic, and does not give the Data Protection 
Authorities the same possibilities of control.

As far as the protection of trade data is concerned, such 
legislation exists in most countries. As for computer related crime, 
several countries have adopted general provisions either in their 
general penal legislation or in their data protection legislation.

6.5. The UNCID rules and data protection
Both article 9 and article 10 of the UNCID rules contain 
provisions which are relevant to data protection. Article 9 of the 
UNCID rules is titled Protection o f Trade Data and reads as 
follows:

(a)The parties may agree to apply special protection, where 
permissible, by encryption or by other means, to some or all 
data exchanged between them.

(b)The recipient o f a transfer so protected should assure that at 
least the same level o f protection is applied fo r  any further 
transfer.

As a form of criticism to article 9, one could, of course, argue 
that article 9 (a) should have used the term should in stead of 
may, and thereby to a larger extent encouraged the use of 
encryption or other security measures. As for article 10, this has 
been discussed in the chapter on evidence.

Article 9 does, however, reflect an important principle in data 
protection, namely the principle of completeness, since it calls for 
a complete trade data log by each party involved.

6lCf; Jon Bing: Reflections on a Data Protection policy For 1992. Paper 
prepared for the Commission of the European Communities and presented 
at the Luxembourg conference March 1990.
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An issue which could be raised with respect to the UNCID 
rules, is that they at no point have reflected any views on the 
indirect registration derived from the use of EDI. On the other 
hand, it is understandable that this is seen as a matter outside the 
scope of the rules.

6.6. Some final remarks on data protection
As far as data protection legislation is concerned, this is not an 
obstacle to EDI, but rather an enhancement of the legal protection. 
As we have seen, not all countries consider information 
concerning legal persons a matter for their privacy legislation. 
This does, as mentioned before, not mean that such jurisdictions 
do not provide any protection, since most countries in some way 
or another provide some forms of protection of business secrets 
etc. Whether or not these provisions are suitable for the EDI gene
rated data, is o f course another matter, although an important one.

The final question is whether one should have special provisions 
dealing directly with the protection of the EDI-generated data. The 
justification for such provisions, is of course, the fact that a 
substantial amount of trade information in the future will be 
communicated via EDI, and that for this reason, it would be better 
to have special provisions concerning the matter rather than 
relaying on the existing general legislation and regulation.

Personally, I think that the existing legislation in countries like 
the Nordic, give a sufficient amount of legal protection. As far as 
the indirect registers derived from audit logs are concerned. I 
think it remains to be seen if any actions will be taken by the 
data protection authorities. From a system design point o f view, 
the systems should emphasize flexibility, including a possibility 
for deletion. By doing so, one would avoid the situation that 
occurred in regard to the physical access control system in the 
government headquarters, where the expenses for redesigning the
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software in order to provide a flexible deletion will amount to 
somewhere between 2 and 3 million NOK62.

62Cf; Adgangskontroll, teknologi, sikkerhet og personvern. Forvaltnings
tjenestene 1989. Oslo 1989
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7.

THE ELECTRONIC CONTRACT 
FORMATION

In the context of the formation of contracts, several issues arise. 
First what requirements need to be met for the communication of 
the necessary information in order to conclude a contract. From 
which point of time is each of the parties bound, and from which 
point of time is a contract concluded. The issue in this context is 
to discuss certain principles in regard to EDI. Another question is 
if this is a necessary discussion, a matter I choose to leave open.

As in all other chapters of this report, this review will just 
sketch the problems, as there is no room for an in depth 
discussion.

7.1. Some questions on offer and acceptance, and the com
munication of offer and acceptance 

A contract is a combination of two elements, offer and acceptance. 
It is first when these are present that the parties are bound - 
bound in such a way that a party can require the other party to 
f ulf i l l  his obligation, if necessary with the help of the judicial 
system. A vital question in the contract formation is when each of 
the parties is bound.

The communication of the offer from the offeror to the offeree 
plays an important role in the formation process. An issue in all 
contractual law is from what point of time an offeror is bound by 
his offer.

It is necessary in this context to be aware of the fact that two 
different legal principles govern the matter. The first principle is 
called the principle o f  promises which implies that a party is
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bound by its offer. The other principles is called the principle o f  
contract, this means that a party is bound only if and when the 
offer is accepted.

In Norway and the other Nordic countries, the law is based on 
the principle of promise. Although the law itself does not set any 
specific requirements to the communication of data, the matter is 
reflected in severeil sections of the Norwegian Contract Formation 
Act63. In several of the sections in this act, one has taken into 
consideration that data can be communicated by different means, 
and that this in some situations have some legal significance. I 
will in the following review some of these sections, and reuse the 
question in what way data communicated via EDI are affected.

An obvious point of departure is the fact that the Contract 
Formation Act dates back to 1918, a time when not even the 
telephones were common place. This implies that more modem 
ways of trade data communication are not taken into account.

Section 2 of the Contract Formation Act regulates the matter 
where the offeror has stipulated a time limit as far as the 
acceptance is concerned. In cases apart from oral communication, 
the question from when to calculate the time limit arises. The 
matter is governed by the second paragraph of section 2 where it 
is said that:

I f  the offer is made by letter, the time limit fo r  acceptance is 
calculated from  the day it is dated. I f  it is done by telegraph, the 
time limit is calculated from  the moment it is delivered to the 
telegraph station.

The fact that the section uses the term "telegraph station" gives 
an indication of its age. The question in this context is from what 
point does one calculate the time limit in the case of an EDI 
transaction. Is the most reasonable solution to analogize from 
paper, or is the telegraph rule the most appropriate one. An EDI 
offer will of course be dated, which means that applying the paper

6JLov om avslutning av avtaler, om fuldmagt og om ugyldige viljeser- 
klæringer. Lov av 31. mai Nr. 4. 1918.
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rule could be easy. On the other hand, the point of using EDI is 
to have a system that operates very fast. It is obvious that when 
EDI is used to communicate offers, the elapsed time in the com
munication process only mounts to seconds. It will therefore be 
meaningless to calculate the time only from the date of the offer. 
It is evident that we here need a much more precise time stamp, 
which means that it would be more appropriate to analogize from 
the telegraph rule.

We do, however, in case of EDI have the possibility of a much 
more accurate dating of the transmissions. In my view, a 
reasonable interpretation in regard to EDI would be to calculate 
the time from the moment the message was sent and the 
transmission logged. If the contracting parties use a third party 
provider, the most reasonable system would be to reckon the time 
from the moment the transaction was logged with the provider. 
This would also increase the evidential value of the moment if it 
happened to be subject to a dispute. Problems related to this 
matter would, of course, be avoided if the offeror stipulates the 
limit of his offer, stating that the offer only is valid to a specified 
moment. An example of this could be that an offeror sending the 
following message via EDI: Two tons o f  gold available fo r  the 
price o f 100 NOK. Offer stands to June 5th 10.00 pm. The 
problems as mentioned above will rise if one makes the same 
offer by saying: Two tons o f gold available fo r  the price o f 100 
NOK. Offer stands fo r  two hours.

Another issue would be those cases where the offeror has not set 
any time limit for acceptance. This matter is governed by section 
3 of the Contract Formation Act, although it would be more 
correct to say that section 3 governs the matter of good conduct 
in regard to the acceptance of an offer.

The principle of this section is that if an offer is made by a 
letter, the acceptance of the offer would have to be returned 
within the time in which the offeror must reckon it to take by a 
letter (or rather by the same means of communication).

If the offer is made by telegraph, the rule is that an acceptance 
must be returned by telegraph, or by other means equally fast. In 
case of an offer made orally, the rule is that the offer must be 
accepted at once.
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As we see, section 3 does in a way set a standard where there 
is a correlation between elapsed time for the communication of 
offer and acceptance. The question in an EDI context would, of 
course, be in what way it is reasonable to interpret section 3. Is it 
reasonable to say that an offer transmitted via EDI requires a 
rather immediate response, and that the response must be via EDI. 
In my opinion it probably would. One should at least give section 
3 the interpretation that an offer transmitted via EDI should be 
responded via EDI.

A note in this context, companies which transmit such data via 
EDI are recommended to:

1) Reflect the matter of offer and acceptance in their inter
change agreement.

2) They should see to it that their electronic formulas (message 
syntax) have a slot where the time limit of the offer is 
specified just by filling in.

The revocability question
The principle of revocability is stated in section 7 of the Contract 
Formation Act:

I f  an offer or an answer to an offer is revoked, the revocation 
is valid i f  it reaches the other party before or at the same time 
that the offer or the answer to the offer has reached his 
knowledge.

As we can see from this section, it determines that under some 
conditions, revokements can be valid. Subject to discussion is the 
term, reached the other party. The matter has been drawn to 
attention both in legal practice and theory. As we see from the 
section it differentiates between reaching the offeree and coming 
to the knowledge o f the offeree.

If this is done by mail a revocation can be valid if it has 
reached the mailbox of the offeree. It is in other words not 
necessary that it (the offer) has come to his knowledge. The
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reason for such a rule is that it would be too easy to circumvent 
by just not emptying the mailbox. This principle is also stated in 
case law64. The question here is, how to interpret the rule when 
offer, acceptance and revocation is done by EDI. Since every 
action done by EDI is dated very accurately, it is hard to imagine 
that a revocation can arrive at the same time of the offer or 
acceptance as an offer in the sense of section 7. In an EDI 
context the right interpretation must be (or in my opinion should 
be) that a revocation is valid if it reaches the computer of the 
other party, and the other party has not yet become acquainted 
with the offer. Disputes may arise if the receiver claims that he 
has read the message and not the revocation. System logs 
confirming or denying such a claim will, of course, be of great 
value in such disputes.

It will furthermore be an advantage, in order to make such a 
scheme practical, if a revocation is directly connected to the 
electronic document where the offer is stated.

The issue is rather practical. I will leave the answer open; I do, 
however, think that the issue deserves attention, and that problems 
in this context are relatively easily solved by such simple 
technical features as mentioned.

7.2. Foreign and  international law
As mentioned in the introduction to this chapter, some 
jurisdictions comply with the principle of contract which implies 
that the parties are only bound when the contract is accepted. 
England and France do, for instance, have this principle. In 
England some academic65 lawyers are of the opinion that the 
possibility of revoking unilateral contracts at times can be very 
unjust. Although the principle as such is very different, the result 
is not incompatible in practice. The reason for this is of course 
that when someone makes an offer, it will be in the same

“ Rt 1961, s 638.

63Cf; P.S. Atiyah: An introduction to the law o f contract.
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person’s interest not to revoke it. If this is done, the offeror 
would relatively soon loose his standing in the market.

In the United Nations Convention on Contracts for the 
International Sale of Goods, the matter of contract formation is 
thoroughly regulated in Part II of the Convention, concerning 
Formation o f the Contract (Articles 14-24). In its article 16
concerning the question of revocability, the article advances a rule
which is something in between the principle of promise and the 
principle of contract. Article 16 follows:

(1) Until a contract is concluded an offer may be revoked if  
the revocation reaches the offeree before he has dis
patched an acceptance.

(2) However, an offer cannot be revoked:
(a) i f  it indicates, whether stating a fixed  time fo r  acceptance 

or otherwise, that it is revocable; or
(b) I f  it was reasonable fo r  the offeree to rely on the offer as

being irrevocable and the offeree has acted in reliance
on the offer.

As we see from the first paragraph, it advances the common law 
principle implying that an offer is revocable until acceptance is 
made, but this principle is strongly modified in paragraph 2. As 
for paragraph (2) (a) it speaks for itself, 2 (b), however, is more 
difficult. The point is that to determine the irrevocability o f an 
offer, all relevant circumstances must be taken into account, like 
for instance circumstances related to the negotiations prior to the 
offer etc.

7.3. Some final rem arks on the contract form ation issue 
The point of this chapter has been to review general rules for 
contract formation in regard to EDI. If one should draw some sort 
of conclusion, it would be that this is not one of the most 
pressing legal issues in regard to EDI. I do, however, think that it 
would be useful for users of EDI to pay attention to the matter 
when drafting interchange agreements. When doing so, the parties
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should agree on what terms an offer via EDI can be revoked. It is 
evident that in some forms of trading, revocation should and can 
not apply. This is especially the case where the trading via EDI 
automatically invokes an automated process in regard to the 
carrying out o f the order by the recipient of the message. If the 
EDI system in fact is more acting like an ordinary electronic 
mailing system, the matter should be considered differently.
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8 .

THE QUESTION OF RISK AND LIABILITY

8.1. Introduction to the liability issues
The issue of liability is comprehensive, which implies that in this 
chapter only general principles will be sketched. This is not neces
sarily only a question of EDI, but a question of more traditional 
damage law. Internationally the question of computer liability in 
general has attracted some attention, especially on an academic 
level66.

The conflicts relevant in this context are many, and include at 
least four parties. First, one can foresee disputes arising between 
vendor and purchaser. Second, between either of these parties and 
the so called EDI provider in case something goes wrong in the 
transmission of the data due to failure of the system of the 
provider. Finally we have the conflict that can arise between any 
of the actors in the field and the software producer. This question 
is a question of product liability.

Another interesting topic is the question of liability for conse
quential damages. Even though the safety and reliability of EDI 
may be greater than in the traditional paper based systems, it is 
nevertheless a fact that the consequences of an erroneous transmis
sion or the lack of a transmission of data, may be different.

Since there is a very limited amount of legal practice relating to 
the above raised questions, much of the discussion will be of an 
anticipatory level.

“A major work heie is, Mads Bryde Andersen: EDB og Ansvar. 
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8.2. Who is bound by messages with an unintentional content
The question is the following To what extent is a party bound by 
an offer if the offer has reached the offeree with another content 
than intended. Let us say that A has the intention of offering B a 
certain type of goods for the price of 1000 NOK, but when the 
offer reaches B the price turns out to 100 NOK (or another sum 
different from the one intended). And further to what extend are 
either of the parties economically liable.

The matter is to some extent governed by section 32 of the 
Norwegian Contract Formation Act which follows67:

Thee, who has submitted an intent o f will, there by a slip o f  pen  
or by another similar mistake has gotten another content than 
intended, is not bound i f  the one, to whom it was submitted, 
saw or should have seen that there was a mistake.
I f  an intent o f  will is distorted by erroneous telegraphing, it 

will not be binding in respect to the one who has submitted it 
in the state it appeared.
The same applies i f  an oral intent o f  will sent by a messenger 

is presented in a distorted manner.
I f  the distortion is due to negligence by the sender, he will be 
obliged to compensate the loss caused by the error to the 
receiver.
I f  the sender knows o f the distortion, and he wants to plead it, 

he must do so without unreasonable delay.

In regard to this section, a number of interpretations are given 
both in legal practice and theory. Regarding the first paragraph of 
the section, this situation is highly relevant in an EDI context, 
although the situation does not directly invoke EDI technology. 
The reason, however, for taking this situation to account in regard 
to EDI is that in an EDI environment, everything is time wise 
much faster compared to more traditional ways of contracting 
(which is one of the main purposes with EDI). In an EDI environ
ment one can foresee the situation where a party simply because

67Author’s translation.
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of stress punches the wrong button, which in this context is the 
same as a slip o f pen or a similar mistake.

First o f all, in an EDI environment one may very well have a 
system where actions on the other side for the fulfillment of the 
order, ares effectuated by means of an automated process on the 
other side. This implies that there might not be any possibility for 
the other party to assess the order. In such a situation, the risk 
will entirely be on the sender. The question then in an EDI 
context is whether systems should be designed in such a way that 
a confirmation by the sender is required as a form of security.

As far as the second and third paragraph are concerned, they are 
especially relevant in regard to EDI. These provisions deal with 
the situation where a message is distorted by telegraph errors, and 
the situation where an oral message is distorted when transmitted 
via a messenger. As we have seen, the section has taken two 
means of data transmission into account, oral and telegraphic. In 
an EDI situation one can foresee (or at least imagine) that a 
technical failure with the provider results in a erroneously trans
mitted message. In such cases it is, however, most likely that the 
messages will be so corrupted that nothing sensible will come out 
at all. The question in this context is if the telegraph rule is 
applicable for the EDI situations. The best way to answer may be 
to reverse it by asking if there are any sensible reasons to apply a 
different rule for transmissions via EDI. In my view, there are no 
such reasons.

However, even here one does have to take into account that the 
amount of human intervention on the receiver side is variable. If 
orders by the receiver in practice are fulfilled by an automated 
process, this could mean that even the most ridiculous orders were 
carried out. The question is if it in such cases would be 
reasonable to say that the offeror is not bound? This may not be 
so, but regardless of this, the burden must be placed with one of 
the parties even when negligence cannot be associated with either 
one of them. Even though the scene is different when EDI is in 
use, the right conclusion must be the one mentioned above.

It is, however, obvious that several measures can be taken from 
a technical point of view. These are measures that should, and are 
to a certain extent reflected in interchange agreements. One way
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of preventing that erroneous orders are carried out, is to have a 
system where orders (offers) are confirmed, and may be even 
reconfirmed, before they are carried out. The following could 
serve as an example: Let us foresee that A orders two tons of 
chemicals from manufacturer B. Before B effectuates the order, 
he sends (or the system does this automatically) a message to B 
responding that the order of two tons of chemicals has been recei
ved and will be dispatched within a specified time. Such a 
confirmation has several advantages. First, a system that confirms 
has the advantage that the party who placed the order gets to 
know that his request has arrived. Second, if the message is 
distorted, the distorted message will be in the confirmation, so that 
it can be contested by the party who placed the order.

It must be mentioned in this context that both the UNCID rules 
and various forms of interchange agreements reflect the principle 
of a confirmation system. In article 7 of the UNCID rules which 
is titled; Acknowledgement o f  a transfer, it is stated that the sender 
may stipulate that the recipient should acknowledge receipt 
thereof. This article relates, as it is said, only to the transfer, and 
not the content. The matter of content is, however, reflected in 
article 8 which is titled Confirmation o f content, which in its 
paragraph (a) states that the sender may request the recipient to 
advise him whether the content of one or more transfers appears 
to be correct in substance, without prejudice to any subsequent
consideration or action that the content may warrant. It is
furthermore stated that a recipient is not authorized to act on such
transfer until he has complied with the request o f the sender,
which means that if he so does, it would be at his own risk.

As an example of an interchange agreement taking the content 
of information into account, I can mention the standard electronic 
interchange agreement of the British EDI association. First it is 
said in the title of the agreement that it is part of the agreement 
to take account of the UNCID rules.

As far as the confirmation question is concerned, this matter is 
governed by clause no 6, which is titled Confirmation o f  Receipt 
o f Messages. The clause states first of all that if  a message is not 
confirmed automatically, the sender of the message may request 
such a confirmation from the recipient. It is furthermore stated
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that the recipient must deal with such a request without un
reasonable delay, and that each party shall process or deal with 
messages sent to him without any delay.

If one should form a conclusion from what is said above, it 
would be that a ground rale as far as the risk for erroneous
messages can be derived from section 32 of the Contract
Formation Act, but that necessary measures should be taken both
in interchange agreements and by technical means by providing
systems which automatically confirm messages etc.

8.3. The responsibility of the parties of an EDI transaction, 
the originator, the recipient and the provider

The following paragraphs will look at the liability question in 
regard to the originator, recipient and the provider.

8.3.1. The responsibility of the service providers and those 
who transfer the messages 

This paragraph will raise the question of the liability of an 
eventual service provider. A question is if there are any issues 
here that require special attention. In my view there are several 
reasons why this deserves special attention. First, the use of EDI 
has created a new party in business transactions. Furthermore, it is 
evident that a transference of erroneous messages may have very 
serious implications. This is especially so in the situations where 
the EDI system invokes a more or less automated process on the 
recipient’s side.

What this means is that great values are at stake, and that the 
services an EDI provider offers, are essential to the trading 
partners involved.

An EDI provider is to carry out the following services:

1)S ee  to it that m essages are transferred in correct format 
and protocol

2) Protect against corruption of the message
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3) See to it that a message is forwarded to the intended 
recipient

3) Keep a correct trade data log

4) Preserve confidentiality and security of the message

As far as no 1, 2 and 3 are concerned, the result for the trading 
partners in case the provider fails to comply with his obligations, 
would be that the recipient of a message either receives a wrong 
message or an incomprehensible message, with the implications 
this may have.

A typical kind of situation would be that an erroneously 
transmitted message results in the dispatching of the wrong goods 
from a producer to a purchaser. Let us foresee that we are talking 
of a automobile producer receiving parts unfit for use in the 
production process. This could eventually lead to a serious delay, 
which again may cause severe economic damages.

Another situation one can foresee is the situation where a 
contractual relationship between two parties by means of an 
automated process involves a third party, and this third party is 
not notified. An example of such an event would be the situation 
where, let us say, an order for a transport of a certain amount of 
goods is placed via an EDI system, and that the same system also 
places an order with an insurance company for the insurance of 
the goods ordered. Let us foresee the situation where insurance is 
not secured, and goods are damaged during transport. The fact 
that the goods were not insured originates in the fact that the 
order for an insurance by mistake was not carried out. The 
question, however, is whether or not this involves any liability for 
the EDI provider, who should have communicated the order.

If the provider fails to keep a correct trade data log (no 3) one 
could easily foresee that this could cause delays in case of a 
dispute, where the log from a neutral party may be the only kind 
of evidence that could make a couple of trading partners agree on 
what has taken place.

As far as the task mentioned in no 4 is concerned, this may also 
have serious economic impact. Let us imagine that a provider fails
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to comply with this task, which results in a company retrieving 
from a provider a substantial amount of data from a provider 
concerning a competitor. Such a situation may evidently have an 
important economic impact on the party whose data have been 
infringed.

Practically speaking all kinds of EDI relationships have a basis 
in agreements among the trading partners, and agreements among 
the trading partners and the providers. Some of these agreements 
do to a certain extent govern the question of liability. The agree
ments usually also contain clauses excluding liability as far 
possible. In this context, however, I will look at how the law 
itself regulates the matter, and look at to what extent such clauses 
in the agreements are valid.

Even though we have a situation where a third party takes care 
of the tasks above, the actual transport of the messages will be 
via the various traditional telecommunication agencies. I.e. the 
X400 is a standard for the transport of messages via the 
telecommunication network. This means that EDI will to some 
extent involve the question of liability for the telecommunication 
agencies. There are no special statutes governing the question; the 
liability issues must therefore be determined in regard to the 
traditional liability law of contractual relationships. In doing so, 
the key questions are to what extent a provider is liable, how far 
is the liability effective, and to what extent would a provider have 
to compensate a party for damages suffered because of failure to 
comply with the contract.

Some fundamental principles o f liability law in contractual 
relationships
In case any of the events described above occurs, it will be a 
breach of contract. This could be a breach of the explicit 
provisions in the contract, or duties implied by the contractual 
relationship.

If compensation is to be awarded, certain basic tests of liability 
law have to be met. The basic tests are;
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1) there must exist a damage, and the damage has to be 
identified

2) one has to find a legal basis for liability

3) the damage must be an adequate consequence of the action 
causing the damage

The damage
As far as the first test is concerned, the types of damages 
described above will as far as I see be typical EDI damages, 
which means that a technical or human failure with the EDI 
provider may have severe consequences for the parties involved.

A legal basis fo r  liability
The second test calls for a legal basis for liability. Several bases 
exist in statutory laws or fundamental legal principles. When it 
comes to liability for the kind of entities discussed in this chapter, 
no general provisions of statutory law govern the liability for EDI 
providers. The liability of an EDI provider would definitely fall 
outside the scope of the Sales Act, which only applies to the sale 
of goods: The conveyance and logging of messages cannot in any 
way be construed to be qualified as such68. This means that one 
must seek the solutions in the fundamental unwritten principles of 
liability law.

There are, however, some special provisions for certain domains 
governing the liability for paperless systems, hence section 7-1 of 
the Securities Registrars Act: This section states in its first 
paragraph that69; The Norwegian Registry o f  Securities is regardless 
o f  negligence liable to compensate fo r  loss due to errors in the 
registration, change or deletion o f a right. It is interesting that the 
legislators have made the Securities Registrar liable on an

68Cf section 2, of the 1988 Sales Act.

69For a thorough survey of the section cf, Olav Torvund: Lov om Verdipa
pir sentral med kommentarer, pp. 307.

101



objective basis, in case of a dispute a plaintiff would not have to 
prove any form of negligence related to the Registrar. The reason 
for this rule is that it is paramount to have a system that the users 
can trust, therefore damages will be awarded if the system fails in 
one way or another. Furthermore a failure of the system might 
cause substantial economic loss for a user, while it on the other 
hand may be a minor expense for the Registrar which may 
distribute his loss on the users of the system: By imposing 
objective liability, one distributes the loss on all of the users of 
the system.

The question here is under what circumstances would a third 
party, an EDI provider, have to pay damages for not fulfilling his 
services. Normally, one would, of course, be talking of incidents 
where there is an amount of negligence on the provider’s side, 
which means that we are within the area of the so called culpa70 
in contractu rule (negligence in contract).

An example of this would be the case where the provider by 
intent causes a message not to reach the intended recipient. 
Another typical example would be that the provider continues to 
use low quality software although it has been demonstrated that 
the software contains errors which may result in corrupted 
messages. Such an incident would be a typical example of gross 
negligence. In contractual relationships the general rule can be 
formulated in the following: A breach of contract leads to liability 
and compensation. There are, however, several kinds of incidents 
which may limit or except a party from contractual liability. First 
o f all one can imagine that it would be impossible to fulfill the 
obligation stated in the agreement. An example of this could be 
that an act of war has made a fulfillment impossible, i.e. the 
headquarters are bombed and that fulfillment thereby is made 
impossible.

One can say that the main principle in Norwegian contract law 
is that culpa is a requirement for liability. It is, however, certain 
that if  we are dealing with professional parties the norm of negli
gence is very strict, so strict that one de facto  can say that any

10Culpa is the latin and means guilt. 
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rule requiring negligence becomes a mere fiction. As mentioned 
before, no practice involving EDI providers exist, some forms of 
incidents may, however, be illustrated in practice from different, 
but comparable areas.

It is, nevertheless, necessary first to take an even closer look at 
the kind of incidents one may have with a third party provider 
and from there on try to examine their liability situations. Some 
examples o f what kind of contractual obligations such a third 
party may have are given above. I do, however, think that it is 
sufficient to state that this kind of providers would have two 
major tasks with respect to their contractual partners, at least when 
we are speaking of liability. These are in my view the following:

1) See to it that the conveyance of the data is correct and as 
intended.

2) See to it that the trade data are kept secret

If something goes wrong so that a question of liability arises with 
respect of the provider and one of the contract partners (originator 
and recipient), it is probable that the dispute will have its origin 
in the negligence of either one of them.

The cause for such an negligence can be divided into two major 
types which are;

1) wrongful human interference

2) technical failure or malfunction

These causes may have two forms of origin, external and internal. 
As far as I see it, the following figure may serve as a useful 
illustration:
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external
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This figure is, of course, not exhaustive, liability issues due to
force majeure are not included. The reason is that there is nothing
special to be said about such incidents, apart from what is said in 
traditional and general liability law.

As far as the incidents derived from the figure is concerned, at
least some of them are special in regard to the EDI and liability
issue.

The first issue is what types of liability issues arise in the 
different incidents.

Internal
The typical incident here would be similar to the above stated 
examples: That someone within the provider’s organization on 
purpose or by negligence causes damage to one of the contractual 
parties. One can, for instance, imagine that an employee discloses 
transactional information to a competitor of one of those who uses 
the service, information that in the wrong hands can cause severe 
damage to the company concerned.
In case of incidents like this, we would most probably be talking 

of cases where such an act was committed by an employee of the 
EDI provider. This means that we are in the area of employer’s 
liability for employees. In Norway, employer’s liability for 
employees is regulated in the Liability and Torts Act71 section 2-1. 
The first sentence of the section states the following; 1. An 
employer is liable fo r  damage caused by intention or negligence 
under when (the employee is) carrying out o f work or obligations 
fo r  the employer.

Intentional disclosure is already mentioned, an example of negli
gence could be that lax security routines cause unintentional 
disclosure of transactional data.

The typical situation would be errors in the software used for 
the conveyance of messages, and that this again causes damages 
to one of the contractual parties. One could, of course, also

7ILov om skadeserstatning av 13. juni 1969 nr. 25.
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imagine that technical failure causes unintentional disclosure of 
sensitive information. Or that technical failure causes disturbance 
of the security
procedures, which again makes it possible to access transaction 
data from the outside. The last question may, o f course, also be a 
question of external human interference

In case of such technical errors we may be within the area of 
product liability, which means that a fourth party may be 
involved. This question will be dealt with in the chapter 
concerning product liability, but this question will mostly be an 
issue in the disputes arising between the provider and the software 
vendor. But in the conflicts arising between the provider and 
parties of the transmitted trade transactions it will more be a 
question of liability for contract helpers (which will be described 
in the paragraph below).

External causes
Examples here would be that someone accesses the system either 
by hacking, or by breaking into the location of the provider and 
in this way gaining unauthorized access.

The question of product liability can also be seen as part o f this 
category. Another incident in this category could be technical 
failure caused by another party than the provider. An example 
here could be that a technician with the telecommunication 
services causes messages to be corrupted or by other means makes 
the transmission impossible. In this case the question is if  the 
provider will be responsible. The question can be formulated by 
asking if a provider can be liable for something that has been 
caused by another party involved in the transmission. Legally 
speaking this may be a question of liability for contract helpers. 
Liability for contract helpers would in this context mean that one 
identifies the provider with his helpers, i.e. one of the software 
vendors.
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8.3.2. What does the liability cover
From the above we have seen some examples of incidents that 
may cause damage to one of the contractual partners of the 
provider. The question here is, of course, how far the liability 
extends. The following example is in my mind be a useful 
illustration of the problem:

Let us imagine that company A is trading with company B 
using EDI and the services of EDI provider C. We are in this 
case dealing with a system where the use of EDI invokes an 
almost automated process with the recipient. We do furthermore 
presume in this example that the recipient of the message, B, has 
done everything properly, which in other words means that there 
is no negligence on B ’s side.

Because of an erroneous service from C ’s side, goods ordered is 
conveyed to party X, who is located at a very different place. 
This leads to a stop in A ’s production process. The stop is of 
such a duration that A looses customers.

In such a case it is easy to foresee that the incident has a severe 
economic impact on A ’s company. The question is the liability of 
the EDI provider C. First, in the example provided above there is 
no doubt that the losses that would occur come as a consequence 
of the erroneous message. If we list the different losses according 
to how closely they are related to the cause of damage, we would 
get the following list:

1) C is liable to pay for a new transmission.

2) C is liable for to bring B in the same economic situation as 
if the contract never had been concluded.

3) C is liable for the direct losses caused by the delay in the 
production process.

4) C is liable for B ’s loss of other contracts and difficulties in 
the market, due to the delay of the goods.

As we see, the real losses are only present when we are talking of 
no 2, 3 and 4.
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Although this kind of incident may be hypothetical and thereby 
unpractical, it nevertheless is imaginable and needs to be 
discussed.

The fundamental principles of Norwegian and Nordic damage72 
law between contractual parties has traditionally been the principle 
of difference. This principles means that the injured party is 
entitled to compensation calculated as the difference between the 
actual situation due to the breach of contract and the situation one 
would have had if the contract, had been fulfilled according to its 
provisions.

It is, however, said that this theory does not have an obvious 
standing in modem contract law. This is especially true when we 
are dealing within the area of product liability and certain types of 
services. Furthermore, many special provisions, especially in the 
area of transport law, have detailed limitations as far as liability is 
concerned. Hence section 120 of the Norwegian Maritime Code, 
which limits carrier’s liability for damage caused to the carried 
goods during transport.

In the absence of special provisions governing the liability, one 
has to lean on general principles which insist that compensation 
must be awarded for all adequate losses. The question in this 
context is to determine what can be regarded as an adequate loss 
in this context. On the one hand, if we consider the example 
above, there is no doubt that the losses right up to item no 4 has 
its cause in the erroneous transmission. On the other hand, one 
could say that the relation between the type of service provided 
and the damage, is remote because of the difference between the 
nature of the service (conveyance of a message) and the types of 
damage. Furthermore, those who provide EDI services will be 
fully aware of the risk that an erroneous transmission can have 
severe consequences.

If one should conclude it might tentatively be stated that the 
provider in principle can be liable for losses derived from 
erroneous transmissions, although when it comes to item no 4 in

71Cf, Kai Krüger: Kontraktsrett, pp. 818. 
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the example, this would probably be regarded to be a loss too 
remote and also difficult to verify.

Another important factor in determining the compensation, would 
be the amount of negligence shown by the provider. The more 
negligence, the more likely is it that the court would award higher 
damages.

In real life, the situation is somewhat different since providers 
will exclude their liability with respect to their contract partners to 
the fullest extent possible.

Regulating the question of liability in a contract is certainly 
wise, this would make the situation in case of damage more 
foreseeable for all parties. It is furthermore evident that in case we 
are dealing with losses as in the example above, they could be of 
such a dimension that a provider may not be able to cover them.

There are, however, limits to how far contractual clauses can 
exclude liability. In Norway the matter of limitations clauses 
would be subject to section 36 of the Contract Formation Act, 
which was introduced as an amendment in 198573:

A contract can in whole or in part be set aside or altered i f  its 
would seem unreasonable, or a breach o f  good business 
practice. The same applies to unilateral dispositions.

In such a decision one should not only take into account the 
content o f the contract, the situation o f the parties and the state 
o f the contract formation, but also incidents occurred at a later 
stage and the general state o f the art.

The provisions in the first paragraph do also apply i f  it would 
seem unreasonable to apply a contract in regard to prevailing 
business and other practices.

So far only a very limited Supreme Court practice in regard to 
this section exist, it is therefore difficult to predict how section 36 
would be applied in regard to limitation clauses in a contract with 
EDI providers. A point of departure is the freedom of contract.
I -lability exclusion clauses are very common in many areas of 
business. Furthermore, a point to take into account when assessing

73Authors translation.
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the section in regard to a liability exclusion clause is the situation 
o f the parties. In this lies a requirement for comparing the
resources of the contract parties.

A typical area where it is easy to foresee a possibility o f uneven 
balance, would be in landlord/tenant disputes. As far as parties of 
EDI transactions are concerned, these will be regarded as resour
ceful. This is at least the stage today, and will be so for some 
time.

One can, however, expect that as EDI becomes more wide
spread, it will also be employed by smaller companies, which will 
not in the same way as the larger companies, possess the
technological knowledge desireable to understand the systems and 
how they work. Regardless of such consideration, a contract clause 
must be very unreasonable if the court is to apply section 36. It is 
furthermore evident that we are dealing with areas where we even
tually will see competition; providers stating extreme liability ex
clusion clauses may simply loose their standing in the market.

In an article74 assessing the EDI and the liability issues in regard 
to English law, it is suggested that excluding liability concerning a 
breach of confidentiality may be a more difficult matter. As far as
Norwegian law is concerned, I am not sure that the liability ex
clusions for breach of confidentiality would be looked upon 
differently from exclusions for wrongful conveyances.

If one should try to draw some sort of a conclusion as far as 
liability exclusion for EDI providers is concerned, it would be that 
such exclusion to a large extent will be accepted as far as the 
consequential damages are concerned. Another factor would be ex
clusion for qualified negligence, for instance total exclusion of 
objective liability or negligence.

8.4. The responsibilities of the originator
The first question is to determine what kind of responsibilities an 
originator of a message has with respect to the other parties. First

74Cf Sa’id Mosteshar: Liability issues of EDI. in Ian Walden (ed): EDI and 
the Law.
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of all an originator has many of the same responsibilities as the 
provider.

1)See to it that messages are transferred in a correct format 
and protocol.

2) Protect against corruption of the message.

3) See to it that the message is forwarded to the intended 
recipient.

3) Keep a correct trade data log.

4) Preserve confidentiality and security of the message

Even though the obligations of an originator to a large extent can 
be categorized in the same way as the obligations of a provider, 
some of the situations invoking the issues may differ. It is 
therefore useful to give the matter some attention.

First, a main issue in an EDI trading relation is that the 
recipient can rely on the message received. This also means that 
the recipient must rely on the electronic signature used. In this 
context it is easy to foresee situations were messages are rejected.

One can for instance foresee the situation where someone 
acquires unauthorized access to the signature, and manages to send 
false messages. The kind of liability this invokes will, as said 
before, depend on the cause, were the degree of negligence will 
be important. Examples of lax security routines would, for 
instance, imply that the party in question has not taken the 
appropriate measures, neither technical nor human, to ensure 
confidentiality of the secret key. One can for instance imagine that 
an authorized employee simply looses an encryption key (or may 
be more correctly the encryption code), and some unauthorized 
person thereby manages to place incorrect orders, or by some 
other means manage to cause damage to the other party.

This situation looks similar to the one we have in the area of 
consumer oriented electronic funds transfer systems, where a 
consumer looses his electronic banking card and code. In such
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cases, which are quite commonplace, several measures have been 
taken by both legal and contractual means to limit the liability of 
the consumer. In the recommended standard contract between 
banks and their cardholders, it is stated in clause 4.2 that if  losses 
are caused by the unauthorized use by a third party, the consumer 
will only be liable for an amount of 500 NOK unless the 
cardholder either by intent or gross negligence has made such 
unauthorized use possible, or that the consumer has not notified 
the bank of the theft or loss of card as speedily as possible. In 
Denmark, similar provisions exist in section 21 of the Danish 
Payment Card Act of 198475.

Although such consumer oriented cases are similar to the 
example above from an EDI trading situation, the legal 
considerations and solutions are quite different. The main reason 
for this is that in an EDI situation we are normally dealing with 
the area of commercial law where the strength and professionality 
of the different parties are more or less at the same level.

The fact that we could be dealing with a case where an 
employee looses the signature, invokes the principles of 
employer’s liability. A question that can be asked in such a case 
is, what if the employee looses his code outs^e his place of 
work. This is an interesting question. Section 2-1 of the Damage 
Law has a condition that the action causing damage must be done 
while performing the service as an employee. In this case, the 
cause originates from outside both the area of work and outside 
working hours, but it would most likely be considered a severe 
breach of security routines which again may constitute liability.

If the reason is lax security routines of a technical or 
organizational nature, the obvious solution would be that the 
originator would be liable. In case we are dealing with an 
ordinary trading situation where the originator places an order, 
although a false one, with a wrongful dispatch of goods as a 
result, we do get a situation where it is relatively easy to measure 
the damages. The result will simply be that the originator would 
have to stick to the surplus goods and pay for it (one must bear

75Lov om betalingskort m.v. af 6. juni 1984 nr. 284. 
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in mind that the recipient would have a duty to minimize the 
losses, which again, of course, may lead to another result).

To keep a correct log of trade data is a major obligation for the 
parties in an EDI relationship, but a breach of this will in most 
cases only lead to damages to the party not having complied with 
his obligation.

8.5. Recipients liability
The recipient’s liability will depend on the arrangements the 
recipient has with the originator. If the trading partners have a 
system of acknowledging transfers, doing so would be an 
important obligation. Furthermore, the recipient must, o f course, at 
all times be sure that the messages received are intended for 
himself.

Like all the other parties, the recipient will also have a strong 
obligation to secure confidentiality. The legal discussion will, 
however, be the same as above concerning the liability for the 
other parties. I will therefore confine myself by referring to what 
is said above.

One must, of course, always bear in mind that the recipient will 
have an obligation to carry out an order if  that order is accepted. 
If this is not done, we will again be within the area o f breach of 
contract, and outside what is a special legal issue in regard to 
EDI. The situation will, however, depend on the kind of system 
we are considering. If we are within the kind of system where an 
automated process is invoked on the recipient’s side, the recipient 
will have a very strong obligation to ensure that the organization 
functions as it is supposed to do. This implies that one must bear 
in mind that the responsibilities involve more than just 
acknowledging the messages. The recipient must also comply with 
the content of the messages.

8.6. Foreign law
No country does so far have a special legislation (which is very 
common in the area of damage law), regulating the liability issues 
in regard to EDI. In other, but similar areas, like the issues of

1 13



liability in regard to consumer oriented electronic funds transfer 
systems, there are, as we have seen, at least some examples of 
legislation.

The absence of special legislation means nothing more than that 
we have to lean on the general legislation and the fundamental 
principles of liability law. Although the primary conditions for 
awarding compensation are the same (damage - loss - adequacy - 
and legal basis for liability), the way they are understood and 
applied does of course, vary. As an example one could mention 
that in English law, it is both in legal theory76 and practice clearly 
stated as a general principle that absence of fault is no excuse in 
the case of a breach of contract.

French law is less restrictive, while German law states in the 
Bürgerliche Gesetz Buch section 285 (when section 276 is taken 
into account), that fault is a primary condition for liability for 
compensation in contractual relationships, although there are many 
exceptions.

From US practice we know that the courts are more inclined to 
award compensation for rather remote and consequential damages 
than in European countries.

8.7. The UNCID rules and the liability issue
The UNCID rules do not include any special provisions 
concerning liability. Their existence and application may, however, 
be a great help in preventing liability disputes.

8.8. Some final remarks on the liability issue
As we have seen above, there are incidents that may imply a 
rather severe liability for the parties involved. Many of the 
disputes are very similar to the ones we have today arising from 
the use of traditional data interchange. The consequences of a cor
rupted message sent by mail using paper may, o f course, have the 
same consequence as far as damages are concerned.

76I.e. cf P.S. Atiyah: An introduction to the law of contract. P. 228.
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An important question is, to what extent, and by what means, a 
party in an EDI system should make agreements concerning the 
liability issue. As far as the standard interchange agreements are 
concerned, they do not seem to reflect the matter any further than 
excluding liability for force majeure. The standard interchange 
agreement of the UK EDIA77 (Electronic Data Interchange 
Association) has stated the following in its clause 11:

A party shall not be deemed to be in breach o f  this agreement 
or otherwise be liable to any other party, by reason or any 
delay in performance, or non-performance, o f any o f  its 
obligations hereunder to the extent that such delay or non
performance is due to any Force Majeure o f which he has 
notified such other party; and the time fo r  performance o f  that 
obligation shall be extended accordingly.

For the purposes o f this clause "Force Majeure" means, in 
relation to any party, any circumstances beyond the reasonable 
control o f that party (including, without limitation, any strike, 
lock-out or other form s o f  industrial action)

As far as other clauses are concerned, they seem to be absent in 
this standard interchange agreement. Which means that in this 
specific interchange agreement there is no specific limit as far as 
the liability is concerned. A reason for this, which is emphasized 
in the explanatory commentary'8 to the agreement, is that the 
interchange agreement is only regulating the communication 
between the parties, and that if damage is caused, it is more likely 
to have arisen from  a breach o f  the underlying commercial 
contract which will have, i f  necessary its own terms fo r  attributing 
or limiting liability.

Even though it may not be necessary to govern this issue in a 
standard interchange agreement, the matter should nevertheless be

77A standard interchange agreement is also being worked out within the 
TEDIS programme.

7T he EDI Association: Standard Electronic Data Interchange Agreement, 
Explanatory Commentary. EDIA UK 8-90 2nd.ed.
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considered in more specific agreements between the parties. Parties 
to an agreement should, for instance, consider limiting their 
liability of certain forms of consequential damages, unless caused 
by intent or gross negligence. And, furthermore, set a maximum 
sum that will be awarded in case of damage.

Another solution, of course, would be to secure insurance for 
certain kinds of damages, and oblige the parties in their 
interchange agreements to do so. This is also what the explanatory 
note recommends the parties to do.

Another question is if the liability issue in regard to EDI 
requires special legislation. In my view it does not; even though 
we are dealing with a new way of doing business, the actual 
damages that may occur are not different from the those that 
occur in other areas today. It is the cause of the damage that is 
different in principle, but not that different.

For this reason I feel confident that the existing legislation and 
principles of liability law can take care of the issue, and that any 
further regulations should be by contractual means.
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9.

MANUFACTURER’S LIABILITY

9.1. The issue
In realizing EDI and the related obligations that come with it, 
certain factors are essential, among them the necessary software. 
When it comes to the question of hardware, this needs no special 
attention in this context. I will confine my self by referring to 
traditional damage and contract law. Software, however, does raise 
some questions of specific interest.

This chapter concerns the general issue of liability for the 
vendors of the software and hardware necessary for the parties to 
fulfill their obligations stated in the previous chapter.

When this question is discussed in a separate chapter, the reason 
is that this question is outside what is interesting in an EDI and 
liability context. It is a matter of traditional contract law, and a 
question of product liability. That the issue has no specific interest 
to the EDI question does not mean that the question is not 
relevant. As we have seen, two of the primary obligations in the 
EDI context is to preserve confidentiality and to see to it that 
messages are correctly conveyed. The following example can be 
used as an illustration. Let us imagine that someone manages by 
electronic means to "break" into the data bases of a provider, and 
from the bases retrieve trade data concerning the interchanges 
between two companies using EDI. Let us furthermore assume 
two things; first that the provider or the companies using EDI 
have had no chance whatsoever to prevent this incident, and that 
the disclosure of the information retrieved may cause severe 
economic damage to the company involved. Then it is disclosed 
that the unauthorized access has been made possible due to a 
programming error. We are, in other words, talking of a product 
with a defect - which again may be a breach of contract.
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The interesting question here is, will the software producer be 
liable, on what legal basis and to what extent.

The question o f the application o f the Sales Act o f  1988 
We can probably seek some guidance of the Sales Act of 1988. 
There have, however, been some doubts to whether the act at all 
is applicable for software sales. The question has been pointed out 
by Mads Bryde Andersen79. The legal tradition in the Nordic 
countries are so much alike, due to the legal cooperation, that it is 
reasonable to take his challenge into account, but o f course only 
as the legal source it is, legal theory and nothing more.

The point of doubt with respect to the application of the Sales 
Act for the purchase of computer programs arises because the 
payment is mainly for the intangible rather than the tangible parts 
(the medium on which the program is stored) of the purchased 
"item".

This means the following; if we are talking of a defect in the 
diskette, the incident may be within the scope of the Sales Act. 
The diskette is obviously physical and tangible. If we are talking 
of a programming error this is a defect in the immaterial part, 
which may not be governed by the act.

The main reason is that it is very impractical to restore a 
software program in case this should be necessary. As we all 
know, software is easy to copy, and furthermore, the copy will 
have the same quality as the original. Others do contest this view80 
by stating that the same arguments would be applicable to a lot of 
examples that always have been subject to the Sales Act. 
Examples that can be used in this context are video cassettes and 
audio records. In case of such items, there is no doubt that their 
value lies in the immaterial part (the music or text) of the item, 
and not the physical CD or tape as such. Such examples have

wMads Bryde Andersen: EDB og Ansvar.

Cf Ellen-Katrine og Robin Thrapp-Meyer:£tøamasfa'n Programmer og 
Rettslig klassifikasjon. In Dag Wiese Schartum (red): IRIs spectrum, 20 
artikler i anledning institutt for rettsinformatikks 20 års jubileum.
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become even more comparable as the copying here too can be 
digital, since this too will enable a copy to reach a quality as 
good as the original.

I shall at this point not go further into the discussion, but only 
state, that neither the Sales Act nor the legislative history include 
arguments for settling the issue. This fact has special relevance to 
Norwegian law since the Sales Act only is a couple of years old. 
Computer software has been considered subject to the previous 
act, although this matter surveyed here has never been before the 
courts.

It is also stated in legal theory81 that a purchase can comprise 
immaterial properties, i.e "good will" related to an enterprise even 
though this can not be qualified as tangible goods.

If one should come to any conclusion in this chapter it would 
be that it seems highly unlikely that the courts would deny that 
the Sales Act does not apply to computer software. In other 
words, the Sales Act is applicable.

Using the above example one would have to assess whether the 
defect corresponds to any of the definitions of defects in section 
17 of the Sales Act. This section states the obvious principle that 
the item sold must be in the state, and have the qualities that 
follow from the contract, and furthermore, that in case nothing is 
specified in the contract, must comply with the objectives it was 
made for. Referring to the example, it seems obvious that the 
defect described above would be a defect in regard to section 17. 
The point here is rather to see what kind of consequences this 
might have in terms of liability. The question of compensation for 
defects is regulated in section 40 of the Sales Act:

(1) The purchaser can claim compensation fo r  a loss as a 
consequence o f a defect to the item, unless vendor states 
that the fac t that there is a defect, is due to an obstacle 
as mentioned in section 27. The sections 27 and 28 do 
apply correspondingly.

81Cf; Chr. Fr. Wyller: Kjøpsretten i et nøtteskall. P. 21.
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(2) The provisions in the first paragraph, do not apply to the 
kind o f indirect loss as mentioned in section 67(2). In 
case o f an international purchase, the provisions apply 
unless otherwise follows from  section 70(3)

(3) The buyer can always claim compensation if

(a) the defect is caused by errors or negligence from  
the vendor, or

(b) the item already at the time o f contract diverted 
from  what was assured by the vendor.

As we see, this section does state the principle that compensation 
can be awarded. And, furthermore, it states the kind of legal basis 
for liability that are necessary in order to award compensation. 
The system of the Sales Act is that it operates with three different 
legal bases for liability. In the first section it is stated that the 
vendor is liable unless the defect is due to an obstacle as 
mentioned in section 27. This means that the vendor only is liable 
if he can prove that the defect has its cause outside his control. In 
legal terminology, this means that the seller is subject to control 
liability. If we were speaking of delayed deliveries, the typical 
kind of obstacles would be war, natural disasters etc. (In other 
words typical force majeure incidents). In case of software defects, 
the matter may be a little bit more difficult to describe. In my 
view the following example can give some guidance.

One could here be including two kinds of situations. The first 
would be the one where the software delivered simply does not 
comply with its specifications.

The second situation would be where the software answers to 
the specifications, but where subsequent technological development 
has made it possible to penetrate the security level the software 
was supposed to achieve. One could in this case talk about the 
development of counter software.

As far as the first example is concerned, we would obviously be 
dealing with a matter to which section 40 might be applied. As 
far as the second example is concerned, one could here ask if this
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could be regarded as beyond the control of the producer. A 
vendor selling security software would of course never have any 
control over development of counter software, as we know 
security methods that were secure just a couple of years ago can 
be circumvented today with software available for just a couple of 
hundred ECU. It is not possible here to give a general answer to 
the question, but only state that the matter will depend very much 
on the situation.

As a point of departure, a defect is only a defect if at the point 
of delivery it does not comply with the standards ensured or 
implied in the contract. On the other hand, however, one could 
very well foresee the situation where a vendor should have known 
that the system he designed and sold in just a matter o f time 
would become insecure due to "counter packages" or other 
methods. In such a case one should not take it for granted that a 
vendor would not be liable.

But as we see from section 40, second paragraph the extent of 
liability depends very much on which basis the buyer can plead. 
Section 40, second paragraph, does not cover damages as specified 
in section 67(2), though they are covered in case of international 
purchases. Section 67(2) defines the term indirect damages.

Section 40(3) does state that compensation can be claimed if the 
defect is due to the errors or negligence of the vendor and 
furthermore, when the goods deviate from what the vendor has 
described.

As we may see from the above, the amount that can be claimed
depends on which basis the buyer can claim.

The next step would be to determine what kind of compensation 
the buyer actually would be able to claim. The general rule is
given in section 67 of the Sales Act which governs the right to
compensation in case of contractual breaches. The main rule is 
that the injured party shall be awarded compensation for the loss 
that has been caused by the contractual breach. Although this only 
applies to losses that one reasonably could have foreseen would be 
a consequence o f the contractual breach (the defect).
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The Sales Act distinguishes between direct and indirect losses. A 
definition of an indirect loss is given in section 67(2)82;

(2) As indirect loss is counted:

(a) Loss as a consequence o f a diminished or stopped 
production or trade,

(b) Loss as a consequence o f the item not being avail
able as assumed

(c) Lost revenues because o f loss o f contracts with a 
third party or because the contract could not be 
fulfilled as foreseen, but only to the extent where 
the buyer without reasonable grounds does not 
complete a substitutional purchase or take other 
measures which can reduce the loss,

(d) Loss as a consequence o f damage to other items 
than the sold item itself, or on items that the item 
is used to produce, or which has a close relation 
to its assumed use.

The crucial question is to determine when we are speaking of an 
indirect damage, and when we are speaking of a direct damage in 
the context of EDI software. Expenses the buyer would have in 
order to rectify the functions of the defected software, is obviously 
a direct loss.

In case of economic consequences of an erroneous disclosure of 
information, this is obviously an indirect loss. The question here 
would rather be to ask if such a loss is too remote to be regarded 
as even an indirect loss in regard to the Sales Act. The answer 
must be that it must be regarded as an indirect loss. If a software 
package fails to secure trade data, this does mean a major failure 
in regard to the tasks the software is supposed to fulfill. It will 
furthermore be known to the producer of the software, although

82Authors translation.
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the producer probably will have no specific knowledge of the 
actual importance of the information it is supposed to secure.

From the above, we have seen that the software manufacturers 
to a large extent can be liable in regard to the provisions in the 
Sales Act. One must in this context not forget that these provi
sions are not mandatory, but can be governed by contract, cf 
section 1, which of course is very common in the software 
industry.

9.2. Is the product liability legislation applicable?
One could, of course, discuss the application of the Product 
Liability Act. When this is not done, it is due to the fact that it is 
not at all certain that the Product Liability Act83 covers the kind 
o f damages likely to occur in an EDI context. Furthermore, where 
we are speaking of such damages, they would probably be of the 
kind described above, which means that the Sales Act would be 
applicable. One can in this context mention that it is stated in the 
legislative history of the Sales Act that damages that are closely 
related to the defective product will be covered by the act.

9.3. Some final rem arks on this chapter of the software 
vendors liability

As far as the liability issue for the vendors of the necessary 
equipment is concerned, this is, as we have seen, mostly a matter 
of traditional damage law in contractual relationships. What 
remains to be seen is whether the widespread use of EDI will lead 
to a new types of decisions where liability principles are applied 
differently. Probably this will not occur, since the situation will 
not be that different from other disputes concerning software mal
functioning.

83Lov om produktansvar. Lov' av 23 des. Nr. 104. 1988.
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10.

A FINAL REMARK

The scope of this book has been to review paperless systems and 
EDI in regard to Norwegian law. If one should come to any form 
of conclusion, it would be that the matter of using paperless 
systems and EDI, is more a matter of creating secure organi
zations rather than calling for changes in the law. But as we have 
seen, there are areas where changes or amendments could be 
considered. Furthermore, some areas certainly need to be 
considered more thoroughly, aimongst them the liability issues and 
the interlegal issues. The paperless systems are, as we know, of an 
international character in the way that they shuffle data across 
boundaries.

When it comes to the use of EDI within the area of business 
data, no serious legal disputes have so far emerged. There are, 
however, those who say that the reason for this is that those who 
use such systems today do so on a very professional level. As use 
becomes more common, it may happen that less professional users 
enter the scene. A scenario like that may nevertheless call for 
more legal frame works, both at an domestic and an international 
level. It is certainly of paramount importance that the work on 
international standardization continues.
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UNIFORM RULES OF CO NDUCT FOR INTERCHANGE  

OF TRADE D ATA BY  TELETRANSM ISSION  
(UNCID)

Article 1 - Objective

These rules aim at facilitating the interchange of trade data effected by 
teletransmission, through the establishment o f agreed rules o f conduct 
between parties engaged in such transmission. Except as otherwise 
provided in these rules, they do not apply to the substance of trade data 
transfers.

Article 2 - Definitions

For the purpose of these rules the following expressions used therein 
shall have the meaning set out below:

a) Trade transaction: A  specific contract for the purchase and sale or 
supply of goods and/or services and/or other performances between the 
parties concerned, identified as the transaction to which a trade data 
message refers;

b) Trade data message: Trade data exchanged between parties concerned 
with the conclusion or performance of a trade transaction;

c) Trade data transfer (hereinafter referred to as"transfer"): One or more 
trade data messages sent together as one unit o f dispatch which includes 
heading and terminating data;

d) Trade data interchange application protocol (TDI-AP): An accepted 
method for interchange of trade data messages, based on international 
standards for the presentation and structuring of trade data transfers 
conveyed by teletransmission;

e) Trade data log: A collection of trade data transfers that provides a 
complete historical record of the trade data interchanged.
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Article 3 - Application

These rules are intended to apply to trade data interchange between 
parties using a TDI-AP. They may also, as appropriate, be applied when 
other methods of trade data interchange by teletransmission are used.

Article 4 - Interchange standards

The trade data elements, message structure and similar rules and com
munication standards used in the interchange should be those specified in 
the TDI-AP concerned.

Article 5 - Care

a) Parties applying a TDI-AP should ensure that their transfers are 
correct and complete in form, and secure, according to the TDI-AP 
concerned and should take care to ensure their capability to receive such 
transfers.

b) Intermediaries in transfers should be instructed to ensure that there is 
no unauthorized change in transfers required to be retransmitted and that 
the data content of such transfers is not disclosed to any unauthorized 
person.

Article 6 - Messages and transfers

a) A trade data message may relate to one or more trade transactions 
and should contain the appropriate identifier for each transaction and 
means of verifying that the message is complete and correct according to 
the TDI-AP concerned.

b) A transfer should identify the sender and the recipient; it should 
include means of verifying, either through the technique used in the 
transfer itself or by some other manner provided by the TDI-AP 
concerned, the formal completeness and authenticity of the transfer.
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Article 7 - Acknowledgement of a transfer

a) The sender of a transfer may stipulate that the recipient should ack
nowledge receipt thereof. Acknowledgement may be made through the 
teletransmission technique used or by other means provided through the 
TDI-AP concerned. A recipient is not authorized to act on such transfer 
until he has complied with the request of the sender.

b) If the sender has not received the stipulated acknowledgement within 
a reasonable or stipulated time, he should take action to obtain it. If, 
despite such action, an acknowledgement is not received within a further 
period of reasonable time, the sender should advise the recipient 
accordingly by using the same means as in the first transfer or other 
means if necessary and, if he does so, he is authorized to assume that 
the original transfer has not been received.

c) If a transfer received appears not to be in good order, correct and 
complete in form, the recipient should inform the sender thereof as soon 
as possible.

d) If the recipient of a transfer understands that it is not intended for 
him, he should take reasonable action as soon as possible to inform the 
sender and should delete the information contained in such transfer from 
his system, apart from the trade data log.

Article 8 - Confirmation of content

a) The sender of a transfer may request the recipient to advise him 
whether the content of one or more identified messages in the transfer 
appears to be correct in substance, without prejudice to any subsequent 
consideration or action that the content may warrant. A recipient is not 
authorized to act on such transfer until he has complied with the request 
of the sender.

b) If the sender has not received the requested advice within a 
reasonable time, he should take action to obtain it. If, despite such 
action, an advice is not received within a further period of reasonable 
time, the sender should advise the recipient accordingly and, if he does 
so, he is authorized to assume that the transfer has not been accepted as 
correct in substance.
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Article 9 - Protection of trade data

a) The parties may agree to apply special protection, where permissible, 
by encryption or by other means, to some or all data exchanged between 
them.

b) The recipient o f a transfer so protected should assure that at least the 
same level of protection is applied for any further transfer.

Article 10 - Storage of data

a) Each party should ensure that a complete trade data log is maintained 
of all transfers as they were sent and received, without any modification.

b) Such trade data log may be maintained in computer media provided 
that, if so required, the data can be retrieved and presented in readable 
form.

c) The trade data log referred to in paragraph (a) of this article should 
be stored unchanged either for the period of time required by national 
law in the country of the party maintaining such trade data log or for 
such longer period as may be agreed between the parties or, in the 
absence o f any requirement of national law or agreement between the 
parties, for three years.

d) Each party shall be responsible for making such arrangements as may 
be necessary for the data referred to in paragraph (b) of this article to be 
prepared as a correct record of the transfers as sent and received by that 
party in accordance with paragraph (a) of this article.

e) Each party must see to it that the person responsible for the data 
processing system of the party concerned, or such third party as may be 
agreed by the parties or required by law, shall, where so required, certify 
that the trade data log and any reproduction made from it is correct.

Article 11 - Interpretation

Queries regarding the correct meaning of the rules should be referred to 
the International Chamber o f Commerce, Paris.
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CMI RULES FOR ELECTRONIC BILLS OF LADING

1. SCOPE OF APPLICATION

These rules shall apply whenever the parties so agree.

2. DEFINITIONS

a. "Contract of carriage" means an agreement to carry goods wholly or 
partly by sea.

b. "EDI" means Electronic Data Interchange, i.e. the interchange of 
trade data effected by teletransmission.

c. "UN/EDIFACT" means the United Nations Rules for Electronic Data 
Interchange for Administration, Commerce and Transport.

d. "Transmission" means one or more messages electronically sent 
together as one unit o f dispatch which includes heading and 
terminating data.

e. "Confirmation" means a Transmission which advises that the content 
of a Transmission appears to be complete and correct, without 
prejudice to any subsequent consideration or action that the content 
may warrant.

f. "Private Key" means any technically appropriate form, such as a 
combination of numbers and/or letters, which the parties may agree 
for securing the authenticity and integrity of a Transmission.

g. "Holder" means the party who is entitled to the rights described in 
Article 7(a) by virtue of its possession of a valid Private Key.

h. "Electronic Monitoring System" means the device by which a 
computer system can be examined for the transactions that it 
recorded, such as a Trade Data log or an Audit Trail.

i. "Electronic Storage" means any temporary, intermediate or permanent 
storage of electronic data, including the primary and the back-up 
storage of such data.
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3. RULES OF PROCEDURE

a. When not in conflict with these Rules, the Uniform Rules of 
Conduct for Interchange of Trade Data by Teletransmission, 1987 
(UNCID) shall govern the conduct between the parties.

b. The EDI under these Rules should conform with the relevant UN/- 
EDIFACT standards. However, the parties may use any other method 
of trade data interchange acceptable to all of the users.

c. Unless otherwise agreed, the document format for the Contract of 
Carriage shall conform to the UN Layout Key or compatible national 
standard for bills of lading

d. Unless otherwise agreed, a recipient of a Transmission is not 
authorised to act on a Transmission unless he has sent a 
Confirmation.

e. In the event of a dispute arising between the parties as to the data 
actually transmitted, an Electronic Monitoring System may be used 
to verify the data received. Data concerning other transactions not 
related to the data in dispute are to be considered as trade secrets 
and thus not available for examination. If such data are unavoidably 
revealed as part of the examination of the Electronic Monitoring 
System, they must be treated as confidential and not released to any 
outside party or used for any other purpose.

f. Any transfer of rights to the goods shall be considered to be private 
information, and shall not be released to any outside party not 
connected to the transport or clearance of the goods.

4. FORM AND CONTENT OF THE RECEIPT MESSAGE

a. The carrier, upon receiving the goods from the shipper, shall give 
notice of the receipt of the goods to the shipper by a message at the 
electronic adress specified by the shipper.

b. This receipt message shall include:

i. the name of the shipper;
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ii. the description of the goods, with any representations and
reservations, in the same tenor as would be required if a paper 
bill of lading were issued;

iii. the date and place of the receipt of the goods;

iv. a reference to the carrier’s terms and conditions of carriage; and

v. the Private Key to be used in subsequent Transmissions. The
shipper must confirm this receipt message to the carrier, upon 
which Confirmation the shipper shall be the Holder.

c. Upon demand of the Holder, the receipt message shall be updated 
with the date and place of shipment as soon as the goods have been 
loaded on board.

d. The information contained in (ii), (iii) and (iv) of paragraph (b) 
above, including the date and place of shipment if updated in 
accordance with paragraph (c) of this Rule, shall have the same 
force and effect as if the receipt message were contained in a paper 
bill of lading.

5. TERMS AND CONDITIONS OF THE CONTRACT OF CARRIAGE

a. It is agreed and understood that whenever the carrier makes a 
reference to its terms and conditions of carriage, these terms and 
conditions shall form part of the Contract of Carriage.

b. Such terms and conditions must be readily available to the parties to 
the Contract of Carriage.

c. In the event of any conflict or inconsistency between such terms and 
conditions and these Rules, these Poiles shall prevail.

6. APPLICABLE LAW

The Contract of Carriage shall be subject to any international convention 
or national law which would have been compulsorily applicable if a 
paper bill of lading had been issued.
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a. The Holder is the only party who may, as against the carrier:

(1) Claim delivery of the goods;

(2) nominate the consignee or substitute a nominated consignee for 
any other party, including itself;

(3) transfer the Right of Control and Transfer to another party;

(4) instruct the carrier on any other subject concerning the goods, in 
accordance with the terms and conditions of the Contract of 
Carriage, as if he were the holder of a paper bill of lading.

b. A transfer of the Right of Control and Transfer shall be effected:

(i) by notification of the current Holder to the carrier of its 
intention to transfer its Rights of Control and Transfer to a 
proposed new Holder, and

(ii) Confirmation by the carrier of such notification message, 
whereupon

(iii) the carrier shall transmit the information as referred to in article 
4 (except for the Private Key) to the proposed new Holder, 
whereafter

(iv) the proposed new Holder shall advise the carrier of its 
acceptance of the Right of Control and Transfer, whereupon

(v) the carrier shall cancel the current Private Key and issue a new 
Private Key to the new Holder.

c. If the proposed new Holder advises the carrier that it does not 
accept the Right of Control and Transfer or fails to advise the carrier 
of such acceptance within a reasonable time, the proposed transfer of 
the Right of Control and Transfer shall not take place. The carrier 
shall notify the current Holder accordingly and the current Private 
Key shall retain its validity.

d. The transfer of the Right of Control and Transfer in the manner 
described above shall have the same effect as the transfer of such 
rights under a paper bill of lading.

7. RIGHT OF CONTROL AND TRANSFER
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8. THE PRIVATE KEY

a. The Private Key is unique to each successive Holder. It is not
transferable by the Holder. The carrier and the Holder shall each
maintain the security of the Private Key.

b. The carrier shall only be obliged to send a Confirmation of an
electronic message to the last Holder to whom it issued a Private 
Key, when such Holder secures the Transmission containing such 
electronic message by the use of the private Key.

c. The Private Key must be separate and distinct from any means used 
to identify the Contract of Carriage, and any security password or 
identification used to access the computer network.

9. DELIVERY

a. The carrier shall notify the Holder of the place and date of intended 
delivery of the goods. Upon such notification the Holder has a duty 
to nominate a consignee and to give adequate delivery instructions to 
the carrier with verification by the private Key. In the absence of 
such nomination, the Holder will be deemed to be the consignee.

b. The carrier shall deliver the goods to the consignee upon production 
of proper identification in accordance with the delivery instructions 
specified in paragraph (a) above; such delivery shall automatically 
cancel the Private Key.

c. The carrier shall be under no liability for misdelivery if it can prove 
that it exercised reasonable care to ascertain that the party who 
claimed to be the consignee was in fact that party.

10. OPTION TO RECEIVE A PAPER DOCUMENT

a. The Holder has the option at any time prior to delivery of the goods 
to demand from the carrier a paper bill of lading. Such document 
shall be made available at a location to be determined by the Holder, 
provided that no carrier shall be obliged to make such document 
available at a place where it has no facilities and in such instance 
the carrier shall only be obliged to make the document available at 
the facility nearest to the location determined by the Holder. The 
carrier shall not be responsible for delays in delivering the goods 
resulting from the Holder exercising the above option.
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b. The carrier has the option at any time prior to delivery of the goods 
to issue to the Holder a paper bill of lading unless the exercise of 
such option could result in undue delay or disrupts the delivery of 
the goods.

c. A bill of lading issued under Rules 10 (a) or (b) shall include:

(i) the information set out in the receipt message referred to in
Rule 4 (except for the Private Key); and

(ii) a statement to the effect that the bill of lading has been issued
upon termination of the procedures for EDI under the CMI 
Rules for Electronic Bills of Lading. The above mentioned Bill 
of Loading shall be issued at the option of the Holder either to 
the order of the Holder whose name for this purpose shall then 
be inserted in the bill of loading, or "to bearer".

d. The issuance of a paper bill of lading under Rule 10 (a) or (b) shall 
cancel the Private Key and terminate the procedures for EDI under 
these Rules. Termination of these procedures by the Holder or the 
carrier will not relieve any of the parties to the Contract of Carriage 
of their rights, obligations or liabilities while performing under the 
present Rules nor of their rights, obligations or liabilities under the 
Cintract of Carriage.

e. The Holder may demand at any time the issuance of a print-out of 
the receipt message referred to in Rule 4 (except for the Private 
Key) marked as "non-negotiable copy". The issuance of such a print
out shall not cancel the Private Key nor terminate the procedures for 
EDI.

11. ELECTRONIC DATA IS EQUIVALENT TO WRITING

The earner and the shipper and all subsequent parties utilizing these 
procedures agree that any national or local law, custom or practice 
requiring the Contract of Carriage to be evidenced in writing and signed, 
is satisfied by the transmitted and confirmed electronic data residing on 
computer data storage media displayable in human language on a video 
screen or as printed out by a computer. In agreeing to adopt these Rules, 
the parties shall be taken to have agreed not to raise the defence that this 
contract is not in writing.
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