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Foreword

This report has been developed for the work currently being carried 
out within the framework of the International Chamber of 
Commerce on electronic data interchange (EDI). It has been 
contracted by the Swedish Federation of Industries, whose deputy 
director general, Jan Freese, is chairman for the ICC Working Party 
on EDI.

Jan Freese approached the Norwegian Research Center for 
Computers and Law with the idea that a report should be developed 
which briefly stated typical legal obstacles to the introduction of 
EDI in national legislation, exemplifying such obstacles with 
references to or citations from national regulations, and suggesting 
amendments which would remove the obstacles. This is a rather 
bold approach, and it is bound to imply simplifications. In other 
works by the NRCCL, a more traditional and academic approach 
has been taken.1 But we were stimulated by the practical thrust of 
Mr Freese’s proposal, and the context in which the work was 
carried out.

The report has been developed by Rolf Riisnaes in 
cooperation with Jon Bing. But we have been supported by others 
at the NRCCL who are working with related issues, especially Olav 
Torvund and Andreas Galtung.

We would like to thank those mentioned above. In addition, 
many persons have contributed throughout the process in 
discussions and correspondence. Not least the staff of Mr Freese 
has been very helpful.

1 Cf for instance Andreas Galtung, Paperless Systems and EDI, 
CompLex 4/91, Tano, Oslo 1991.



As already stated, this report does not have as its objective to 
further refine the legal analysis related to EDI. But we hope it may 
contribute to a structured discussion of the legal policies which may 
result in a legal environment which will be appropriate for EDI.

Oslo, March 1992

Jon Bing Rolf Riisnaes



Table of Contents

FO R EW O R D ...............................................................................  5

INTRODUCTION .....................................................................  9

Additional comments to the r e p o r t .......................................  12
1. Could contracts be concluded by E D I ? ................. 12
2. Revocability - should it be allowed at a l l? ............ 13
3. The credit p roblem ...................................................  14
4. The battle of form s...................................................  14
5. Computerised evidence in criminal cases..............  15

SECURITY A S P E C T S...........................................................  17

CONTRACT FO R M A T IO N .................................................. 19
1. The concept of a docum ent....................................  19
2. When should the offeror be bound by his offer? . 20
3. When should the contract be regarded as

concluded? ................................................................  22
4. Where is the contract concluded?........................... 24
5. When should an acknowledgement of receipt of

EDI messages be m a d e ? ..........................................  27
6. What should be the consequences of failing to

send such an acknowledgement? ...........................  28

ACCOUNTING AND AUDITING .....................................  31
1. Transmission and Storage of Accounting

Inform ation................................................................  31
2. Information Storage and S ecurity ........................... 34

CUSTOMS AND EXCISE ....................................................  39
1. Transmission of Customs Declarations ................. 39
2. Customs Declarations - the Responsibility of the

Declarant.....................................................................  41



TRANSPORT INSURANCE 45

E V ID E N C E ............................................................................... 49
1. Admissibility of Computerised Evidence...............  49
2. The Burden of P roof.................................................  50

THE COMPUTER CODE .................................................... 53
Preamble .......................................................................... 53
Article 1. Definitions ..............................................  53
Article 2. Security Aspects ....................................  53
Article 3. Contract Formation.................................. 54
Article 4. Accounting and Auditing .....................  55
Article 5. Customs and E x c ise ...............................  56
Article 6. Insurance................................................... 57
Article 7. Evidence................................................... 58



Introduction

EDI has been defined in many ways. For this report we will, unless 
stated otherwise, use the definition given in the TEDIS Interchange 
Agreement, Final Draft of May 1991:

Electronic Data Interchange (EDI) is the transmission o f data 
structured according to agreed message standards, between 
information systems, by electronic means.

This implies that we deal mainly with the direct, computer-to- 
computer communication of structured business data, and that the 
electronic mail systems will be considered here to a small extent 
only.

As in the TEDIS Interchange Agreement, the term "message" 
should be interpreted as:

A coherent set o f data, structured according to agreed 
message standards, for transmission by electronic means, 
prepared in a computer-readable format and capable o f being 
automatically and unambiguously processed.

The aim of this report is not to analyse the legal obstacles to the 
use of EDI systems, but to work out propositions to solve the 
problems already pointed out in other reports, such as TEDIS, The 
Legal Position o f the Member States with Respect to Electronic
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Data Interchange, 1989, and Andreas Gaining, Paperless Systems 
and EDI, CompLex 4/91, Tano, Oslo 1991.

The questions dealt with are, briefly: security aspects, contract 
formation, accounting and auditing, customs and excise, transport 
insurance, and evidential questions.

Negotiable instruments, real estate contracts and conveyance of 
immaterial and intangible assets present common problems in this 
area. However, it seems that the function of negotiable instruments 
cannot yet be replaced by electronic means, at least not as a general 
instrument. The rules being worked out concerning an electronic 
bill of lading, are not necessarily suitable for other negotiable 
documents. Transactions involving real estate or intellectual 
property (copyright, patents, etc) are currently not executed in an 
EDI environment, and the problems which may arise out of such 
transactions are not addressed in this paper.

The growing use of EDI may generate problems related to data 
protection. These issues will not be treated in this report.

Whenever an EDI system is established for the purpose of paperless 
trading and accounting, a major part of the information needed by 
the authorities for audit purposes etc will be stored electronically. 
This solution represents an easier access to a greater deal of 
information than the traditional paperbased systems. The questions 
concerning the access of the authorities to such additional informa
tion will not be analysed here. Nevertheless, the main principle 
should be that no external supervisor should have the right to 
demand access to information which is not necessary to carry out 
the purpose of the supervision.
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The proposals set out in this report are adapted to open network 
solutions, where the parties are not involved in a prior contractual 
relationship, and should be regarded as standard terms from which 
contracts may deviate. In open networks, a contract is entered with 
the network provider only. The first contact between the seller and 
the purchaser may be established by computerised means. When
ever a prior framework contract is concluded, the parties may agree 
on terms different from those set out in this report.

Fig I : Multinational network with no direct communication between 
the parties
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Additional comments to the report
After the presentation of drafts of the report, some valuable 
comments have been communicated to us. Some of these have 
resulted in amendments of the report. Some of them raise issues 
which we think should be brought to the attention of the ICC 
working party. These points are summarised below. We emphasise 
that the issues are characterised as we have understood them and 
with our own assessment, and may not reflect adequately the points 
raised by the comments.

1. Could contracts be concluded by EDI?

It has been held that contracts can not be concluded by EDI. We 
agree that there are some problems regarding the technical solutions 
for contracting in open networks, but we believe that these 
problems can be overcome and have retained the discussion in the 
report.

As to the question of a joint intent between the parties when their 
systems are concluding contracts, we think this may be solved by 
system design. The system should contain information on what sorts 
of goods to sell and buy, and under what circumstances. If the 
system conclude contracts on different terms than what was 
expected when the system was designed, this is a risk that the 
parties involved implicitly have decided to take when engaging in 
such transactions.

It has also been held that these problems are not present if the 
parties conclude a framework agreement beforehand. Talking about 
a corporations main suppliers, one will probably establish such 
contracts prior to the transaction, but one should not have to do that
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with respect to any occasional supplier. We believe that the 
potential risk of concluding these numerous small day-to-day 
transactions in an open EDI environment could validly be taken by 
the parties entering such a system.

2. Revocability - should it be allowed at all?

There are certain problems by allowing revocation of messages 
made through EDI. If the messages are processed real-time, there 
will be few possibilities for the revocation to reach the receiver 
until it is too late, that is when no rule on revocation re integra is 
admissable. Further on, when the messages are being batch- 
processed, they will be treated sequentially. A message containing 
a revocation could be "flagged" in such a way that it was given 
priority, but an advantage of EDI should be that there is no need to 
know whether your contracting party has a real-time or a batch- 
processing system. In general, revocation of EDI messages could 
make problems.

On the other hand, even if the original message is being processed 
before the revocation arrives, the time gap between them may be so 
small that the process may be reversable without any economic 
damage to the recipient. And it would mean major changes in 
principle to the law if one should completely prohibit the possibility 
of revocation, especially when the principle o f promise governs the 
matter.

It should be decided by the ICC whether one should recommend 
this or not.
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3. The credit problem

It has been suggested that evaluation of the credit-rating of a 
contracting party hardly can be done by computers. This may be so, 
but again, for all the smaller transactions taking place between 
occasional parties one have alternatives today. Even if the contracts 
are concluded and carried through by the EDI systems, we can not 
see why every part of the transaction should deviate from what is 
todays common practice. For instance, one may still use the concept 
of paying cash when the goods are collected or delivered. And 
finally, automated credit-rating may be difficult and expensive 
today, but it may be practical with future technology.

4. The battle of forms

The exchange of contractual terms during the process of contract 
formation is a current problem. Practice proves that the parties, 
during their day-to-day transactions, assign their standard terms by 
routine, but to which extent these are accepted by the other party, 
does not seem to worry them. The suggestion for EDI-terms seem 
to solve some of these problems and, as proposed above, one will 
probably still negotiate framework agreements with important 
suppliers. During these negotiations, the subject of contractual terms 
should be addressed. It has been argued that even EDI-terms will 
not be sufficient, because suppliers like to extend standard terms 
with their own terms. This may be true. But we do not think it is 
necessary to solve all the problems of our current situation before 
adopting a new technical solution. We find that avoiding some of 
the problems, and not increasing the rest, should be sufficient for 
a start. We will probably have to leam from experience before we 
are able to solve all the problems.
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5. Computerised evidence in criminal cases

It has been asked whether computerised evidence are sufficient in 
criminal cases. At this stage we can only recommend that this 
question should be undertaken an independent study.
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Security Aspects

It is necessary to establish some general security requirements for 
the use of EDI systems. Obviously some transactions require a 
higher level of security than others, but there are some basic 
security requirements which may apply generally.

One of the main principles should be to implement measures to 
avoid transmission errors and unauthorized alteration of the 
information. Whenever a transmission error occurs, and is disclosed 
by the recipient, he should notify the sender as soon as possible.

A historical record (log) of the messages being transmitted should 
be held as long as required by national regulations, or agreements 
concluded by the party. This may depend on rules concerning the 
storage of the computerised information based on the messages. If 
no such requirements are found in the regulations or agreements, 
the log should be kept for three years. Accounting regulations may 
be an example of national legislation which may require such 
documentation to be retained for a longer period. This requirement 
is justified by control purposes. The choice of a three year period 
as a default arrangement corresponds to article 10 (c) of the 
Uniform Rules of Conduct for Interchange of Trade Data by 
Teletransmission (UNCID).

For the more technical aspects of security standards necessary to 
comply with these requirements, please refer to:
ISO 9796 Draft International Standard, Digital Signatures Giving 
Message Recovery;
EC - DG XIII, ITSEC, Information Technology Security Evaluation 
Criteria;
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and US Department of Defence, TCSEC (the Orange Book), 
Trusted Computer Systems Security Evaluation Criteria.

Basic security requirements should be:

1. Any party transmitting messages electronically should 
implement measures to avoid transmission errors and 
alteration o f the data.

2. I f  a message when received appears not to be in good 
order, correct and complete in form, the recipient should 
inform the sender thereof as soon as possible.

3. A complete historical record (log) should be maintained o f 
all messages as they were sent and received, without any 
modification.

4. The log may be computerised, provided that, if  so required, 
the data can be retrieved and stored in readable form.

5. The log should be maintained unaltered and securely, for  
such time as required by legislation, but for not less than 
three years.



Contract Formation

Questions concerning the formation of contracts do not really 
present legal obstacles to the growing use of EDI systems. One 
might, however, find that the legal rules governing contracts are not 
suitable in relation to EDI, and should be replaced.

1. The concept of a document

One basic condition for the use of EDI systems is that no paper is 
required to establish valid rights and obligations, or to enforce 
them. This also seems to be the main principle in most jurisdictions 
regarding the sale of goods. However, there are exceptions. These 
may refer to transactions of a certain amount, or the requirement for 
a manual signature. In Belgium and France written evidence is 
required of agreements involving sums in excess of BF 3,000 (or 
FF 5,000 respectively)1, and in the Soviet Union there is a require
ment for writing and two signatures for contracts involving parties 
in other countries. Even if such requirements are subject to 
numerous exceptions, they should be replaced.

Article 11 (1) of the UN Convention on Contracts for the Interna
tional Sale of Goods (1980) states:

A contract o f sale need not be concluded in or evidenced by 
writing and is not subject to any other requirement as to form. 
It may be proved by any means, including witnesses.

1 A consequence of article 1341 of the Civil Code.
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The main principle of contract conclusion should be:

Contracts can validly be concluded and proven by any means.

2. When should the offeror be bound by his offer?

The question arises when the principle of promise governs the 
matter, or the offer is made irrevocable for a period of time.

The Norwegian Contract Formation Act, section 7, states:

I f  an offer or a response to an offer is revoked, the revoca
tion is valid if it reaches the other party before or at the 
same time that the offer or the answer to the offer has 
come to his knowledge.

The Norwegian Contract Formation Act, section 7, implies that the 
offeror is bound by his offer when it comes to the knowledge of the 
recipient. This principle applies well to the electronic mail systems, 
where there must be a human being reading the received mail. 
However, it does not seem appropriate to the direct, computer-to- 
computer transfer of structured business data. It does not make 
sense that something have come to the knowledge of a computer. 
If one should try to point out at what time the offeror is bound 
under the current s 7, it must probably be when the offer is 
registered in the recipient’s information system, in such a way that 
the system can take advantage of the information.



Teresa (86) Contract Formation 21

In EDI systems, information is transferred very rapidly. When an 
offer is sent to another computer, there is no reason for the offeror 
to believe that he could possibly revoke the offer after it reaches the 
recipient’s information system, but before it is taken further into the 
system. Due to the speed of the EDI systems one should try to find 
a point which is easily identified for the purpose of revocability. 
One such point is the stage at when a message is recorded in the 
recipient’s log. The message will usually get a time stamp at this 
point. This is also the time when the offer in general is made 
available to the recipient’s information system. From this point 
onwards, it will depend on the circumstances how long it takes until 
the receiving system takes an action.

For instance: A message is received and recorded in the log. Then 
it is put in an electronic "mailbox" which is being accessed by a 
batch process every five or ten minutes. The batch process makes 
the message available to the relevant part of the information system, 
but it may take longer before this particular message is interpreted 
and processed by that part of the system. The legal consequences 
of receiving a message should therefore, in general, be related to 
when the message is recorded in the recipient’s log. But as 
discussed below, the message may be considered as made available 
at an even earlier stage.

A rticle 15 o f the U N  C onvention  on C ontracts for the In ternational 
Sale o f G oods (1980) states:

(1) An offer becomes effective when it reaches the offeree.
(2) An offer, even i f  it is irrevocable, may be withdrawn if the
withdrawal reaches the offeree before or at the same time as the
offer.
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The EDI systems will probably in a few years dominate the markets 
of international sale of goods. One should, therefore, attempt to 
introduce uniform rules in this area, even if some countries have 
not yet adopted Part 0  of the Convention. The term reaches the 
offeree also seems sufficiently wide to include logging offers into 
the recipient’s system, as such logs should be complete and 
unchanged trade data records of everything having been received, 
made at the time of receiving.

A new second paragraph to s 7 of the Norwegian Contract Conclu
sion Act may be added:

I f  an offer or a response to an offer is transmitted as data 
structured according to an agreed message standard, between 
information systems, by electronic means (EDI), it becomes 
effective when it is made available to the information system 
of the receiver.

3. When should the contract be regarded as 
concluded?

The Norwegian Contract Formation Act, section 7, implies that the 
contract is concluded when the acceptance reaches the offeror. As 
proposed above, the term reaches the offeror should be read as:

is made available to the recipient’s information system.
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This point in time is usually easily identified. It also meets the 
proposition in art 9.2 of the TEDIS Final Draft Interchange Agree
ment of May 1991 stating:

Unless otherwise agreed, a contract made by EDI will be 
considered to be concluded at the time and the place where the 
EDI message constituting the acceptance o f an offer is made 
available to the information system o f the receiver.

There do not seem to be any problems relating to the UN Conven
tion. Article 18 (2) of that convention states:

An acceptance o f an offer becomes effective at the moment the 
indication o f assent reaches the offeror.

See also UN Convention, article 24:

... "reaches" the addressee when it is made orally to him or is 
delivered by any other means to him personally, to his place of 
business or mailing address ....

Article 23 of the UN Convention states:

A contract is concluded at the moment when an acceptance o f 
an offer becomes effective in accordance with the provisions o f 
this Convention.

The postal rule which is applied in some jurisdictions might apply 
to the transfer of an acceptance by EDI. The EDI system might be 
seen as a store and forward system, like the postal service. In that 
case, the acceptance would become effective at the time it is sent.
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The EDI system, however, resembles more an instantaneous system, 
like the telex systems. The person sending an acceptance via an 
EDI system does not usually control the transfer. Neither does the 
offeror. It seems convenient to let each party carry the risk of their 
own message transmission and not let any message take effect until 
it is made available to the recipient. Taking advantage of an 
agreement on acknowledgement o f receipt o f EDI messages, should 
ensure security and reduce risk to an acceptable level. Such clauses 
are covered by the TEDIS Interchange Agreement, as well as by the 
UNCDD code of conduct.

4. Where is the contract concluded?

Usually the contract is regard- Fig 2: The traditional way o f
ed as concluded at the place offer and acceptance
where the acceptance becomes 
effective. This has consequenc
es for the choice of law with 
respect to the contract. It also 
shows the importance of intro
ducing uniform rules in this 
area. Problems may arise in 
two situations:

1) The offeror’s jurisdiction is governed by the rule that the accep
tance becomes effective only when it reaches the offeror, while the 
offeree’s jurisdiction is governed by the postal rule or the declara
tion rule. What becomes lex causa in a dispute on the formation of 
the contract, if the acceptance never reached the offeror?

2) The acceptance is received by the offeror’s computer in a third 
country, but it is being processed without any delay, in the country
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of origin of the offer. Should the contract be considered concluded 
in the third country, which has no actual interest in the transaction? 
This problem is likely to become more common with the develop
ment of "self-rerouting" networks, where the amount of traffic on 
the network determines the route taken by the acceptance message
- fig 3-

Fig 3: Different routes taken by the offer and the acceptance

Country A Network Provider (N) 
Company A - Offeror (A) 
Company B - Offeree (B)

■=»
Offer

Acceptance
B

Country B

Country C

It seems that one should emphasise the need for uniform rules in 
this area. As mentioned before, art 9.2 of the TEDIS Interchange 
Agreement states:

Unless otherwise agreed, a contract made by EDI will be 
considered to be concluded at the time and the place where the
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EDI message constituting the acceptance o f an offer is made 
available to the information system o f the receiver.

The principles of this article should be implemented in national 
legislation to avoid disputes in this fast growing technique for sale 
of goods.

One should also consider the consequences of a message being 
temporarily stored in, or occasionally passing through, a facility 
controlled by or accessible to the offeror, but different from the 
facility generating the offer - fig 3. It may be held that the accep
tance is made available when it reaches a computer or "mailbox” 
controlled by the offeror, because from this point onwards, it is in 
the power of the offeror to decide whether he would like to receive 
the message or not. As distance does not matter in relation to EDI, 
one could easily think of having "mailboxes" in different places 
which are being accessed regularly. It would be far too easy to 
avoid unwanted messages if you could establish such a "mailbox" 
and then not pick up the messages. In these situations the messages 
may be considered made available at the time and place they reach 
the sphere of control of the receiver. If this facility is localised in 
a third country, the contract will be considered concluded in a 
country with no actual interest in the transaction. In such a case, 
one should deviate from the main principle and state that the 
contract is concluded in the country of origin of the offer. This is 
also the place where the message has to be interpreted and 
processed.



Teresa (86) Contract Formation 27

The statement could be:

A contract made by EDI, will be considered to be concluded 
at the time and the place where the message constituting the 
acceptance o f an offer is made available to the information 
system o f the receiver.

I f  the message is temporarily stored in, or occasionally 
passes through, a facility in a third country, the location o f 
the information system interpreting and processing the 
message should be regarded as the place o f contract conclu
sion.

5. When should an acknowledgement of receipt of 
EDI messages be made?

EDI systems can be designed to acknowledge receipt of messages 
automatically, if required. This does not seem to be an expensive 
or a time consuming function to implement. Neither does it seem 
to cause any major delays in the system, if it works properly. 
Moreover, EDI systems for Just-In-Time-Deliveries etc, usually 
require fast responses.

This implies that the one requesting an acknowledgement, will have 
reasons to believe that this will be sent without undue delay. One 
could say that it should be sent immediately, and in fully automated 
systems it probably will. But there will be some systems still 
requiring human intervention to send such an acknowledgement. 
The term undue delay should cover these situations. If the party 
requesting an acknowledgement does not know if the system of the 
recipient is fully automated, he has no reason to believe that the 
message will be sent until the recipient has had the opportunity to
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read the request - maybe he will have to wait until the next 
workday.

On the other hand, the party receiving such a request should 
respond as soon as possible. There is nothing to keep the recipient 
from doing that, as the acknowledgement has no legal implications 
apart from confirming: "Yes, I have received the message." It says 
nothing about the content of the message, nor does it commit the 
recipient to anything mentioned in the message.

The term "without undue delay" should be regarded as a legal 
standard. The exact time limit in which one should act upon a 
request for acknowledgement must be decided according to the 
circumstances of each case. The decision is similar to that of 
deciding time limits for accepting offers made by telex or cable, 
and a key phrase might be "as soon as reasonably possible".

There may, however, be a need for a final time limit within which 
one has to comply with the request. The TEDIS Interchange Agree
ment holds that, according to EDI experts, one - 1 - business day 
would be a sufficient period of time for this purpose.

When the parties enter into a prior agreement, they should consider 
the need for a more specific time limit for acknowledgement of 
receipt.

6. What should be the consequences of failing to 
send such an acknowledgement?

If the message requesting an acknowledgement is an offer, failure 
to respond could imply that the offer is no longer effective. On the 
other hand, the offeror could state in the offer how long it will stay
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open. If no acknowledgement is received, the offer will expire by 
itself. At the same time, if the offeror receives an acceptance of the 
offer within the time expected for ail acknowledgement, there is no 
need for an acknowledgement as well.

An acknowledgement of receipt may be more important when the 
message is an acceptance of an offer, or another kind of message 
establishing an obligation for the receiver. The sender of such a 
message may need to know if the message has been received, as 
otherwise he might have to repeat the message to meet a time limit. 
In these cases, the immediate response could be of great impor
tance. When the message requesting an acknowledgement is an 
acceptance or of similar function, the offeror should not be allowed 
to act upon such a message before giving an acknowledgement.

When a requested acknowledgement is not received within a 
reasonable period of time, the sender may be required to take action 
and discover the reason for this failure. On the other hand, this will 
probably take time. As mentioned before, the sender will not always 
have the time to comply with such demands. With this in mind, the 
sender should be allowed the opportunity to be free of whatever 
rights or obligations his message was intended to establish. He 
should then notify the receiver of this, because if, for instance, the 
offeror has sent an acknowledgement that has never reached the 
offeree, he will need to know if the offeree consider himself free 
from the implications of the acceptance.

It has been held that most networks provide accurate tracking of 
messages, and that anyone sending a message should be able to rely 
on the network’s confirmation that the message has been delivered. 
Further on, the possibility of requesting an acknowledgement of 
receipt may cause an increase of redundant messages being sent 
through the system. Nevertheless, apart from what is said about
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time limits, etc, any acknowledgement recorded in the log of a 
party will certainly be considered as evidence in a dispute on 
whether a message has been received or not.

The rules concerning acknowledgement of receipt should read:

1. Any party may request the acknowledgement o f receipt o f 
the message from the receiver.

2. Acknowledgement o f receipt should be given without undue 
delay, and at the latest within one business day following 
the day o f receipt o f the message to be acknowledged.

3. The receiver o f such a request is not entitled to act upon 
the received message, until an acknowledgement has been 
given.

4. I f  the message is an offer, the acceptance should also be 
regarded an acknowledgement, when given without undue 
delay.

5. When the sender does not receive the acknowledgement o f 
receipt within the time limit, he is entitled to consider the 
message null and void on so advising the receiver.



Accounting and Auditing

1. Transmission and Storage of Accounting 
Information

The Norwegian Audit Act of 1977 allows computerised bookkeep
ing - s 6(5). All costs should be proven by vouchers - s 8, and the 
vouchers should be kept with the books for at least ten years - s 11.

For the purpose of defining what is accepted as a "voucher" in 
relation to the Audit Act, additional regulations have been provided.

The so-called loose tea/regulations state in s 3 (final paragraph):

Accounting documents legitimating the postings could be:
1. Traditional paperbased documents
2. Documents on Computer Output Microfilm (COM)
3. Lists, vouchers, film (COM) etc which are written from  

received tapes and similar media or by telecommunication
4 ........

There should not be any obstacles towards receiving the vouchers 
by electronic means - s 3(3)(3).

The problem seems to be that the received data cannot permanently 
be stored in a computerised form according to the regulations. The 
received data have to be written onto another permanent medium 
to be considered as valid accounting documentation.
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This is unnecessary, space-consuming and expensive.

It has been suggested that computerised documents could be 
manipulated. However, when one allows the vouchers to be 
received by electronic means, the recipient or any other party who 
gains control of the data could easily manipulate the data before the 
voucher is written. These sorts of problems do not really differ 
from those related to forgery of paperbased documents, and they 
may be solved by a requirement that logs are to be protected from 
alteration.

For the purpose of audit trails, the computerised media seem 
appropriate. They even allow an efficient search of the documents, 
and making automatic cross-references. This will, of course, depend 
on the sophistication of the accounting system involved.

To date, one authorisation has been given under the Norwegian 
regulations to store accounting data in computerised form. The 
issuing of authorisations on a case-by-case basis does not seem to 
be appropriate. To avoid the potential problems of computerised 
storage, one could establish a set of additional requirements - 
actually not very different from the ones currently being applied.

According to Swedish legislation, accounting information like 
vouchers may be transmitted by electronic means, as long as the 
system includes control functions to avoid transmission errors and 
to ensure that the content of information is not altered. Furthermore, 
these control functions are to be described in the system 
documentation, and all messages sent should be recorded in the logs 
of both parties. These principles are set out by the Swedish official 
Accounting Committee in their statement BFN U 89:2, and are 
based on ss 5 and 7 of the Accounting Act of 1976:125.



Teresa (86) Accounting and Auditing 33

In addition, the statement holds that according to s 10 of the 
Accounting Act, computerised accounting information may be 
stored as long as the general ledger is not computerised.

In Denmark, new regulations were introduced August 1990. The 
regulations allow the computerised transmission and storage of 
accounting data (see Regulations Concerning Business Organi
sation’s Bookkeeping, Annual Accounts and Storage of Accounting 
Data, 598 of August 21, 1990).

The Norwegian regulations, s 3, final paragraph could read:

Accounting documents proving the postings could he:

3. Lists, vouchers, film (COM) etc. which may he written 
from data received on tapes and similar media or by 
telecommunication

This implies that the necessary documentation will come into 
existence when the data are received and registered by the account
ing system.

One should be able to print out the information without any 
preceding processing. This requirement should be modified to apply 
over a period of time that is limited to that neccssary to secure 
simple access to the data by any legitimate external supervisor. In 
Norway, paperbased documentation should be kept for three and a 
half years for this purpose. After this period the documentation may 
be transferred to microfilm or other similar media.



34 Implementing EDI NRCCL

In computerised systems the access will be easier. The control 
functions may also be better, and review will probably take less 
time than in traditional systems. Moreover, it is expensive to store 
information in such a way that it can be printed right away. And 
finally, even if it is not instantaneously printable it may be quicker 
to generate the information from a computerised system than 
retrieving paperbased documentation from manual files. Therefore, 
it might be sufficient to require that the accounting documentation 
which is stored electronically, should be printable without preced
ing processing for one year after the financial year in which 
registration occurs has expired. After the termination of this period, 
the information may be transferred to another permanent medium 
which secures readability for as long as required by national 
legislation. This may be for instance five, seven or ten years, but 
one should consider the cost of storage against the diminished need 
for control after the first few years. One should also consider the 
provisions of taxation and prescription regulations. In Denmark the 
vouchers have to be kept for five years2, in Sweden for ten.

The question of whether the accounts may be kept in a foreign 
country will not be addressed here.

2. Information Storage and Security

The issues concerning the preservation of records on computerised 
media are addressed in the Danish Accounting Regulations and in 
Luxembourgoise legislation. The main principles of Luxembourg’s 
regulations are presented in the TEDIS report. Some of them will

2 Section 17(1) of the Danish Accounting Regulations.
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Proposed regulations are:

1. Vouchers proving the accounting may be based on infor
mation which has been transmitted by computerised means.

2. The vouchers may be computerised.

3. The vouchers should be directly printable on paper for one 
year after the financial year in which registration occurs 
has expired.

4. Readability o f the vouchers should be assured for ten years 
after the financial year in which registration occurs has 
expired.

I f  the accounting system is being replaced, or for other 
reasons becomes inaccessible, the vouchers should be 
printed on paper or transferred to another system or media 
to secure readability.

be presented here by way of example3:

Other than the balance sheet and profit and loss account, all other 
documents and information required under arts 8 and 10 o f the 
Commercial Code may be preserved on micrographie or electronic 
media, provided that the reproductions or recordings correspond to 
the content o f the documents or information being preserved; that 
they be available on a permanent basis for the duration o f the

3 TEDIS report pages 176-178.
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preservation period in a directly readable form; and that they 
satisfy the aforementioned conditions 4

The computer-stored information must:
a) be an accurate and durable reproduction or recor ding o f the 

original document or information forming the basis o f the record
ing;

(The concept o f "durable" used here can be applied to any 
indelible reproduction o f the original and any recording which 
entails an irreversible modification o f the input medium.)

b) be recorded in a systematic manner with no omissions;
c) be recorded in concordance with the working instructions 

which have been preserved for the same amount o f time as the 
reproductions and recordings;

d) be carefully preserved in a systematic way, and protected 
against any alteration/

The computer program manuals, descriptions and instructions must 
be directly readable and kept meticulously updated by whoever is 
in charge o f maintaining them.

This material is to be preserved in a communicable form for a 
period equal to that o f the recordings to which they refer?

If, for whatever reason, the recorded data is transferred from one 
data carrier to another, the official responsible must be able to 
demonstrate that the two versions are identical7

4 Revised art 11 of Luxembourg’s Commercial Code.
5 Art 1 of the Grand-Ducal Regulation of 22 December 1986, in 

accordance with art 1341 of the Civil Code.
6 Art 3 of the Grand-Ducal Regulation of 22 December 1986, in 

accordance with art 1341 of the Civil Code.
7 Art 3(2) of the Grand-Ducal Regulation of 22 December 1986.
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The computer systems used must provide the necessary security 
measures to prevent any alteration o f the recordings, and allow the 
stored data to he translated at any time into a directly readable 
fo rm s

The program used must, furthermore, be compatible with regular 
accounting procedures 9

One of the major points is to store the data unaltered and securely. 
It is certainly more difficult to protect system data from being 
altered by its owner than by any outsider, but this problem may be 
solved by the use of digital signatures and hashing-algorithms for 
optimalisation purposes.10

The records of the log could probably be automatically compared 
to the electronic archive. This will disclose any changes made to 
the data after it was received. Forgery of both the log and the 
archive would not be trivial.

8 Art 9(3)(a) of the Grand-Ducal Regulation of 22 December 1986, in 
accordance with art 1341 of the Civil Code.

9 Revised art 11 of Luxembourg’s Commercial Code.
10 An example of this could be the X.509 CCITT standard.
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Proposed requirements with regards to information storage are:

5. The vouchers should:
a) be an accurate and durable reproduction or 

recording o f the messages on which they are 
based;

b) be recorded in a systematic manner with no omis
sions;

c) be carefully preserved in a systematic way, and 
protected against any alteration.

6. The log containing the messages on which the vouchers 
are based should be preserved for a period equal to that 
o f the vouchers.



Customs and Excise

1. Transmission of Customs Declarations

To ensure the effective transborder trade of goods, which is 
supported by the use of EDI-systems, it seems to be of great 
importance that goods flow across borders with a minimum of delay 
caused by manual routines. One should, therefore, push for the 
development of paperless systems in customs clearance.

Any legal obstacles to the use of these systems should be removed. 
In Sweden this has been done recently. The traditional requirement 
of a signed paper-based customs declaration, has been replaced. In 
addition to a number of changes in existing regulations, several new 
sections have been added to the Swedish Customs Act (1987:1065).

The new section 34a specifies:

For a payment in accordance with the regulations o f sections 
25-34, information between the Customs and another party 
may be given by transmission o f an electronic document, 
according to regulations given by the Government.
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See also the new section 11a which reads:

The General Customs Committee may permit that customs 
declarations and other information which should be given 
according to this act or the act (1987:1069) on exemption 
from duty etc, may be provided by an electronic document to 
the customs data processing system or in another way by 
automated data processing.

An electronic document is considered to be a record, the 
content and creator o f which, should be able to be verified by 
a certain technical procedure.

A permission given under this section may be supplemented 
with requirements as to the technical procedure for delivery 
o f the information, and as to the procedure in general.

The Customs authorities may transmit electronic documents 
and other information to a declarant through the customs 
data processing system.

The legal history of the new regulations are contained in 
SOU 1989:20, SOU 1990:37 and Prop 1989/90:40.

It should be emphasised that for the parties using computerised 
declarations, the sanctions against violating the rules are not only 
penalties but the risk of being excluded from the use of the 
paperless system. The time aspect makes access to these systems of 
competitive importance. This sanction can probably also be 
implemented in the interchange agreement. This has been done in 
the interchange agreement between the Norwegian Customs and 
declarants.
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This customs information interchange agreement reads as 
follows:

1. The undersigned importer/forwarding agent assumes 
responsibility for the information transmitted to the 
Customs, using the identification code given below, with 
the same effect as if  it was signed by him.

4. This permission may be withdrawn without any further 
warning, if  the conditions are not being followed.

The content of s 4 of the Norwegian Custom’s interchange 
agreement corresponds to clauses in the permissions issued by the 
Swedish Customs for paperless declarations.

The problems relating to the storage of accounting documentation 
also apply to the preservation of customs declarations, which may 
also be considered as accounting documentation. The proposed rules 
for storage of such documentation should apply correspondingly.

2. Customs Declarations - the Responsibility of the 
Declarant

A customs declaration is traditionally made by the declarant filling 
in a form, signing it and sending it to the customs authorities. The 
declarant will be responsible for any misleading information in the 
declaration. Should the customs authorities wish to prosecute an 
importer in a court of law for fraudulent misdeclaration of goods at
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importation, a signed customs declaration submitted to the court as 
evidence would carry considerable weight.

Alternatively, the declaration scheme can be computerised. The 
declarant sends an electronic message to the customs authorities for 
the purpose of import or export, and the digital signature may play 
an important role to authentify the sender.

When the exporting party has sent his declaration electronically to 
the customs authorities of the exporting country, it seems efficient 
to transfer this information directly to the customs authorities of the 
importing country, without having the importing party as an 
intermediate. That is, of course, subject to an agreement between 
the exporter and importer. They may, for instance, be companies 
within a transnational concern, one of them an international supply 
centre. The problem appears to be that customs declaration is based 
on the responsibility of the declarant. In this case the relevant 
importing party has not been directly involved, and it might be 
difficult to find ways of sanctioning a misdeclaration.

This may be solved by a requirement for the third party generating 
the declaration to send a copy to the importer. The importer should 
have the duty to ensure that the declaration is correct and adequate 
with regards to the goods ordered and expected. This should be 
done as soon as possible, and if any discrepancy is detected, he 
should notify the customs authorities of this without undue delay. 
As long as the notification is made within the stipulated time, the 
importing party will have the right to alter the declaration sent by 
the exporting party. Otherwise the importing party will be held 
responsible for the content of the message.

In any case, there will be a need for an information exchange 
directly between the customs authorities in different countries in the
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EDI system concerning goods in transit. Further on, the suggestion 
above may be useful with respect to the European Communities’ 
future arrangement with so called authorised traders.

It seems difficult to apply criminal sanctions to an individual in 
these situations. But applying such sanctions will probably not be 
necessary. There may still be the possibility of using economic 
sanctions towards the importing company, and one could also 
exclude the importer from the system of electronic declaration. 
These sanctions can probably even be established by contract. As 
long as there is an alternative for declaring goods, there will be an 
economic "risk" which the importer may accept by way of contract. 
Such sanctions should also be part of the regulations.

The regulations could read:

1. The information needed for customs declaration purposes 
could he transmitted by EDI upon permission given by the 
customs authorities.

2. Whenever a customs declaration or any other information 
needed by the Customs is being transmitted electronically, 
the sender is responsible as if  the message was signed by 
him manually.

3. A customs declaration or other information may be sent 
directly from the exporting country to the Customs o f the 
importing country.

Whenever a declaration is sent directly from the 
exporting country to the Customs o f the importing country, 
a copy should be sent to the importer who will be regard
ed as the declarant.
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The importer should ensure that the content o f the 
message is correct and adequate with regards to what is 
ordered and expected.

4. Whenever a declaration or other customs information is 
sent pursuant to no 3 above, the importer should notify the 
Customs whether the content o f the information sent is 
incorrect or incomplete.

Such notification should be sent as soon as the importer 
should be aware o f the circumstances causing the notifica
tion.

When such notification is sent, the importer should have 
the right to alter the information, otherwise he will be held 
responsible for the content.

5. The customs authorities may withdraw any permission 
given pursuant to no 1 above if the regulations are not 
being followed.

6. The information on customs declarations may be stored 
electronically.

The requirements for storage o f accounting documenta
tion should apply correspondingly.



Transport Insurance

An issue connected to the increased use of EDI in the international 
sale of goods is that of transport insurance agreements.

Article 25 of the Belgian Non-Marine Insurance Act of 11 June 
1874 provides that the insurance contract must be legally proven by 
writing regardless of the value of the insured object, although proof 
by testimony will be admitted if there is prima facie evidence in 
writing.11

The requirement for contracts of insurance to be made in writing 
also applies to Spanish law12 (see art 5 of Act 50/1980 of 8 
October).

When the contract formation, transfer of vouchers, customs declara
tion and payment are done electronically, it is inconvenient that any 
insurance contract regarding the transaction should have to be 
concluded in writing. This will probably cause an unnecessary 
delay. In any case, the insurance document will usually not be 
issued until a certain amount of time has gone by; that is, when 
transport is terminated or damage has occurred. Until then, the 
insurance is registered only in the insurer’s electronic system. Why 
could it not just stay there?

Even if most companies conclude their open insurance policies, 
there will still be a need for individual insurances in certain cases. 
Apart from the ones not having an open insurance policy, one has

“ TEDIS report page 97.
12 TEDIS report page 121.



46 Implementing EDI NRCCL

the need for an insurancce agreement in favour of the receiver of 
the goods. But as lon£ as the cargo is known, which it certainly 
will be in an EDI environment, why cannot the insurance simply be 
registered with the insurance company, so to say in bianco, made 
in favour of anyone entitled to the goods? The cargo could even be 
tracked down by advising the insurance company whenever the 
goods are sold while still in transit. This could be done automati
cally.

The transport insurance contracts could probably be standardized to 
a great extent. If that is the case, they should be suitable for forma
tion by computerised systems.

Section 17-1 of the Norwegian Insurance Contract Act of 16 June 
1989, nr 69, states inter alia:

A life insurance company shall register the insurance 
contracts it concludes.

It is not clearly stated that the registration can be computerised, but 
this is evident from the legislative history. The registration is made 
in each insurance company. Since this principle is appropriate for 
life insurance contracts, it should also be appropriate for transport 
insurance contracts. No paper documents are needed in this respect.

Some additional regulations, however, might be required in connec
tion with the conclusion of insurance contracts.

There will probably be a need to conclude these agreements very 
quickly. The demand for Just-In-Time-Deliveries will normally not
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allow any manual part of the transaction. Neither is it convenient 
to wait for the confirmation of an insurance agreement. As the 
insurance agreement could be based upon standard terms, the 
insurance company should be able to respond very quickly. The 
insurer offering the computerised conclusion service should 
therefore be obliged to inform immediately whether the requested 
insurance will be accepted or not. If the insurer fails to do so, the 
party requesting the insurance should automatically be free from 
whatever rights or obligations the request was meant to establish.

The standard terms could be based on a set of codes similar to the 
Incoterms. The information necessary to conclude a transport 
insurance agreement is: Location of dispatch and arrival, the kind 
of goods that are sent, the value of the goods, and the method of 
shipment.

There are already sets of country codes which may be used for this 
purpose. Furthermore, the Harmonized System Codes worked out 
by the Customs Co-operative Council (CCC), and in force since 
1988, put goods together in suitable groups. Many corporations 
have already made these codes part of their article master file for 
the purpose of paperless customs declaration. The same codes may 
be used to calculate the insurance rate. There is also a set of 
Transport Codes worked out by the United Nations Economic 
Commission for Europe (UNECE) and made part of the paperless 
customs declaration (CUSDEC) code 8067. These codes seem to 
cover most needs for insurance rate calculation. By putting these 
codes together, one may have the basis on which standardised 
calculation rules may be built.
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Proposed outlines for regulating the conclusion of transport 
insurance contracts are:

1. Transport insurance agreements may be concluded by 
messages transmitted electronically.

2. The records o f such insurance agreements may be stored 
electronically with the insurer.

3. Any insurance company offering the electronic conclusion 
o f transport insurance agreements, should respond immedi
ately to a message requesting such an insurance.

4. I f  the insurer fails to respond to such a message, the party 
requesting the insurance is entitled to consider the request 
null and void.



Evidence

1. Admissibility of Computerised Evidence

It seems that the regular situation in civil law jurisdictions is that 
in commercial relationships computer-generated or computer-stored 
data are admissible in courts of law as evidence. In common law 
jurisdictions the position of such data seems to differ between 
criminal and civil cases, and between computer-generated and 
computer-stored material. No matter what, the trend is that 
computerised data are considered admissible as evidence. This is 
also a matter of necessity. The rules concerning admissibility might 
be replaced by rules regarding the strength and burden of proof.

There has been a discussion over whether computer-stored data 
could be regarded as written evidence. Even if this discussion, inter 
alia, is of importance to whether computer-stored material complies 
with the requirement of a "best evidence" rule, it does not seem to 
have any great value. The way to go must be to allow any such 
material to be used to prove a claim. It should then be up to the 
court to decide the strength of such evidence. This decision should 
be based on information about computer security, about the 
organisation managing the system, on whether the system was 
working properly, and the system documentation - anything relevant 
to tell the court whether the computerised evidence should be 
trusted.

The computerised evidence should be presented to the court in a 
readable form, but not necessarily in the form of a paperbased 
document.
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2. The Burden of Proof

In general, the burden of proof is on the party making a claim. But 
from time to time the onus of proof is reversed by law, or by the 
situation of the actual case. One example will be found in section 
22(4) of the Danish Payment Card Act 1984. It states that the card 
issuer has the burden of proving that any payment transaction did 
not generate from any kind of misregistration or technical failure, 
even when the error was occasional. It is quite obvious that it is the 
card-issuer and not the card holder who is able to establish evidence 
regarding whether the system was working properly or not.

Based on the same principle, it might be sufficient to place the onus 
of proof on the party controlling the computer system, or, if the 
system is controlled by a third party network provider, on any party 
violating the requirement of keeping a complete and unchanged log, 
or other security standards. EDI systems are potentially the quickest 
and the most secure way to exchange information, but it depends 
on the participants following certain rules, such as the ones set out 
in the UNCID code of conduct.

An example could be that two parties have chosen to trade by EDI. 
They are both subject to the requirement of keeping a log. Party A 
has received an offer from party B, and sends an acceptance to B, 
but B holds that the acceptance was never received. The log of 
party A shows that the acceptance was sent. Party B does not have 
a log as required. In this case, the burden of proof should be upon 
B to prove that the acceptance was never received, even if it 
normally would be upon A.



Teresa (86) Evidence 51

The regulations could read:

1. Any computer-generated document, message or other- 
such data items received or stored electronically are 
admissible as evidence.

2. The electronic document must be presented to the court 
in readable form.

3. Any consideration regarding the evidential value o f the 
document should be left with the court.

4. Any party not complying with the requirement to keep a 
log, or violating other security requirements in relation 
to the claim in question, should have the burden o f 
proving that the claim is invalid.





The Computer Code

Preamble

This Computer Code is not intended to be given as an independent 
statute. The principles of the Code should, however, be implement
ed in other statutes or regulations, so as to adapt these to EDI 
technology. Obviously, the propositions set out below have to be 
based on the traditional regulations. The propositions are to be 
considered as general rules from which contracts may deviate.

Article 1. Definitions

1. EDI: Electronic Data Interchange is the transmission of data 
structured according to agreed message standards, between 
information systems, by electronic means.

2. Message: A coherent set of data, structured according to agreed 
message standards, for transmission by electronic means, 
prepared in a computer-readable format and capable of being 
automatically and unambiguously processed.

Article 2. Security Aspects

1. Any party transmitting messages electronically should implement 
measures to avoid transmission errors and alteration of the data.

2. If a message when received appears not to be in good order, 
correct and complete in form, the recipient should inform the 
sender thereof as soon as possible.
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3. A complete historical record (log) should be maintained of all 
messages as they were sent and received, without any modifica
tion.

4. The log may be computerised, provided that, if so required, the 
data can be retrieved and stored in readable form.

5. The log should be maintained unaltered and securely, for such 
time as required by legislation, but for not less than three years.

Article 3. Contract Formation

1. Contracts can validly be concluded and proven by any means.

2. An offer or a response to an offer, made by EDI, becomes 
effective when it is made available to the information system of 
the other party.

3. A contract made by EDI, will be considered to be concluded at 
the time and the place where the message constituting the 
acceptance of an offer is made available to the information 
system of the receiver.

If the message is temporarily stored in, or occasionally passes 
through, a facility in a third country, the location of the informa
tion system interpreting and processing the message should be 
regarded as the place of contract conclusion.

4. Any party may request the acknowledgement of receipt of the 
message from the receiver.
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5. Acknowledgement of receipt should be given without undue 
delay, and at the latest within one business day following the 
day of receipt of the message to be acknowledged.

6. The receiver of such a request is not entitled to act upon the 
received message, until an acknowledgement has been given.

7. If the message is an offer, the acceptance should also be 
regarded an acknowledgement, when given without undue delay.

8. When the sender does not receive the acknowledgement of 
receipt within the time limit, he is entitled to consider the 
message null and void on so advising the receiver.

Article 4. Accounting and Auditing

1. Vouchers proving the accounting may be based on information 
which has been transmitted by computerised means.

2. The vouchers may be computerised.

3. The vouchers should be directly printable on paper for one year 
after the financial year in which registration occurs has expired.

4. Readability of the vouchers should be assured for ten years after 
the financial year in which registration occurs has expired.

If the accounting system is being replaced, or for other 
reasons becomes inaccessible, the vouchers should be printed on 
paper or transferred to another system or media to secure 
readability.
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5. The vouchers should:
a) be an accurate and durable reproduction or recording of 

the messages on which they are based;
b) be recorded in a systematic manner with no omissions;
c) be carefully preserved in a systematic way, and protected 

against any alteration.

6. The log containing the messages on which the vouchers are 
based should be preserved for a period equal to that of the 
vouchers.

Article 5. Customs and Excise

1. The information needed for customs declaration purposes could 
be transmitted by EDI upon permission given by the customs 
authorities.

2. Whenever a customs declaration or any other information needed 
by the Customs is being transmitted electronically, the sender is 
responsible as if the message was signed by him manually.

3. A customs declaration or other information may be sent directly 
from the exporting country to the Customs of the importing 
country.

Whenever a declaration is sent directly from the exporting 
country to the Customs of the importing country, a copy should 
be sent to the importer who will be regarded as the declarant.

The importer should ensure that the content of the message 
is correct and adequate with regards to what is ordered and 
expected.
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4. Whenever a declaration or other customs information is sent 
pursuant to no 3 above, the importer should notify the Customs 
whether the content of the information sent is incorrect or 
incomplete.

Such notification should be sent as soon as the importer 
should be aware of the circumstances causing the notification.

When such notification is sent, the importer should have the 
right to alter the information, otherwise he will be held responsi
ble for the content.

5. The customs authorities may withdraw any permission given 
pursuant to no 1 above if the regulations are not being followed.

6. The information on customs declarations may be stored electron
ically.

The requirements for storage of accounting documentation 
should apply correspondingly.

Article 6. Insurance

1. Transport insurance agreements may be concluded by messages 
transmitted electronically.

2. The records of such insurance agreements may be stored 
electronically with the insurer.

3. Any insurance company offering the electronic conclusion of 
transport insurance agreements, should respond immediately to 
a message requesting such an insurance.
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4. If the insurer fails to respond to such a message, the party 
requesting the insurance is entitled to consider the request null 
and void.

Article 7. Evidence

1. Any computer-generated document, message or other such data 
items received or stored electronically are admissible as evi
dence.

2. The electronic document must be presented to the court in 
readable form.

3. Any consideration regarding the evidential value of the docu
ment should be left with the court.

4. Any party not complying with the requirement to keep a log, or 
violating other security requirements in relation to the claim in 
question, should have the burden of proving that the claim is 
invalid.
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