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Computer and Information Technology Law at the 
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additions.
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English or Scottish examiner, hence my emphasis on 
continental law, and the jurisprudence of the European 
Court of Justice and the differences from English or 
Scottish litera l interpretation.

This LLM has four compulsory subjects, in each of these an 
essay is w ritten, w ith  a tentative lim ita tion of 5 000 words. 
In addition to this there is w ritten  a dissertation.

In  publishing these four essays I must admit tha t each of 
them are in fields tha t opened new perspectives for me - 
and I would like to continue working on some of them. This 
implies that much more could have been w ritten on each 
topic, and probably should have been done. This would 
take a considerable amount of time. I am therefor left w ith 
the choices of publishing them as they are, or not 
publishing them at all. Hopefully the reader finds some 
ideas that m ight be of use for him.
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the field of IT-law, and I would like to thank the lecturers 
at the University for the ir support and guidance in the field
- dr Ian Lloyd and Moira Simpson.
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The relation between EC 
Competition Law and Intellectual 

Property Rights.

Article 36 o f the Treaty o f Rome provides that the provisions 
o f intellectual property law may be used in a manner which 
conflicts with the Treaty provisions relating to free 
movement o f goods. Considering recent developments, 
indicate how satisfactory you consider the relationship 
between the provisions o f competition and o f intellectual 
property law.



2 F o u r  E s s a y s  o n  C o m p u t e r  a n d  I T  L a w

1 Introduction
In tellectual property law involves in most ju risd ictions the  
law  of copyright, the  law of paten t, the law of trad em ark s , 
th e  law  of design etc. The sim ilarity  between these  righ ts 
a re  basically th a t they involve im m aterial objects, hence 
in te llec tua l property and th a t they give the holder of the  
r ig h t some exclusive righ ts concerning the in tellectual 
property.

T rad itionally  the  first problem is the  fact th a t th e re  is no 
physical substance for the right. W hereas the  rig h t of 
property , real property and  movables, has some physical 
substance th is m ay be the  basis for the  righ ts concerning it. 
This is not the case w ith the  in tellectual property  righ ts. 
The in tellectual property is intangible, hence the  substance 
m ay not be used as a basis for the rights. The object of the 
rig h t m ust be based on som ething else.

T he righ ts given the intellectual property owner m ust be 
found outside the substance of the  property. In all 
ju risd ic tions th is is based upon s ta tu to ry  provisions, th a t 
u nder some circum stances give the owner some exclusive 
righ ts  concerning the property, which is intangible.

The different in tellectual property  righ t differs - p a rtly  the  
requ irem en ts  for protection are different - between d ifferent 
jurisd ictions. Also the righ ts  given under the  in tellectual 
property  schem e differs between the ju risd ic tions.1

For an comparison of copyright with the em phasis on databases  
between Norwegian and English law, see the  forthcoming 
Hagedal 1994



EC C o m p e t i t i o n  L a w  a n d  I n t e l l e c t u a l  P r o p e r t y  3

1.1 Is there an antagonism between 
intellectual property rights and 
competition?

I t is claim ed th a t  in some circum stances th e re  is an 
an tagonism  betw een In tellec tual P roperty  R ights and  
Com petition Law. W hether th is is tru e  is partly  based on 
the  way the  problem  is approached. If one considers 
exam ples of m onopolistic behaviour or conduct th a t  m ay be 
traced  back to a s trong  In te llec tual P roperty  R ight owned 
by the p a r t - it m ay be claim ed th a t th is  is due to the  
In te llec tual P roperty  Right*. On the  o ther hand  the 
in tellectual property  righ ts  m ay be seen as exam ples of 
com petition law, se t up for one or more specific fields.

P artly  one m ight argue th a t  the  in tellectual p roperty  rights 
a re  the  resu lt of a balancing of in te res t, w here these 
considerations also a re  the  basis of some continental un fair 
com petition laws.

From  a historical point of view it is easy to find exam ples of 
th is. The firs t known copyright law is The s ta tu te  of Queen 
A nne from 1709 3. PI om an/H am ilton 1980 p 13 w rites 
about th is s ta tu te 1;

The basic provisions of the S ta tu te  were directed tow ards resolving the 
problem s and abuses of the  book trade .  To accomplish this , the f ram ers

2 As an example of th is  see the  Magill cases; RTE v Commission, 
BBC v Commission and ITP v Commission

3 Vyrje 1987 p 39

1 Q u o ted  from  V yrje 1987
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of the  S ta tu te  codified not only the Stationers ' copyright b u t  also the  
au th o r 's  r igh t  to copy.

It seem s clear th a t one of the basis of the s ta tu te  was to se t 
up ru les of trad in g  and com petition among the  pub lishers of 
books. The aim is to give the copyright owner some 
exclusive righ ts concerning the copyrighted work.

In  defining the  lim itations and scope of copyright protection 
Lord M ansfield has pu t forward in  Sayre v Moore;

We m ust  take  care to guard  aga ins t  two extremes, equally prejudicial,  
th e  one, t h a t  men of ability, who have employed the ir  time for the  service 
of the  community, may not be deprived of the ir  ju s t  merit,  and  the  
rew ard  of the ir  ingenuity  and labour; th e  other th a t  the  world may not 
be deprived of improvements, nor the  progress of the  a r ts  be reta rded .

A lready a t th is  stage it seem s clear th a t copyright was se t 
up to give rules th a t  are  sim ilar to m any un fa ir com petition 
ru les we have in some European jurisdictions today.

R egarding p a ten t it has through the history of p a ten t been 
recognized th a t  the monopoly a p a ten t gives m ay be to 
strong, therefore there  is an opening to be g ran ted  
com pulsory licences in  some circum stances, cfr the  P aris  
convention article 5 A.-(2);

Each country of the  Union shall have the  r igh t  to take  legislative 
m easu res  providing for the g ran t  of compulsory licences to p revent the  
abuses  which might resu lt  from the  exercise of the exclusive r ights  
conferred by th e  patent,  for example, failure to work.

For the  case th a t  a pa ten t becomes too strong there  is a 
possibility th a t a compulsory license may be g ran ted , it 
seem s n a tu ra lly  to consider th is an effect of a com petition 
ru le, but as it is built into the p a ten t system  it is likewise 
easy to consider it as a p a r t of the  p a ten t system .
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T rade marks, which in most jurisdic tions a re  considered to be a p a r t  of 
the  intellectual property system is basically se t up to make ru les  for the 
competition. In most c ircum stances the re  is no need for originality or 
ingeniousness to obtain a t ra d e  m ark  right. The main criterion is t h a t  it 
is  distinctive. Normally the nam e or expression used in t rad e  m ark  is 
not given protection due to th e  creativity of th e  "writer", bu t  so 
competitors shall not abuse it  in an unfair  way. Normally t rad e  m arks  
would not process any creativity needed under  most (continental) 
copyright laws.

This has also been s ta ted  by the  Comm ission, th a t  the  "era 
of protection in  itse lf and  the  definition of the acts 
exclusively reserved to the  copyright ow ner directly affect 
th e  conditions of com petition." (N ineteen th  Report on 
Com petition Policy (1990) No 34.)

1.2 The concept of intellectual property 
rights

The concept of in te llec tua l property  righ ts  differs betw een 
the  righ ts in question. The sim ilarities  m ay be said  to be 
th a t if a certa in  work or idea is produced or inven ted  the 
producer or inven ter gets some rig h ts  concerning the work 
or idea.

T raditionally  th e re  has been a strong  division betw een 
copyright and  pa ten t, in  such a way th a t  p a ten t governs the  
in d u stria l products and copyright is for th e  a r ts '’.

Of course from the  beginning  copyright has  covered also more industr ia l  
products.

S e e  K n o p h  1 9 3 6  p 5 2
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There is also a difference in the approach to at least 
copyright between the common-law jurisdictions and the 
continental approach*1.

These differences implies that it  is rather d ifficu lt to make 
a general discussion. The problem has to be assessed on 
each intellectual property right, in each jurisdiction in  order 
to give a fu ll overview of the implications of intellectual 
property rights.

1.3 The balancing of interests as a ground 
for intellectual property rights

The law of property, real property and movables, goes back 
to the Roman Law. The Roman Law did not have any 
intellectual property law, and when at some stage in the 
development of the legal system would create this i t  had to 
be made as a result of a balance between the different 
interest.

One interest lies w ith the inventer, w riter or whatever 
creator that made the work. He has a legitimate interest 
which is twofold; the one and obvious is to get a financial 
outcome of his work, the other lies in his moral rights, la  
droits morale. The economic interest would be to create a 
monopoly that is so strong as possible, so any use of the 
work, idea or whatever - would depend on him and he could 
therefore claim money for the use of it. The moral rights 
becomes apparent w ith authors right, more than any of the 
other intellectual property rights.

In  re la tio n  to d a tab ases , see the forthcom ing H agedal 1994
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Another interest lies w ith  each and every one of us. That 
there should be a possible to use the ideas, inventions or 
whatever made by other as freely as possible. That no 
obstacle should be made for the free use of ideas and work.

Also the society has an interest in this field; the society 
must move forward, there is from an economical point of 
view necessary to upheld production and competition - this 
includes the simple fact that in order to move forward some 
inventions must be made and used, there has to be a 
development in the economic life. In order to achieve this it  
is necessary to give some rights to the inventors and the 
copyright owners.

A t the same time this should balance the interest of 
competition between different parties in the financial live.
I f  you give a righ t tha t is to strong this is not good for the 
competition, and i f  you give a righ t that is not strong 
enough, this would counter competition. These aspects are 
also discussed by the US Supreme court in Feist.

T ra d e  m a rk s  fa l ls  outside th is  b a lan c in g  o f in te re s ts , s in ce  i t  on ly  is  
concerned w ith  the  trad e  and  d istin c tio n  betw een d ifferent, trad e  m a rk s .

1.3.1 Different levels of protection - depending on 
the criteria to obtain protection

Generally it  may be said that the stronger protection you 
should get by an intellectual property right, the more may 
be demanded to achieve it. While copyright is given to any 
banal expression, patent is given only where there is an 
invention. The protection given by copyright is not as 
strong as the protection given by a patent. This is shown in 
figure 1.
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figure iThe relation between the level of orig inality or 
ingeniousness needed and the protection given

It  seems as i f  this is one of the basics of any intellectual 
property right. There is to be a relation between the 
requirements and the protection given7.

A la s  th is  is  not necessa rily  the s itu a tio n  in  a ll c ircu m stan ces . T h e re  is a 
dem and from  the advocates o f the copyright ho lders th a t there should be a 
stro ng er protection than  w hat fo llows from th is  m odel. In  some cases th is  
is  upheld .

For the case of patent this would give a monopoly of the 
idea - or the practical use of it. For copyright this w ill give 
a "monopoly" on the expression, but not the underling idea.

However this  might not necessarily be the case with copyright 
protection based on the skill and labour doctrine under English 
law., cfr also Feint, supra.
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S in ce  th e re  m ay be d iffe re n t c r ite r ia  in  the d iffe re n t m em ber s ta te s , and 
the e xc lu s iv e  r ig h ts  m ay d iffe r or be the  sam e the  co rre la tio n  is  not as 
s tr in g e n t as i t  m ay seem  form  th is  p a rt.

1.3.2 International cooperation

Since ideas and expressions does not respect borders 
between different states, there is a demand for some kind of 
international cooperation in this field - so any intellectual 
property righ t m ight be respected also abroad. In  the field 
of intellectual property rights there has from the early days 
been a cooperation between the states.

To a large extent intellectual property rights are based 
upon treaties. These treaties sets out the m inim al 
protection that is to be given for the works and is based 
upon national treatment of the intellectual property rights.

The main treaties are: For copyright the Berne-convention 
and the World Convention on Copyright; for patent the 
Paris convention the European Patent convention, and the 
plant varieties convention; trade marks are governed by the 
Madrid convention in addition to the Paris convention.

For copyright this means, under the Berne-convention, that 
a work is given copyright protection in one state of the 
Berne Union, i f  produced by a citizen of tha t country, or i f  it  
f irs t is published in the country. For other works there w ill 
be given copyright i f  the country where the work was 
published is a part of the Berner-convention, on the same 
basis as the citizens of the country.

A  re s u lt  o f th is  is  th a t  each s ta te  m ay set up the ru le s  fo r g ra n tin g  
co p yrig h t in  w ork  a n d  also  th e  r ig h ts  g ran ted . In  the  Eu ro p e a n  
d im en s io n , in f ra  2 .3 , th is  d is t in c tio n  is  of im p o rtan ce .
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This also means that a work that is protected by copyright 
in  the United Kingdom, not necessarily is copyrighted in 
the Federal Republic of Germany, or in Norway. This 
simply due to the differences in requirements for copyright 
protection.

1.3.3 Copyright

Copyright is given to the expression of an idea. There is a 
dichotomy between an idea and the way it  is expressed.
Most things may be expressed in different ways, and the 
choice of expression is what gains protection under 
copyright, i f  the necessary criteria applies.

The reason for this is that i f  not the expression, but the 
idea was to be given protection it  would statute a monopoly 
for the ideas’*.

It  m ig h t how ever be argued th a t  the s k i l l  and lab o u r doctrine u n d e r 
E n g lis h  la w  would protect id eas , or ra th e r  fac ts , see the d iscuss io n  by the 
U S  S u p rem e court in  Feist a t th is  po int. A rg u in g  th a t th is  is  not the  
case , see how ever M illa rd  1993 p 94 .

At the same time the requirements for copyright are low, as 
long as the same idea may be expressed in other ways and 
the expression is original (and creative) - copyright is given. 
There are differences in the level required in the different 
jurisdictions.

M T h is  is  b a s ic a lly  w h a t paten t does, but the c r ite r ia  for g a in in g  a 
patent are  d iffe ren t from  the c r ite r ia  for getting  protection by 
copyrig h t.
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Traditionally this is based upon a balance between the 
interests of the copyright owner and the interest of the 
society as such.

Traditionally there has been two different views of 
copyright, the Common-law approach and the continental 
European approach. Where the European has had a 
stronger aim towards the moral rights, cfr V ivant 1991 p 
103;

T o d a y , th e  question of th e  p rotection of com p uter p ro g ram s in Eu ro p e  by 
au th o r's  r ig h t  or co p yrig h t ap p ea rs  a d e lica te  one. . ..  F i r s t ,  co n flic ts  
am ong the n a tio n a l la w s , as the  so lu tio n s opted fo r v a ry  from  country  to 
co u n try , i f  we on ly  co nside r the a lm o st p h ilo soph ica l d iffe rences between 
sys te m s  of au th o r's  r ig h ts  and o f co p yrig h t.

1.3.4 Patent

The concept of patent is tha t a strong protection is given for 
an invention in the industria l field. Though the criteria 
may differ between the jurisdictions, the Patens Act (UK) of 
1977 (which may be used as an example) art 1(1) gives the 
following conditions:

(a )  the in ve n tio n  is  new ;
(b ) it  in vo lve s  an in v e n t iv e  step
(c ) it  is  capab le of in d u s t r ia l a p p lica tio n ;

Normally there are some specific elements tha t are excepted 
from patentability, a rt 1 (2);

(a )  a d isco ve ry , sc ie n tif ic  t h e o r y  or m a th e m atica l m ethod;
(b ) a l ite ra ry , d ra m a tic , m u s ica l or a r t is t ic  w ork or an y  o ther 

a e sth e tic  creatio n  w h a tso eve r;
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(c ) a schem e, ru le  or method for perfo rm ing  a m en ta l ac t, p lay in g  a
gam e or doing b u s in e ss , or a program  fo r a com puter;

(d ) the  p re sen ta tio n  o f in fo rm atio n

These exceptions from the patent sphere can easily be
regarded as set up due to a competition policy, since a 
monopoly in most of these fields would give a monopoly that 
is regarded to be too strong.

1.3.5 Some term inological problems arising from the 
differences between the different jurisd ictions

Especially in the field of copyright, or authors right, there is 
a terminological confusion. Looking at continental 
jurisdictions you are apt to find the distinction between 
authors righ t and neighbouring rights. Such a distinction is 
not found under English law, where everything is protected 
by copyright.

There has been brought forward suggestions to solve this 
problem terminologically*. However there has not been 
any agreement between different commentators as how to 
solve this problem. Terminologically I w ill speak of 
Copyright protection of computer programs and databases, 
p rim arily  because this is in compliance w ith the 
terminology found in the directives and proposals from the 
EC.

see Sterling 1989
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1.4 The aim of the essay

The aim of this essay is to discus some of the problems 
arising from intellectual property rights and competition in 
the EC. To a large extend I w ill discuss copyright. Patents 
w ill be mentioned, but mainly to illustrate some aspects.
The same w ill be the situation w ith trade marks.

Due to the lim its in length, it is only possible to give a 
broad overview of the questions1“.

2 A European dimension

2.1 The interaction between competition 
and free movement of goods

There is a connection between the competition rules and the 
provision of free movement of goods. This may be seen 
from two different standing points. One is that the 
competition rules are essential to obtain the free movement 
of goods", the other is tha t the free movement of goods 
(art 30) is a competition rule in  a trans-european 
perspective.

C f r  B e i l is  and  L 'E c lu s e  1991 p 29 ; F i r s t  and  fo rem ost, E C  com petition  
la w  se rve s  a s  a policy in s t ru m e n t  to shape and  conso lidate a C o m m u n ity - 
w ide  in te rn a l m a rk e t. T h is  e m p h a s is  on m a rk e t in te g ra tio n  h as  been

1,1 F o r  a g enera l d iscu ss io n  o f In te lle c tu a l P ro p e rty  R ig h ts  and the 
C o m m u n ity , see G ro v e s  et al 1993 

11 and  se rv ic e s , persons, and ca p ita l
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reflected in  p a rt ic u la r  fie ld s of la w , such as ... the exerc ise  of in te lle c tu a l 
property r ig h ts .

macro perspective

In a micro perspective there is the question of rules to set 
up competition in a market, between the different 
participants. As long as the market is functioning this w ill 
not constitute any problems. The macro perspective, which 
w ill apply to the European market, includes the problem 
tha t there is not one market, but twelve different markets. 
The aim is to combine these together as one internal 
market. Regarding intellectual property rights this may 
constitute problems, it  is a possibility that the intellectual 
property rights may be used in a way that conflicts w ith the 
idea or concept of an internal market.
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2.2 Europe 1992 - Intellectual property 
rights

The conflicts between the idea of the internal market - 
Europe 1992 and the existence and exercise of the 
intellectual property rights may occur in many field. One of 
the main problems is the national treatment of the 
intellectual property rights.

At th is  stage it  m ig h t be usefu l to keep in  m ind  that in te lle c tu a l property 
r ig h ts  m ight be d iv ided  in to  two d iffe re n t g roups. T h e  f ir s t  is  w here  the 
in te lle c tu a l p roperty  r ig h t  per sc is  th e  re le v a n t  aspect o f p ro tection , th is  
would regard  co p yrig h t, p a ten t and ch ip  p ro tection . T h e  o ther group is  
w h ere  the in te lle c tu a l p ro p erty  r ig h t  a c tu a lly  is  used as  a d escrip tion  of a 
p roducer or a p roduct, ty p ic a lly  th is  is  tra d e -m a rk s . W ith  trad e  m a rk s  it  
is  not the trad e  m a rk  per se th a t  is  th e  rea l and  u n d e rly in g  a im  when it  
com es to p ro tection , but the product the  trad e  m a rk s  is  connected w ith .

The problems I w ill deal w ith in this part of the essay are 
the national treatment of intellectual property rights, and 
the problems arising from the different criteria for 
obtaining protection in the different jurisdictions.

2.3 The problem with national treatment 
and the European Community - the 
exhaustion of rights or the rights 
granted the public over a copyrighted 
work

The firs t obstacle to competition in a macro perspective is 
the traditional national treatment of intellectual property 
rights.

C o n ce rn in g  co p yrig h t th is  problem  is  m a in ly  w ith  the e xh au stio n  of 
r ig h ts , w ith  trad e  m a rk s  the  problem  is  th a t it  m ay  be used to h in d e r the
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im p o rt o f an y  product th a t h as  a trad e  m a rk  from  one m em ber s ta te  to 
an o th e r.

Concerning copyright the exhaustion of rights - or the rights 
given the public over a work, of importance, are the righ t to 
sell and to rent the product. I f  a product is brought to the 
market in Denmark the righ t to resell it or hire i t  w ith in  
the Danish market is permitted, since according to the 
Danish copyright act the right to sell the copy is exhausted 
w ith in  the Danish jurisdiction.

The problem is then how this should be dealt w ith to obtain 
a competition in a macro-perspective. A rt 36 states that 
Intellectual Property rights may be used in a manner that 
conflict w ith the free movement of goods. A rt 222 states 
tha t the Treaty of Rome shall "in no way prejudice the rules 
in member states governing the system of property 
ownership.

Hence there might be an antagonism between the free 
movement of goods and intellectual property rights. The 
conflict is obviously how this conflict is supposed to be 
solved. A t this point there is some case-law from the 
European Court of Justice. In Deutsche Grammophon12 
the Court stated that:

it  w ou ld  be in  con flict w ith  the  p ro v is io ns p rescrib ing  th e  free  m ovem ent 
o f p ro d ucts w ith in  the common m a rke t for a m a n u fa c tu re r . ..  to exe rc ise  
the  e xc lu s iv e  rig h t to d istr ib u te  ... conferred upon h im  by the leg is la t io n  
o f a M em b er S ta te  . ..  so le ly  because [ f ir s t !  d istrib u tio n  did not. occur 
w ith in  the te rr ito ry  o f fth a tJ M em ber S ta te .

u  D eu tsche G ram m ophon  G e se llsch a ft  v M e tro -S .B .-G ro ssm a rk te
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Furthermore, the court decided that article 36 of the EEC 
Treaty - which allows national prohibitions or restrictions 
on imports, export, and goods in transit insofar as the 
prohibition relate to protecting industria l and commercial 
property- deals only w ith  the existence of such rights and 
not necessarily w ith  the ir exercise1,1. According to 
Steiner14, the Court concluded that "Article 36 permitted 
prohibitions or restrictions on the free movement of goods 
only to the extend that they were justified  for the protection 
of the rights tha t form the specific-subject-matter o f the 
property"

A result from this is that the national treatment of 
copyright must be abolished in a way that the exhaustion 
rights should be based on a trans - European market; the 
exhaustion would occur for the whole internal market once 
brought to the market anywhere in the Community.15

E g  E n g lish  does not h ave  an y  g enera l schem e o f exh au stio n  o f r ig h ts , 
s in ce  the sam e acts  seem s to be p e rm itted  over un p u b lish ed  w o rk s  as 
w e ll a s  p ub lished  w o rks . T h e  im p lica tio n  in  th is  re sp ect w ould th ere fo r 
be th a t  the r ig h ts  g ran ted  m em bers in  th e  ju r isd ic t io n  w ould be extended 
to cover the C o m m u n ity .

The next question is obviously i f  a product is brought to the 
market in one member state, hence the exhaustion occurs, 
and brought to another member state, should the 
exhaustion rights from the firs t or the second jurisd iction 
govern this? This was also among the questions in 
Deutsche Grammophon, where the court drew the

1,1 However th is  distinction seem s hard  to fit in to some copyright 
systems, like the  Nordic, see Dyekjaer-Hansen 1993.

H S te ine r  1992 p 98 
1 ’ See Koktvedtguard  1991 p 43
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distinction between the existence of an intellectual property 
righ t and the exercise of the same.

This was also among the problems in Warner Brothers Inc 
and Metronomone Video ApS v Erik  V iu ff Christiansen. M r 
Christiansen had imported a video cassette from England to 
Denmark and offered this cassette in his video rental shop. 
Under the Danish exhaustion rights this would not be 
permitted, whilst it  would be permitted under the UK Act. 
The Court held that the Danish rules should be applied.

W ith  trad e  m a rk s  it  is  obvious th a t  trad e  m a rk s  m ay be used to h in d e r 
im p o rt and sa le  in  d iffe ren t m em ber s ta te s . T h e  problem  n o rm a lly  
occurs w ith  the re g is tra tio n  o f a trad e  m a rk  in  d iffe ren t co u n trie s , w h ich  
w ith  a n atio n a l trea tm en t shou ld  im p ly  th a t  a product m ay not be 
im p o rted  from  an o th e r m em ber sta te  and sn ld . T h is  is  a obstacle to the  
f ree m ovem ent o f goods and the C o u rt h as  in  seve ra l cases not approved 
th a t  the  trad e  m a rk s  m ay be used in  th is  m an n e r, n o rm a lly  u n d e r 
proceed ings concern ing  art. 85 .

2.4 Different criteria for achieving
protection in different member states 
and different protection in the member
states

The intellectual property righ t has no physical substance 
and is only protected to the extend provided by the law of 
the member state. This protection may differ between the 
member states, and does so. This may have impact on the 
trade or the competition in the community.

There are two relevant aspects; the level of orig inality or 
ingeniousness required to achieve protection; and the 
protection given. To some extent there is a connection 
between these two - in the question of infringement.
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A lre a d y  when i t  comes to the c o p y rig h ta b ility  o f novels th e re  
a re  d iffe rences . A n  exam p le  m ay  be Reg ine  D eforges " L a  B ic yc le tte  
B le u e " , w h ich  w as charged of in fr in g e m e n t o f the copyright, vested  in  
M arg a re t M itch e ll's  "Gone w ith  th e  w ind ". In  F ra n c e  M s D eforges lo st in 
the  c ity  court but th is  w a s o ve rru led  by the  court, o f ap p ea l, w h ereas 
accord ing  to D a n ish  la w  i t  w as obvious th a t  i t  w as not an 
in fr in g e m e n t" ’.

Also in the field of information technology there has been 
some serious differences. The most famous was probably 
the German requirement for orig inality to achieve copyright 
for a computer program, which is stated in the Inkasso-

17case .

The main problem w ith  the different levels of protection in 
the different member states is the free movement of goods. 
I f  any "work" is not protected in one member state, for 
example Germany, i t  is clear tha t i t  is permitted to make 
copies of the "work" in tha t jurisdiction. W ith  the free 
movement of goods it  should be possible to import these 
copies to a jurisd iction where they are protected by any 
intellectual property righ t, for example copyright. I t  is 
possible tha t a rt 36 could be used to stop such imports, but 
the extent is unclear. Even i f  i t  could be prohibited, it  
would be an obstacle to the internal market. Hence there is 
a demand for a jo in t protection scheme in  the Community.

IH K o k tve d tg aa rd  1991
17 F o r  a g enera l d iscuss io n  o f the re q u ire m en ts  for o b ta in in g  

co p yrig h t protection fo r com puter program  u n d e r G e rm a n  la w , 
see W iebe 1992 p 94-115
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2.5 Actions in the field of competition and 
intellectual property rights within the 
EC

Traditionally, at least prior to the Single European Act, 
there was little  action taken from the Commission. In  the 
same time the Court decided upon several cases with 
competition, in a micro and a macro perspective, and 
intellectual property rights. This is mainly concerned w ith 
the infringement of art 85 and 86 - the general competition 
rules of the treaty.

W ith the Single European Act the Commission has passed 
several proposals for equalization of intellectual property 
rights w ith in  the community, of them some has already 
passed the Council.

In the  White Paper Completing the Internal M arket, the Commission 
proposed to create harmonization in the  field of 'trade m ark legislation, 
software, p a ten t  and chips-protection. See also the  Green P aper  on 
Copyright.

2.6 The interpretation of EC-directives

As all other legal instruments EC directives needs 
interpretation, there is a difference between the English 
way of interpretation and the one that is used by the 
European Court of Justice.

As Lord Diplock pointed out in R v Henn;

The European Court,  in contras t  to English courts, applies teleological 
ra th e r  th a n  historical methods to the  in te rpre tation  of the  Treaties  and 
other  Com munity legislation. It. seeks to give effect to w hat i t  conceives 
to be the  spir it  ra th e r  th a n  the le tter  of the Treaties; sometimes, indeed.
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to an English judge, i t  may seem tn exclusion of the letter.  It views the  
C om m unities  as living and  expanding  organism s and  the  in terpre ta tion  
of the  provisions of the Treaties  a s  changing to match th e ir  growth.

3 Competition and Intellectual 
Property Rights

I t  may be argued that all the intellectual property rights 
are basically competition rules. But at some stage there 
may be unbalance between the intellectual property righ t 
and the competition rules.

This may be both the rules of monopoly and other aspects of 
unfa ir trading - depending on the jurisd iction in question.

The aim in this part of the essay is to look at the 
intellectual property rights as they are today and evaluate 
whether this is w ith in  the concept of fa ir trading or 
monopoly.

3.1 Two different ways to change the 
balance

From what I already have said there are two ways to 
change the balance between the rights of the IPR-owner 
and the competitor.

• E ither you may use the competition rules, both 
nationally and a rt 85 and 86 in the treaty of Rome,

• or you may change the intellectual property law, to 
achieve the same result.
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The difference seems to be that i f  you change or make new 
competition rules they may be more elastic in some 
respects. The reason for this is that you may use unfair 
competition as a condition to use the rules. Under the 
intellectual property rights this has been d ifficu lt up t i l l  
now, but at least theoretically the same should be possible.

However the re  is a difference in the na tu re  and scope of the  different 
rules. A continental approach to unfair  competition would partly  be 
based on th e  fairness of the  result. U nder an intellectual property r ight 
scheme th is  would be of less interest.  These differences should not be 
overlooked.

In  the subsequent parts of this essay the aim is to give 
some indications as to, and examples of the way this 
problem is handled, especially in the EC.

3.2 Copyright

Copyright is normally based upon some simple exclusive 
rights for the copyright owner, normally the righ t to make 
copies, and the righ t to offer the work to the public.

The Berner-convention states in article 9 (1);

A uthors  of literary and ar t is t ic  works protected by th is  Convention shall 
have the  exclusive r ight nf authoris ing  the reproduction of these  works, 
in any m a n n er  or form.

and in article 11 (1);

Authors of literary works shall enjoy the  exclusive r igh t  of authorising:
(i) the public recitation of the ir  works, including such recitation by any 
m eans or process;
(ii) any communication to the  public of the recitation of the ir  works.
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From article 9 follows that not the copying of the hole work 
but also copying of parts thereof is an exclusive right. The 
same concerns the adaptation of the works. **

The Berner-convention opens for the member states to in 
certain circumstances m ight give exemptions from these 
rights, as the righ t to reverse engineering, at least in some 
cases, is19.

3.2.1 Computer programs

Computer programs are protected as litera l works in  most 
jurisdiction, in the EC this is stated in article 1 (1) of the 
Software Directive.

In  one aspect is there a serious difference between 
computer programs and other litera l works.

Traditionally the author produced a litera l work and 
published it  in some form. A t the same time you shared 
w ith other members of the society the underlying ideas^’.

When an article was published in  a scientific jou rna l  th e  article would 
obviously be protected by copyright, bu t  th e  ideas s ta ted  in th e  article 
would be free for everyone to use.

When it  comes to computer programs this is not the 
situation. A computer program is normally published or 
brought to the marked as object-code. For a human i t  is not

lx See also Copyright., designs and pa ten ts  Act (UK) 1988 s 17 cfr 
s 16, and the  Norwegian Copyright Act s 2 

IH The Software Directive art 6
This argum ent is also p u t  forward by V ivant 1991
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possible to read the object-code and understand it. In order 
to understand it and the underlying ideas you w ill need 
either access to the source-code or undertake a reverse 
engineering.

To obtain a copy of the source-code you need an agreement 
w ith  the person in whose possession the source-code is.
This is normally the copyright owner or somebody acting on 
his behalf. Normally his interest in giving the source-code 
to any th ird  party is lim ited- simply because he at the same 
time would give away the expressions and the ideas vested 
in the program.

The other way to get access to the underlying ideas in the 
program is to undertake a reverse engineering. 
Unfortunately this would normally mean that a copy would 
be made of the program, and this is, presumably, an 
exclusive righ t for the copyright owner.

Therefore in this respect there is a difference between 
computer programs and other copyrighted works.

There may be several reasons for wanting to undertake a 
reverse engineering; one is to get the knowledge that lies in 
the program, another is because one would like to make a 
program that in some respects shall interact w ith the 
present.

An example may be t h a t  somebody would like to make a telefax-program, 
which aim is to send and  receive faxes on a PC. This may be made as  a 
stand-alone program, bu t  it. is desirable to let it work within several word 
processors, so that, the  u se r  simple writes the fax in his ordinary word- 
processor pushed a sequence of keys to invoke the  fax-program, or simple 
define the  fax-program a s  a p r in te r  th a t  works with the word-processor.
In these  circumstances ynu would need to know several pa ram ete rs  to get. 
th is  program working.
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In the software directive there is given a righ t to reverse 
engineering - insofar as it  is necessary to obtain 
interoperability w ith another program (the la tte r category 
above).

3.2.1.1 The right to reverse engineering under
the Software D irective

Article 6 of the Software Directive gives under certain 
circumstances the righ t to reverse engineering. To the 
extend i t  is necessary to obtain interoperability w ith 
another program. Article 6 sets out a set of criteria that 
need to be fu lfilled in order to fall w ith in  the scope of art 6.

The problem is tha t other aspects of reverse engineering is 
not dealt w ith by the directive. The question whether a 
decompilation, and output to the screen, is making a copy of 
the program is unclear in most jurisdictions, and may s till 
constitute problems. This is criticised by V ivant21;

F irs t  a question which all the  laws have in common: w hat is covered by 
th e  word reproduction, and represen ta t ion?

Concretely, w hat does an individual when he puts software in a 
computer? Does he perform an action of reproduction which is a priori 
reserved for the  holder, which m akes  him, unless authorized, an 
infringer? Does he only perform an action of use, a priori lawful, a t  least 
with regard  to the  general principles of th e  m a tte r?  ... The im portance of 
these  ques tions is obvious. But insofar they have not really been decided 
on, a t  least not in a resolute m anner .  In par t icu la r  in the  perspective of 
th e  question of th e  lawfulness or the unlawfulness  of reverse 
engineering, uncer ta in ty  rem ains.

21 Vivant 1991 p i l l
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So the righ t to reverse engineering is to some extend 
uncertain. The righ t given by article 6 may not be the only 
possibility to perform any reverse engineering.

W ith in  the scope of article 6 is the prohibition of there is no 
possibility for the copyright owner to deny anybody w ith in  
the scope of article 6 to perform a decompilation.

Article G s ta te s  tha t:  The authorization of the  rightholder shall not be 
required  where reproduction.. .. , and article 9 s ta tes  th a t ;  Any 
contractua l provisions contrary  to Article 6 ... shall be null and  void, 
th is  is a r a th e r  odd way to make th is  a prohibition, bu t it seem s obvious 
t h a t  it is the  m eaning of  the  articles.

3.2.2 Databases

In most european jurisdictions databases are protected by 
copyright, even though there are no clear references to it  in 
the copyright statutes in the jurisdictions““. The problem 
seems to some extend to be that some jurisdictions are 
giving a powerful protection for databases, namely the 
United Kingdom, which follows the skill and labour 
doctrine.

Traditionally  the  criteria  for copyright protection for da tabases  are  "the 
Act does not require t h a t  the  expression m ust be in an original or novel 
form, bu t  t h a t  the work m ust not be copied from ano ther  wnrk - t h a t  it  
should  originate from the  author." (University of London v University  
Tutorial Press).

There is a paradox inherent in the continental approach; i f  
you have a exhaustive compilation, for instance a database 
of all cases decided by the Bundesgerichthof this collection

22 C O M  (9 2 )  2 4  p  19 f f
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is not based upon any creativity by the organizer, hence 
should not be protected by copyright. Whereas a database 
tha t not is complete, for instance a database of the more 
interesting cases from the Bundesgerichthof is based upon 
the creativity of the organizer, hence should be protected by 
copyright.

But there is a vast amount of work put into the production 
of such a complete database, in gathering the information, 
entering it  into a database system, defining the extent of 
the material that should be entered into the database. It 
m ight seem as i f  i t  needs some protection. I t  seems 
desirable to extend copyright protection also to this 
collections or to offer a sui generis protection2'*.

The essence of the sk ill and labour doctrine is to give 
protection on basis of the labour not on the orig inality. As 
such there is a risk that the copyright w ill be too strong 
and thereby create a monopoly on something that not is an 
intellectual effort.

I t  seemed as sk ill and labour doctrine also was in force in 
the United States, but this was denied by the Supreme 
Court in the case of Feist Publications Inc v. Rural 
Telephone Service Co. Inc.

The aim of the Commission was also here to bring the 
criteria  for achieving protection to a common level in  the 
community, this would deny the use of the skill and labour 
doctrine.

2,1 As today is the  s ituation  in the  Nordic countries. For a
discussion in English of the  "catalogue" protection see Karnell 
1991
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In addition to this; the Commission has proposed a sui 
generis: protection for unfair extraction from data bases, 
which presumably is a better way to stop the unfair use of 
the work of other parties, w ithout creating a monopoly for 
the specific type of compilation.

3.3 Examples where the intellectual
property rights and the competition 
rules differ - and the competition rules 
are used to change the balance

As stated above i t  is possible to modify the contents of the 
intellectual property rights in  order to achieve competition 
in some fields.

The interaction between intellectual property rights and 
competition law might work in two different ways. F irs tly  
where intellectual property rights conflicts w ith competition 
rules, supra 3.3.1, secondly the competition rules works as 
an extension of the intellectual property rights, supra 3.3.2.

3.3.1 Intellectual property rights conflicts with 
com petition rules

I t  is stated that whilst the Treaty of Rome does not 
interfere w ith the existence of intellectual property rights, 
cfr a rt 36 and 222, but the exercise of them may be in 
breach of articles 85 and 86.“1 Hence intellectual property
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rights must not be exercised in  a matter tha t does not 
conform w ith the competition rules of the treaty of Rome25.

3.3.1.1 Article 86

The problem in this context is where a intellectual property 
righ t gives a monopoly or a strong position tha t may be 
abused. I f  and to what extent this applies is depending on 
the framing of the intellectual property rights in the 
member state. I f  its gets to strong it  seems obvious that it  
may conflict w ith  article 86;

Any ahuse by one nr more u nder tak ings  nf a dom inan t position within 
the  common m a rk e t  or in subs tan t ia l  pa r t  of it  shall be prohibited as 
incompatible with th e  common m a rk e t  in so far as it  may affect trade  
between Member S ta tes .

Such abuse may, in particular,  consist in:
(a) directly or indirectly imposing u n fa ir  purchase  or selling prices 

or o ther  unfair  t r ad in g  conditions;
(b) limiting production, m arke ts  or technical development to the 

prejudice of consumers;
(c) applying diss im ilar  conditions to equivalen t transac t ions  with 

other trad ing  parties, thereby placing them  a t  a competitive 
d isadvantage;

(d) making the  conclusion of contracts subject to acceptance by the 
o ther  pa r t ies  of supp lem entary  obligations which, by the ir  
n a tu re  or according to commercial usage, have no connection 
with the  subject of such contracts.

The enumeration in a-d are only examples on what may be 
deemed an abuse of a dominant position. The conditions 
under which article 86 applies are basically that there must

2" Cfr Kokt.vedtgaard 1991 p 43
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be a "dominant position", in "substantial parts of the 
common market" and that one uses such a position for 
"abuse". In terms of intellectual property this prohibition 
may apply i f  the intellectual property rights puts the owner 
in a dominant position.

It  is obvious that, i t  may be used even if  the  intellectual property is the 
reason for a dom inant position th a t  is abused. It is not necessarily 
because of the  intellectual property rights th a t  for instance Microsoft is 
in a dom inant position. This is probably due to a good business  strategy.

In one case the Commission has brought a case on the 
unfa ir trading and abuse of an intellectual property right, 
three of the four television companies in Great B rita in  and 
Ireland2'’ used the intellectual property rights in the 
television and radio listing to prohibit the publication of 
independent television magazines. The commission found 
this in breach w ith article 86, by their Decision of 21 
December 1988. The three TV-companies commenced 
proceeding for the European Court to get an annulment of 
this decision. Due to technicalities this was commenced as 
three cases2', since they are all in principle the same I 
discuss one of them.

In Radio Television Eirann v Commission the Court 
concluded that the use of a copyright in the listing of 
television programs, tha t where protected by copyright was 
in  breach of article 86, since the copyright in the listing 
gave a dominant position in the market of weekly TV- 
magazines.

26 BBC, I TV and RTE
BBC v Commission, ITP v Commission and RTE v Commission
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I t  may seem obvious, but one of the problems was whether 
i t  was the publishing of the weekly lis ting  or the television 
per se tha t was the market to be considered. Since the 
court found that the relevant market was the weekly 
listings, it  seems as i f  this principle is to be used in other 
cases - a small part of a business that involves any 
intellectual property may be considered to be one market - 
in the meaning of a rt 86 - hence a potential breach of the 
competition rules.

The Television companies has launched an appeal against 
the decision. The w ritten  preparation finished in 
September 1992, but no date has yet been set for the oral 
hearing2*.

3.3.1.2 Article 85

The use of an intellectual property righ t may as well 
infringe w ith article 85. The criteria are not that different 
from the criteria in article 86.

Many of the  trade  m ark  cases has  been based upon article 85.

3.3.2 Com petition rules gives protection to extend  
the right under an intellectual property right

To the extent of my knowledge the Commission has not 
handled any cases where there has been any breach of the 
competition rules to areas where the intellectual property 
rights does not give protection.

“K According to information from the  information Service of the  
European C ourt of just ice
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I t  may be argued that the proposed sui generis protection 
for databases is such, but it  seems more natural to regard 
th is as a new intellectual property right, even though i t  is 
not based upon any intellectual effort.

One the other hand, it  does seem to be to possible to use 
the competition rules of the treaty of Rome in such cases.

An example from outside the  jurisdiction of the  EEC is Inter-Media 
G raphic  System s Inc v Aladdin Software A/S, where the  copying of a user  
in terface was denied due to the  Norwegian Unfair  Competition Act. It. 
s e am s to fall outside the  scope of a r t  85 and 86 to give any protection 
ag a in s t  th is  type of unfair  trading.

4 Conclusions
Since there is no antagonism between the concept of 
intellectual property rights and the concept of competition, 
the question is i f  the framing of the legal system in this 
field is balanced or not.

The main effort of the Commissions is to fu lfil the internal 
market, and he competition rules. This has opened for 
rights not presently known in any member state, such as 
the righ t to reverse engineering - as an example of 
balancing interests.

At the same time the Court has changed the exhaustion 
rights from national treatment to a trans-european system. 
For the competition in a trans-european system the 
different legal protection seems s till to be a problem.

The fact that the directives, such as the Software directive, 
has not dealt w ith some of the uncertainties that exists this 
may be an obstacle to the competition in the Community,
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since when there is an uncertainty there is a change that 
peoples w ill be reluctant to use the rights they may be 
have.

As a total there seems to be an opening for more 
competition in the field of intellectual property rights, but 
there is not an unbalance between the predefined 
intellectual property rights and competition law.

The actions also differ among the different intellectual 
property rights. Patents has over the years developed w ith 
a system for granting of compulsory licenses, and the need 
for further actions seems smaller than w ith copyright and 
trade marks that due to the national treatment has made 
more severe problems.
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Data protection 
- where next?

New dimensions to the life o f Joseph K.



36 F o u r  E s s a y s  o n  C o m p u t e r  a n d  I T  L a w

1 Introduction
Any decision has to be based 
on a certain amount of Someone must have 

been te lling lies about 
Joseph K., for w ithout 
having done anything 
wrong he was 
arrested one fine 
morning.

information, that is available 
to the person making the
decision. This amount of 
information is in some
respects limited. This simple 
principle applies both in the 
private and the public sector. 
Between these two sectors
there are some differences - Franz Kalka
regarding public sector there 
m ight be some legislation
stipulating that certain types of information shall be taken 
into account. In the private sector this is rarely the case.

The information must be brought to the person making the 
decision one way or the other. Normally someone is 
collecting the information or it  m ight be given by the person 
affected by the decision. In some cases the information 
necessity m ight be transferred from another corporation or 
a public entity - i t  m ight be purchased. This m ight happen 
w ith  or w ithout the consent or knowledge of the person 
affected by the decision.

This information is necessary in the decision-process, and 
the result or outcome of the decision-process w ill depend on 
the information obtained. I f  the one party has an legal 
obligation to get one special outcome of the decision-process 
he w ill probably give all information to the other party, but 
this may check the information against other sources, to 
verify the information given by one party.
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I f  th is is an application for something and the result is 
negative and the applicant is only told the outcome of the 
application, but not the reasons for it, the situation is like 
that of Joseph K.

There are several different situations where the problem 
may arise; firs tly  the obvious the applicant is only given the 
negative result, secondly he is given the result and some 
"fact" on which the decision is based, but are wrong. In the 
firs t case he has no possibility to contest the outcome, in 
the la tter he is in  a position where he has to give evidence 
tha t the fact underlying the decision is wrong.

1.1 The use of computers - is the problem 
new?

The situation w ith decision making processes and the lack 
of relevance and relevant information has basically existed 
since the beginning of time, and has been discussed for 
about as long.

The introduction of computers has not made any new 
problems in this context, only stressed some old. Though 
the problems are more apparent and the situations in which 
information collected from different sources are used are 
becoming more apparent and happening more often.
Namely the possibility of storing and communicating data, 
tha t prior to the information age, w ith  the use of 
information technology, has earlier not been possible, is 
today possible. The problem seems to be that the society 
never has been perfect, but w ith the new methods of 
handling information, and making decisions this lack of 
perfectness constitutes a problem.
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On the o ther  hand, th is  problems exist and has  existed for a long t im e 
also with m anual information systems. But it  seems in a sm aller  scale.

An other aspect is that today there is a greater need to 
obtain information, from other sources than was the 
situation some decades ago, this development has partly 
been together w ith  the development of information 
technology, and partly beside this development.

The s tru c tu re s  of society has changed, the need to make some inquires  
before g ran t ing  a permission or en ter  into an agreem ent, simple because 
you do not know the o ther  party  may be used as examples of this.

1.2 The problems

W ith the introduction of computers we have got new and 
improved ways of storing and communicating information.
I f  something worked bad beforehand i t  probably works even 
worse this days, i f  th ing worked good beforehand they 
should work even better w ith the use of computers. But 
this, is however, not necessarily the case.

1.2.1 The vast amount of information available to 
the decision-m aker

There has been a development in two dimension, one is that 
there is more information regarding each and every one of 
us stored in different files, (manual or electronic) in 
different public bodies and in the private sector.

A foreigner en ter ing  the  United Kingdom with the purpose of studying, is 
ap t  tn be registered by the  immigration au thori ties  (which seems to keep 
a register of every time he crosses the  border, his  address, his reason for 
obtaining a residence perm it etc), the University  (which has some 
information on his previous studies, his presen t studies, his next of kind,
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h is  p rogress in  the s tu d y , h is  m a rk s , h is  use o f the em a il-system  and 
o ther se rv ic e s  in  the in te rn a t io n a l n e tw o rks ) and  the p o ll-tax-reg iste r. In  
ad d ition  he would p robab ly  need a b ank-acco unt, and th ey  m ay obtain 
som e in fo rm atio n  from  h is  b ank  a t hom e, a s tu d e n ts  ra ilc a rd , a coach 
ca rd , etc , etc.

Some of these types of information has been collected for 
some decades. The new aspect, however, is the fact that 
the information technology opens for new ways of 
communicating this information from one register to 
another.

Therefore the decision-maker has access to a larger amount 
of information, on his fingertips. I f  the information in a 
manual file - stored away in a basement - is wrong this 
probably would never effect any decision at a later time.
But when it  is possible to access the information, by making 
a phonecall to an employee in the corporation or the public 
adm inistrative body or by having on-line access to the 
information from the desk of the decision-maker or even 
having a subroutine in  the computer-system verifying or 
collecting the information, the harm a small amount of 
wrong data may do is much larger. This problem arises in 
different circumstances: A term may describe different 
things in different situation. I f  an executive officer makes a 
note of something, in the context where he or she writes it  
may make sense, and have one particular meaning. But 
the moment it  comes into another context the next decision­
maker may probably not be able to make the righ t 
interpretation of if. Where something is wrong in the firs t 
place, it  remains wrong also in other contexts.
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There is a disbelief that the decision maker is capable of 
coping w ith  this amount of data, cfr Forester and 
Morrison“9;

th e re  is  ve ry  l it t le  doubt, th a t  the technolog ical c a p a b ilit ie s  to g a th e r 
aw esom e am ounts o f personal in fo rm atio n  has in creased  e xp o n e n tia lly  in  
recen t decades, th ere  is  even le ss doubt th a t  the a b ilit ie s  of h u m a n s  to 
ju d g e  the  w orth  and v a lid ity  of such data (a s  com pared to in fo rm a tio n ) 
h a s  not im proved  a t a ll .

1.2.2 The assessm ent for the decision maker

For the decision maker the assessment is based on a 
mathematical formula that is quite simple. I f  the 
expenditure to gather all relevant information is higher 
than the profit involved, the information w ill not be 
collected. There has to be drawn a balance between the 
expenditures involved and the profit (or other measures) 
involved. I f  we stick to a bank as an example; the bank 
needs to make money on their business. In doing so the 
bank must make sure that the accounts are not overdrawn, 
and that the mortgages offered are good enough for the 
loan, and of course that the loan w ill be repaid as agreed 
upon. There is not in the interest of the bank to make any 
judgement of all costumers - to collect all relevant 
information before any decision is made. The assessment 
by the bank w ill typically be based on some simple 
parameters This w ill be to expensive, hence not 
remunerative. Benefits, typically from the government, has 
to be based on some parameters. The same is for payment 
for goods or services. In both these categories there has 
been a move away from the balancing of the duties of the

“9 Forester and Morrison 1990 p 92
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parties into a system that is based on other parameters.
An example in the latter category is the payment for water 
used, found in some jurisdictions'1". Earlier the water 
company would set up a meter in your flat, but today this is 
based on different parameters. In some m unicipality in 
Norway you pay according to the size of your fla t or house, 
and in others all households pays the same. The reason 
behind the change is simply tha t the manpower of verifying 
the amounts used is to high. Social benefits should 
theoretically benefit those who needs it  most. I f  th is was to 
be taken lite ra lly  every aspect of the applicants would have 
to considered carefully. Norm ally this is not done.

An example; the Norwegian housing benefits is not based 
on your actual house expenditures and your actual income. 
A ll you have to do to apply for housing benefits is to te ll the 
authorities your personal identification number11, and they 
w ill check your latest reported income by the inland 
revenue (which un til the end of 1993 w ill be for 1991), and 
w ith  national register to find your registered residence.
This w ill be controlled w ith  the GAD-system which tells the 
floorage of the residence. O f course it  w ill also take into 
account any other persons registered at the same residence. 
Based upon these parameters they w ill decide whether you 
are entitled to benefits and how much. Nothing in this 
process is done by humans, every process is done 
automatically by computers. For the Norwegian 
government this is a extremely inexpensive way of handling

However not in E ngland , where a f te r  pr ivatization the  cos tum ers  
pay per gallon used.

-il a e leven-d ig it num ber w h ere  the  f ir s t  s ix  is  the date o f b irth  (dd- 
m m -yy ), 3 d ig its  id e n t ify in g  the person and the two la s t  is  a re  
contro l d ig its  based on some m a th e m a tica l a lg o rith m  and the 
f ir s t  9 d ig its .
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th is type of requests. From this economical point of view it  
seams of less interest that it may take up t i l l  two years 
form you loose your job t i l l  you are entitled to the benefits. 
So far this has been examples on the pressure towards 
automatic processing. In Italy there seams to be a 
regulation stating that all rules that are to be made shall 
be made in so a matter that they are possible to be handled 
autom atically12.

1.2.3 Some information may -wrongly- be regarded  
as prima facie

In  many corporations, institutions and public 
adm inistrative bodies there exist security precautions; 
control of access to the building, a part of the building, etc; 
control of the access to documents or files on the computer 
system, etc. These obstacles are made so to stop anybody 
who has no right to access and let the ones who has the 
righ t to access pass trough. To pass these obstacles there 
has to be a control of something to find out tha t the person 
really has the right of access. Normally this is not the 
person as such or any part of him or her, but something a 
person is supposed to bring or remember. The access to a 
computer system is normally based on two things, the 
general known user-name and a secret password. To pass a 
physical obstacle th is may be a key, a pin-code, a plastic 
card or a combination of the above mentioned. Security 
systems w ill often have the possibility of making a log of 
who (rather what) passed where, and who (rather what) 
tried to pass where. I f  a physical security system is based

32 C la im e d  by P ro f S ch n e llen  a t a se m in a r held by N A C A L , 
Septem ber 1991
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only at a card, there w ill be a log on where this card has 
passed.

The normal assumption is that the "owner" of that card also 
passed. This however is not necessarily the case. One 
m ight borrow the card of a colleague or a card w ith  a 
magnetic stripe (like an ATM-card) m ight w ith the correct 
hardware devices easily be copied.

In many cases this registration would be regarded as prim a  
facie evidence. Hence place the righ t owner of the card in a 
uncomfortable situation, where counter-arguments hardly 
w ill be accepted. Take the example of theft from a hotel- 
room, the log indicated that the card of a certain room-maid 
has passed the door at the time of the theft. The hotel (and 
the police) would probably regard this as prim a facie 
evidence that the room-maid entered the room. Her 
possibilities of raising counter-evidence are lim ited .t,t

1.2.4 The struggles to makes decisions by com puter

Traditionally, at least we like to believe, decisions where 
based on what was the best in the present case - as an 
overall. A banal example; some years ago - at least in 
Norway - you paid for the amount of water you used, but 
this is today based on the size of you home, in square- 
meters. The reason for this is obvious. I t  is much easier to 
base the prizing on some permanent factor than to employ 
controllers to walk around a checking to water-meters in 
everybody's houses. There is not necessarily any coherence

3,1 T h e  extent, of th is  a rg u m en ta tio n  would o bviously  depend o f the 
ev idence la w  in  the ju r isd ic t io n  in  q uestio ns, b u t one m u st 
how ever not on ly take  regard s for th e  c r im in a l san ctio n s .
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between the size of your home and the amount of water you 
are using, but this is sacrificed to reduce the work. This 
struggle to reduce work and let decision be made on 
information already present somewhere is growing. A few 
examples w ill - hopefully - clarify this: The Norwegian 
housing benefit, supra, and the Ita lia n  aim, supra.

1.3 The solutions or the challenges to the 
legal system

Some of this problems are normally regarded as questions of 
privacy, at least in the common-law jurisdictions. This 
constitutes two essential questions:

• Is there a connection between the concept of privacy 
and the problems described above? and

• Is i t  possible for the United Kingdom to rest upon 
the concept of privacy? Especially in a European 
context?

1.3.1 The concept of privacy

The concept of privacy originates partly from the 
amendments to the American Constitution and partly from 
American literature and case-law. I t  constitutes a sphere- 
theory that something is private, hence shall not be 
removed from the private sphere.

A ccord ing  to M c F a r la n e  and D a v is  ( 1984) p 224 th ere  are  two w id e ly  
recognized d e fin itio n s  o f p riva cy ; "W estin  proposed th a t p r ivacy  is ' t h e  
c la im  of in d iv id u a ls , groups n r in s t itu t io n s  to determ ine for th em se lves  
w hen , how and to w h a t extent in fo rm atio n  about th em se lves  should  be
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com m unicated  to o thers ', and  M ille r  defined it  to be ‘the  in d iv id u a l's  
a b ility  to contro l the  c ircu la tio n  o f in fo rm a tio n  re la t in g  to h im "

The problems w ith the next generation of data protection 
laws lies to a large extend in the use of information. To 
some extend there is a interconnection in this, but some of 
the basics are different.

In  setting up a rule or a set of rules for a new situation, it  
must be possible to base this on the present. The 
lim itations in this is the problems that arise i f  this not is 
able to give the relevant protection

1.3.2 The continental european approach in conflict 
with the concept of privacy

Since none of the continental jurisdictions has the same 
concept of privacy as the US, neither in the ir constitutions 
or in doctrine, there has been a development in an other 
direction to cope w ith  the same problems. This is to a large 
extent based upon a balancing of the interest of the parties 
involved“ .

From this it  is easy to demonstrate that there is a conflict 
of methods w ith in the european communities. Since the 
problem of data protection to a large extent has to find its 
solution w ith in  the European Communities, infra 4, this 
constitutes a conflict between the common-law approach to 
the problems and the continental approach in finding the 
European approach to the problems.

11 For Norwegian law, cfr Bing 1991a
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The outcome of this dispute is not easy to predict, some of it  
may be found in the proposal for a Directive, infra.

It. is  easy  for anyone from  a C o n tin en ta l ju risd ic t io n  to c la im  th a t the  
C o n tin e n ta l system  is  th e  b ette r, and that the  U K  shou ld  leave  it s  
connection to the  U S  doctrine. But. it  is  not th is  obvious th a t  the 
com m entato rs and the  le g is la t iv e  a u th o rit ie s  in  the U n ited  K ing dom  w ill 
except th is .

1.4 The problems dealt with in this essay

The aim of this introduction is much broader than 
trad itional concept of privacy, as found in the common-law 
jurisdictions, so is the aim of this essay.

W hilst privacy during the times has found its signification, 
the same is not the case w ith  the concept of data protection. 
The term may be understood in a broad sense, or as a mere 
continuum from the traditional concept of privacy.

In this essay my aim is to take a broad approach to the 
problems and I w ill try  to draw the attention to some 
aspects of the use of information technology in the society, 
and the impacts this has or most probably w ill have. This 
w ill constitute challenges to the legal system in a broader 
sense than what is normally dealt with under the label of 
privacy or data protection in some jurisdictions.

A t the same time I w ill not deal w ith the present 
generation of data protection legislation, but try  to look at 
the developments and challenges tha t exist today and are 
apt to come in the next few years.

This makes it  necessary to look at the basic principles of 
communication theory, and the practical impacts thereof, as
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well as to stress why the solution has to be found in an 
European context, and not w ith in  the different member 
states.

2 Communication theory and 
some of the problems with 
communication

2.1 Basics of communication theory

The theory of communication goes back to some articles by 
Claude Shannon, Warren Weaver and Norbert Wiener 
dated in the late 1940‘sar\  The theory of communication 
characterizes communication as a process, where one party 
wants to influence another by or w ith information.

The language used is governed by two sets of rules, the 
semantic and the syntactic. The medium is a matter for the 
ab ility  to communicate or rather to hold information.

One aspect of communication theory tha t is interesting in 
our context is the communication of information or data 
between two or more persons. To make the model as easy 
as possible 1 w ill only use the communication between two 
persons.

The illustra tion  in figure 3 shows the way information is 
handled in a communication process'1*1.

B ry d e  A n d ersen  1991a p 97 

1H T h is  d ra w in g  is  fetched from  B ry d e  A n d ersen  1991a p 102
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Transmission

Messeage

* Information chanal

figure 3A  model for communication

I t  is not possible to give the exact information from one 
person to another, i t  has to be communicated in one way or 
another, according to certain rules accepted by both parties. 
The firs t step is that the person who wishes to communicate 
forms a message, normally this w ill be written, but i t  may 
be graphical, in drawing or other ways. A combination is 
also possible. This message has to be connected to a 
medium; paper, a computer system or whatever. Then this 
message has to be communicated to the other party - there 
has to be a transmission.

A t every stage in this process there is a change that the 
input or the original intended message is changes or 
modified. A t this stage we may point at two basic problems 
in communication; the vagueness of the language and the 
other the awareness of the different meanings.
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2.2 The vagueness of the language - the 
jargon used in some parts

Even though the person wanting to communicate knows 
exactly what the message is supposed to be - i t  must be 
brought of out the head of the person and - normally - into 
w riting. Here lies the firs t problem; it  is not always 
possible to describe exactly the meaning in the w ritten 
language. The language is to vague. Traditionally we have 
used the word forrest as an example1' - how many trees 
must there be present in order to be a forrest?

Even i f  the communicator uses a almost precise word for 
what he wants to communicate the next problem is the 
recipient - he may not be aware of the term means. This 
comes more obvious in the context of jargon used in 
different parts of the society.

T h e  Eu ro p ea n  d im en s io n , in f ra  section 4, th is  problem  w ill be even 
stro n g er, because of th e  d iffe re n t languages in vo lved . E it h e r  th e re  h a s  tn 
be a t ra n s la t io n , w h ich  causes d istu rb a n ce  to the  m essage or one 
language m u st be used . T h e  prob lem s described here  is  ob v io usly  more 
p ro m in en t when perso ns h ave  to use a foreign languag e .

2.3 The problems with the lack of 
awareness of the communication 
process and the different meaning of 
words

This is a problem tha t has been stressed in legal theory for 
some time, and has a connection to the problems with the

37 A t le a s t  in  ju r isp ru d e n c e  in  N o rw ay



50 F o u r  E s sa y s  o n  C o m p u t e r  a n d  IT  Law

vagueness of the language. The users of information 
technology are normally not aware of the possibilities that 
systems opens for, and the concrete use of it. I t  is natural 
to make the same statement as you would in a traditional 
paper based system.

T h e  f ir s t  generation  of com puterized system s n o rm a lly  ju s t  did the sam e 
job a s  the m anua l sys tem s they  rep laced . Su ch  th a t th ere  w as b a s ic a lly  
l it t le  new  in a com m unication  pi'ocess. T yp ica l exam p les  of such  system s 
is  n a tio n a l re g is te rs , ta x  o ffices, etc . A t  the sam e tim e th ere  h as  been a 
t ra n s it io n  from the use o f m anu a l storage m edia (such  as  paper) to 
e lec tro n ic  storage m edia (ty p ic a lly  a com p uter), by the  use o f for in s tan ce  
word processors.

U n d e r such  m anu a l system s it  is  obviously d iff ic u lt  to obtain  the 
in fo rm a tio n  th a t  lie s  in  th em ; one would have  to m ake a phonecall or 
even w r ite  a le tte r  to the person or body who holds the file .

One of the concerns is w ith a transition to computerized 
files the lack of awareness that previously not constituted 
any practical problem w ill constitute some.

There are some examples of this problem given in legal 
theory, 1 w ill jus t mention some of the concerned that has 
been put forward.

C rim inal intelligence at its worst is simple gossip, the 
following extracts are a transcription of a two-page police 
collator record from the Skelmersdale Division in
Lancashire'18;

Robert Jo n e s  of 14 C ro sb y Road, N ew ton - know n a ffectio n ate ly  to h is  C B  
m ates  as ‘T in y  Tot* - paid an o th er re tu rn  v is it  to our fa ir  D iv is io n  a t 3 .30 
a .m . on 15 .7 .82 when he w as stopped/checked in h is  n ifty  ye llo w  Fo rd  
G a la z y  P X Y 8 3 8 A . G ra c e fu lly  re c lin in g  in the passenger seat w as none

Pounder 1985 p 196 ff
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other  th a n  school b reaker ,  a suspected druggie, J a m e s  Richard Dack 
(30.3.62) (wounding, burglary , theft ,dam age) whose unforgettable  
fea tu res  are  p ictured left |A photograph depicting a black person is 
included. | Dack, a s ta te  benefit, subscriber, au g m en ts  his hard -ea rned  
dole by working on th e  door a t  Talk of the  Town, keeping out o ther  
undesirables. Jones  and Dack are well acquain ted  with the  finer point of 
our division and  are  worth every stop/check they can get.

The question aris ing  is how o ther persons would be able to 
in te rp re t th is  m essage, and use it in th e ir  own decision 
m aking.

2.4 The problems of the group interests

Connected to th is  is the  group in terest. One group of da ta  
controllers or d a ta  ow ners has a specific ta sk  in society, for 
instance the  Police19 "see th e ir  role as the  p revention  of 
crim e and  the  apprehension  of law -breakers. The 
m axim ization of th is  function is of suprem e in te re s t to them  
and the costs associated w ith invasion of privacy, wrongful 
a rre s t, forced confessions and  even fabrication of evidence, 
can often be considered to be acceptable as long as the  
p rim ary  role of the  police in th e  prevention and 
apprehension  of crim inal e lem ents is achieved

Even if it is not done to the  ex ten t th a t  is described as a 
possibility, it is easy to assum e th a t  th is  is an  elem ent th a t 
will be p resen t to some extent.

Forester and Morrison 1990 p 100
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3 The collection, storage, use and 
abuse of data in an automated 
process

3.1 A database

D ata  needs to be stored in some kind of a database. We 
may divide the types of databases into to different k inds of 
d a tabases , cfr Bing 1992.

O ne is tex t retrieval system s, w here the text is in ord inary  
language, and  it is up to the user of the  system  to search  
for word th a t are  p resen t in the  text. A typical exam ple of 
th is  m ay be LEXIS - a legal inform ation retrieval system ..

The o ther group is may be called database  services, th e re  is 
inform ation on a specific subject, and these inform ation are 
dyadicalle, consisting of one definition and one variable. An 
exam ple of th is  is the vehicle owner register. This m ay 
contain  nam e, sex, date  and  place of b irth , type of car, 
reg is tra tio n  num ber of vehicle as well as o ther inform ation.

3.2 A model

D ata  is ga thered  from several sources, th is  m ay be as easy 
as th a t  the person on question voluntary  gives the 
inform ation. If the  inform ation is necessary to get any 
benefits the person may be more th a n  willing to give the 
inform ation. The da ta  m ay also come from other sources, 
such as the  employer, the GP, th e  den tist, the C hild ren’s 
Officer, the  bank, or theoretically any o ther source. Some of 
th is d a ta  is would fall w ithin the definition of electronic
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Once en tered  one inform ation system  it is easy to use the 
sam e inform ation for o th e r purposes th a n  in tended. As 
shown above, page 41, w ith  the  N orwegian housing benefit 
system .

This is be some com m entators called the  M osaic effect11, 
and  one of the  aspects is th a t  when inform ation is gathered  
from different sources the  re su lt will be m ore th a n  
in tended.

N ot only is it possible to use it as in p u t for a  decision­
m aking, bu t it m ay be used to verify inform ation given in 
o the r circum stances. It seam s clear th a t  one person cannot

10 Cfr Bing 1991b

Cfr Forester and Morrison 1990
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a t the sam e tim e unem ployed, hence receive unem ploym ent 
benefit, and  be employed by a company; a person cannot a t 
the  sam e tim e be blind and drive a car; a person cannot a t 
the  sam e tim e be a  s tu d en t and unem ployed (in m ost 
ju risd ictions).

I t seam s desirable to use inform ation from one source to 
verify the  inform ation in o ther system s. For exam ple if you 
m atch  th e  persons receiving unem ploym ent benefit w ith the  
persons employed (if there  is such a register) one person 
should not be in  both. Also you may m atch the persons 
receiving unem ploym ent benefits w ith the persons receiving 
s tu d e n t loan or s im ilar benefits.

From  an  economical point of view th is is efficient. You will 
no t have to use the  sam e am ount of labour to g a th e r the 
inform ation, and th e  decision m ay also be autom atically .

If  you are  using  a free tex t retrieval system  th is will have 
to be done m anually , bu t if you are  using a inform ation 
system  which has predefined data-fields, this may be done 
automatically.

T here are  several problem s involved in th is;

3.2.1 The reason for the gathering of the inform ation

The reason for g a thering  the inform ation m ay not be the  
m ost obvious problem , bu t it gives lim itation  to the 
usefulness of the inform ation. In a  system  w here you 
cannot give precisely the  inform ation you w ant, bu t have to 
ad ap t to the inform ation system  it is easy to m ake the 
in te rp re ta tio n s  according to your own use of the 
inform ation. Also; the person who types the inform ation
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m ay have his or h e r own in te rp re ta tio n  of the  inform ation 
th a t  is en tered  into th e  system .

E ven if the  d a ta  is en tered  according to the  "label", the  
sam e "label" m ay m ean d ifferen t th ing  in d ifferent 
circum stances.

Such an easy term  as income, m ay (depending on the 
jurisd iction) m ean gross income, gross taxable  income, or 
n e t income (afte r tax).

3.2.2 The accuracy of the inform ation

The question of the  accuracy of inform ation m ay be two 
d ifferen t elem ents.

The first is th a t  the inform ation - a t the  tim e it is en tered  
into th e  system  - is false or not as precise as it should be.

The second is th a t  th e  inform ation  m ay be outdated. E ither 
the  database-ow ner does no t update  the  inform ation and  
the  inform ation m ay be used by somebody else a t a la te r 
tim e, or somebody has  an obligation to update  the 
inform ation, bu t is not doing so.

3.2.3 Q uestions of security

T here is also a question on the  security  for the  stored  data . 
N orm ally th is  is view as a problem of unau thorized  access 
to the d a ta , bu t an o th er aspect is also p resen t.

Access control system s m ay be based on one or m ore 
d ifferen t th ings; e ith e r th a t  th e  person knows som eth ing  (a
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passw ord), or th a t th e  person is in the  possession of 
som ething (a key, a  card) or some distinctive characteristic  
w ith  the  person (his fingerprin ts, his DNA s tru c tu re ) '2, or 
com binations of the  above. It is also possible to res tric t 
access control so access only is perm itted  from certain  
places (a certain  com puter, com puters in a certain  building).

Access to a computer is normally dependent on a u se rnam e and  a 
passw ord (something th e  person knows), bu t  i t  is also often restr ic ted  to 
access only from within a certain network. Access to ATM-services4f 
a re  normally dependent on an ATM-card (something in the  account- 
owners possession) and a PIN-code (something he knows), though it is 
possible to se t up system s th a t  are based in fingerprints or DNA- 
s truc tu re s .  Instead  of en ter ing  a card and a PIN-code, you may se t  up a 
te rm inal where you only need to press your tomb tow ards an optical 
read er  th a t  checks your f ingerprint aga inst the  registered f ingerprin t in 
th e  central database; or press you thum b aga ins t  a needle th a t  takes  a 
blood-sample and controls the  DNA-structure aga ins t  the  central 
da tabase .  A var ian t  may be th a t  you carry a card with the  s truc tu re ,  
th is  way i t  is not necessary to use a central database.

Tow ards an open electronic society, w ith access from 
d ifferen t places th is  security  problem s comes m ore a p p a re n t 
th a n  ever. As long as system s are to be open the risk  of 
unlaw ful en tries a re  increasing. This indicates th a t  th e re  
should be a possibility to verify who has got access from 
w here, and w hat did the person do. Concerning the la tte r; 
if  d a ta  is changed it  should be shown who entered  the  d a ta , 
w hen th e  d a ta  was entered. This m akes it possible to verify 
th e  d a ta  a t a la te r stage.

If I as a data-sub ject would deny the d a ta  th a t is reg istered  
about me it  should no t be possible to spurn  th is by saying

12 Selnier 1992 

U Automatic Teller Machines
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th a t  "this is all in our com puter, th a t  never m akes any 
m istakes". On th e  o ther hand, if 1 alone am  try ing  to deny 
the  accuracy of the  d a ta  it  would be my word ag a in st 
som ebody-w ho-at-one-tim e-entered-this in to-the database. 
And if it is not possible to trace  th a t person or verify th a t 
th e  d a ta  has been en tered  according to some procedures, 
th is  is difficult.

This constitu tes a d ispute , which it m ay be difficult to solve. 
In addition to th is, the d a ta  th a t  has been m an ip u la ted  may 
be tran sfe rred  and  used as a basis for decisions m ade by 
the  ow ner of the  da tab ase  in question or o ther institu tions.

When it  comes to ATMs in most of Europe the re  has  been disputes  on 
w hether  the  money th a t  has  been w ithdraw n by the  account owner or 
not. This is a question of evidence, and i t  seam s as  is the  ban k s  in most 
jurisdic tions are claiming th a t  it  is not possihle to fool the  system, 
whereas the  consumers claims th a t  they have not used the ir  cards.

But. in addition to the  problems th a t  may arise in the  d ispu te  comes the  
problems th is  may give th e  account-owner because of the  wrong data. 
F irs tly  he may run  into financial problems, because the  bank probably 
will refuse him to use his money, he may also get difficulties paying his 
o ther  debts and may be blacklisted as  a "bad payer".

The problem of unau thorized  access has two aspects; the 
firs t is the possibility to see and  obtain  th e  inform ation th a t  
is stored; the  second is th e  possibility th a t inform ation may 
be changed.

This m ay be in two different ways, one is by hacking into a 
da tabase . The o ther by getting  access by a w rong indicator.

If  th e  da tab a se  of the  local social security  office has  been in truded  I may 
find my privacy violated because they found information about me, but. 1 
may also become furious when 1 discover t h a t  the d a ta  has  been modified 
so I do not get th e  benefits I am entitled  to.
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Inside one system  the problem is the  possibilities for d a ta  
being m isrepresen ted  in one way or another. T here m ust 
be rou tines to m ake su re  th a t the d a ta  not is being a ltered , 
into m isrepresen tation . If a system  contains of sub-system s 
th e re  is also the  problem w ith com m unicating and  
converting da ta  correctly. It is possible to m ake some 
rou tines to verify the inform ation th a t is transferred .

4 The European dimension
The European dim ension in th is problem has several 
aspects;

The first is th a t there  m ust be a free m ovem ent of d a ta  
w ith in  the  Com m unity, th is  is actually  a p rerequ isite  for 
th e  four basic freedoms.

The second is th a t the In te rn a l M arked, w ithout borders, 
c rea tes  a  v ast am ount of dataflow s between the m em ber 
s ta te s  - the Schengen agreem ent en tered  into by some of 
the  m em ber s ta te s  hopes to achieve this.

The th ird  is th a t different levels of d a ta  protection 
regu la tions in the m em ber s ta te s  m ay constitu te  technical 
trad e  b a rrie rs  or favour one or more m em ber sta tes .

4.1 Free movement of data as one of the 
basics of the Community?

The 4 basic freedom s of th e  C om m unity are: free movem ent 
of goods, services, persons and capital. It seem s obvious 
th a t in order to achieve th is there  m ust be a  free m ovem ent 
of d a ta  corresponding to the m ovem ent of goods etc.. It is
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not possible to create  any free m ovem ent of goods, services, 
persons, and  capital w ithout the  d a ta  th a t is connected with 
it. W ith the  export of goods from one m em ber s ta te  to 
an o th er th e re  has to pass some inform ation regard ing  the 
sam e goods. So is the  s itua tion  w ith the o ther th ree  basic 
freedom s.

4.2 The data-flows generated due to the 
internal marked

One of the im pacts of 1992 is th a t th e re  sha ll be no borders, 
no physical borders betw een th e  m em ber s ta te s , no custom s 
control, no im m igration control. This is not yet the case, 
b u t the  strugg le is still on.

Some m em ber s ta te s  has  some problems in th is  respect. Forem ost th is  is 
th e  case with D enm ark,  th a t  due to the  conventions on reduced border 
control between th e  Nordic countries will have difficulties in opening the 
border to G erm any. This is also a problem for the  Com m unity  as such. 
The united  Kingdom is also having a more relaxed a t t i tu d e  in th is  
m atte r ,  b u t  this  is due to in te rna l  considerations.

Im m igration control, custom  control etc had several aims. 
The m ain aim  of these control-system s w as a  control of 
w hat passed th e  borders. This is in te res tin g  in several 
aspects; for tax-purposes, for investigating  crim inal offence 
etc.

T here is still a need for some of these  control functions, th is  
is one of th e  reasons for the Schengen-agreem ent of 14 Ju n e  
198544, en tered  into by some m em ber s ta tes .

44 Bing 1991b p 167
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4.3 Technical trade barriers or favouring 
one member state

O ne of the trad itional problem s w ith trans-border dataflow s 
has been th a t you could export d a ta  to "data-heavens", or 
ju risd ic tions w here the  level of data-protection was lower 
th a n  in your own jurisd iction . This is still a problem in the  
C om m unity, since the levels of data-protection is not the  
sam e.

The problem with refusing export of da ta  is minimized by th e  Council of 
Europe t rea ty  and  the  OECD-guidelines, in the  respect th a t  no member 
s ta te  can refuse the  export of da ta  to ano ther  m em ber s ta te  so long as 
th e  la t te r  is fulfilling the qualifications se t out in these in s trum en ts .

T his indicates th a t if th is  is upheld, th e re  m ay be m ore 
favourable to have a data-base and data-processing1' in 
one m em ber s ta te  th a n  in another.

5 Is the proposal from the
Commission sufficient to cope 
with these problems

So far I have pointed out some of the  challenges to d a ta  
protection in the  year to come, and also given some 
indications as to how they m ay be solved.

1 ’ The aspect of data-processing might be due to a lack of adequate  
protection in one member s ta te ,  or merely due to lower costs for 
the  service.
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In the  la st p a r t of th is  essay  I will briefly d iscuss th e  w hat 
ex ten t the  proposal from th e  Com m ission is coping w ith the 
problem s h ighlighted above.

The Com m ission has on 15. O ctober 1992 released  an 
am ended proposal for a directive on d a ta  protection, COM 
(92) 422. The aim  in th is p a r t  is to evaluate  w hether th is 
proposal is giving m anageab le  solutions to th is  questions.

The tim e perspective on th is  is t h a t  the directive, if enacted, shall be 
im plem ented in national law with in  1. Ju ly  1994, and  th a t  all da ta  
processing shall be within the  lim its  of the  directive with in  30. Ju n e  
1997. (Blume 1992)

T here are  some in te res tin g  differences betw een the  directive 
and  the p resen t legislation in  m ost m em ber s ta te s , am ong 
them  th a t the  regu la tion  is not any longer concerned a 
reg is te r or "data files’" h b u t "the righ ts  and  freedom s of 
n a tu ra l persons w ith  respect to the processing o f personal 
data, and in p articu la r th e ir  rig h t of p r i v a c y ( m y  
italics), and th a t  also m an u al processing to some extend  is 
included18.

A rticle 17 s ta te s  th a t th e re  shall be taken  "appropriate 
technical and organ izational m easures to pro tect personal 
d a ta  aga in st accidental or unlaw ful destruction  or 
accidental loss and  ag a in st unau thorized  a lte ra tio n  or 
disclosure or any o ther u n au tho rized  form of processing.", 
and  th a t  they shall ensu re  "a su itab le  level of security".
B u t th e re  is no fu rth e r  se t of ru les as to the  im pact of th is, 
it  would be desirab le  if th is  would be prescribed. T aken

as  used in the  first proposal

1 ' Article 1 
lx Article 2, b
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into consideration th a t  the re  is a w orking comity in da ta  
security  in  EEC th is  seem s odd.

T he ta sk  to ensure the da ta  quality  is basically left to the 
m em ber sta tes '19, and  the proposal only gives some vague 
guidelines th a t are  s im ilar to the vague principles in today’s 
D a ta  Protection Act (UK). Since th is, and  the problem s 
w ith system  security  has the possibility to create technical 
trad e  barrie rs  th e re  is a possibility th a t the  principle of 
subsid iarily  has been draw n to far.

T he o ther problem s dealt w ith in  th is essay is given little  
consideration in the  Proposal, with the exception of some 
provisions regard ing  the transferring  of data , w here th e re  is
a m ain point th a t the  d a ta  subject shall be notified in some

*>()circum stances’ .

At the  sam e time i t  should be noted th a t  due to the principle of 
subsidiarily, the re  are  some possibilities for the  member s ta te  to develop 
derogations from the directive, as with article 8 - concerning sensitive 
data .

The m ain  reason for th is is the fact th a t the  problem s dea lt 
w ith in th is  essay falls w ithout the scope of th e  Proposal. 
Since the  Proposal deals w ith the  ru les for the  processing of 
d a ta , and  th is  essay to a large extend dealt w ith the  re su lts  
of th e  use in a decision process. B ut the connection is th a t 
th e  possibilities for processing of da ta  opens for the  use of it 
in a decision process.

19 Article 6 
,u Articles 10 and 12
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The fields in the Proposal th a t  is covered by th is  essay is to 
a large extent left to the  m em ber s ta te s  to decide. Hence 
not solved in a in te rn a tio n a l context
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The problems with information 
crime

In the Canadian Case of II v S tew a rt, Mr Justice  
Krever stated:

Confidential inform ation is not property for the 
purpose of the law of theft ... If this interpretation  

should be thought to be inadequate to m eet the needs 
of modern society, particulary because of its 

im plications for the com puter age, the remedy must 
be a change in the law by Parliam ent.

The problems of applying existing criminal 
offenses in an information context 

- and an attempt to solve it 
-w ith the  em phasis on the  crim e of th e ft
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1 Introduction
"Our society has reached a phase at which information has 

become a "commodity", which is replacing material goods to 
a considerable degree. As a product, information, has 

become an indispensable element in our everyday thoughts 
and acts which is worth a lot o f money. It may take m any  
forms, ranging from the news o f far-slung calam ities via 

satellites or the rapid exchange o f financial data over 
immense distances essential for the functioning o f world 

m arkets , to systematically-accessible information in medical
data bases."’1

This increasing inform ation flow has a t the  sam e tim e 
released  a dem and for a strong protection of the sam e 
inform ation. It is argued th a t the trad itional legal system s, 
m ade for the industria l society is not sufficient in  the  post­
in d u stria l society.

One of the aspects th a t m akes regu la ting  inform ation 
difficult is th a t the  liberation of inform ation and  m edia is a 
new concept, and  a new challenge to the legal system  - 
dealing  w ith inform ation, per se. T raditionally  the  focus 
has  been a t the  m edia carrying the  inform ation - not th e  
inform ation itse lf - th is due to the fact th a t the m edia is 
"closely associated with the  inform ation"52. Hence s tealing

51 Dommering 1991 p 1
52 Bing 1981 p 219
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a book would be subject m a tte r  for th e ft since th e  paper and 
ink  are  m ovables ,̂',.

In th is  context Sieber'’1 s ta te s  t h a t  " tha t  common ground for th is  
problems originates from the  fact t h a t  all criminal codes have, to the  
present,  p redom inantly  protected tangible and visible objects. The 
protection o f information and other intangibles existed, b u t  did not. play a 
dom inan t role until th e  middle of the  ‘20th cen tury .” (footnote omitted)
By Saxby55 i t  is argued  th a t  so "far as  the  criminal law was concerned, 
abuse of property r igh ts  within th e  laws of the ft  and  criminal dam age 
assum ed  th a t  the  medium and  th e  th ing  of value were inextricably 
linked. Thus  information itse lf  could not be stolen, b u t  a piece of paper 
containing confidential inform ation could." See also Coleman 1993 p 174.

This has lead to the  new concept of information law. This 
term  is ra th e r  new, bu t it seem s to be generally  excepted to 
cover the general problem s w ith law  and inform ation in a 
ra th e r  broad m e an in g .1'1

It is argued th a t in  order to u n d ers tan d  the  concept of 
information law  it is necessary  to s ta r t  w ith "an analysis of 
the  subject in non-legal term s"''1.

>-1 However in relation to securities  the  Norwegian Suprem e Court 
h as  not upheld th is  distinction, and s ta te s  t h a t  in th is  respect 
the re  is of no relevance w hether  the information is stored 
electronically or in a more traditional file, cfr R t 1992 p 1629.

54 Sieber 1990 p 120
55 Saxby 1990 p 219

Cfr Bing 1981, Bull 1985 D om m ering 1991, Dommering 1992, 
Sieber 1992 p 17. Saxby 1990 seem s to be of th e  sam e opinion. 
For a total overview of th e  problems of information law, see 
Altes et. al 1992
Dommering 1991 p 11. See also Saxby 1990 p 220
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In rela tion to com puter law it is argued by Bryde A ndersen-’8 t h a t  "In 
ordinary  "lawyers law" the  necessary legal and factual knowledge is 
typically sufficient known by counsel. "Understanding" th e  case seldonily 
p resen ts  substan tia l  problems. If i t  does, the  remedies are  usually  a t  
hand . In a case concerning liability for poisoning, councel's own 
knowledge on the  hum an  organs etc. will suffice as  a basis for additional 
knowledge to be obtained by expert testemonies etc. In com puter cases 
th is  is different. An equally sound basis of knowledge on how com puters 
work etc. is rarely  a t  h an d  for the average lawyer. Notoriously lawyers - 
like com puter  use rs  - have g rea t  difficulty in grasping w hat a com puter 
is and  how it works. This difficulty seems to be more profound th a n  in 
o ther  a reas  of law with complex matters."  At the  same time i t  is clear 
t h a t  th is  s ta te m en t  does concern computer law as such, and  not only the  
liability aspects of i tS9.

The a rea  necessary to describe in respect of inform ation law 
is not necessary  the  sam e as w ithin com puter law; it is 
argued  by D om m eringb" th a t  "such an analysis is m ade 
w ith  the  aid of knowledge gathered  from com m unication 
science, inform atics, m edia economics and 
telecom m unications science. The em phasis is not, however, 
on th e  inform ation technology, but on the  com m unication 
process".

This essay will deal with inform ation crime. G enerally  th e  
them e of the  new doctrine "o f‘crim inal inform ation law ’ is 
founded on the  still developing general concept of 
‘inform ation law ’ an d  ‘law on inform ation technology’. In 
accordance w ith m odern cybernetics and inform atics, the  
new concept o f ‘information law * recognizes inform ation as a 
th ird  fundam ental factor besides m a tte r  and energy. Based 
on em pirical analysis, th is  concept evaluates inform ation

Bryde Andersen 1991b p 122
r>9 Bryde Andersen 1991a p 67 e t seq 

Dommering 1991 p 11
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both as a new economic, cu ltu ra l and  political asse t, and as 
a specific danger poten tial. The new theory  of ‘inform ation 
law ’ realizes th a t  m odern inform ation  technology a lte rs  the 
characteristics of inform ation, especially by s tren g th en in g  
its  im portance and  by tre a tin g  it as an  active factor th a t 
works w ithou t hu m an  in terven tion  in au tom atic  processing 
system s"^1.

C om puter Crim e has  as its  s ta r tin g  point com puters and 
com m unication betw een com puter (not com m unication as 
such). The d istinction betw een "com puter crime" and  
"inform ation crime" lies in  the fact th a t  "com puter crime" is 
concerned w ith the  com puter as a victim , as a m eans or 
constitu te  th e  env ironm ent of the  crim e, w hilst "inform ation 
crime" is concerned w ith the inform ation - not the  
com puter.

The Law Commission for Eng land  and  Wales in th e ir  report  on computer 
crime62 defined th e  n a tu re  of the  subject as  "the misuse of com puters or 
com puter system s by parties  not entit led  to use or control those 
computers,  e i ther  by simply seeking access to the  computers,  or by going 
fu r th e r  and using th e  com puters or am end ing  the  information held in 
them  for w hat may be a vide range of ulter ior  motives" (footnote 
omitted). They also identified a num ber  of misuses done by or with a 
com puter  - or with a com puter  as  a target.  The sam e approach of 
identify m isuses are  found in the  Scottish Law commission'’1. Lloyd1,1, 
notices th a t  "each agency or legisla ture involved in the  topic has  set out 
i ts  own agenda for action. Although th e  pa r t icu la r  categorisations 
adopted may vary, th ree  common th re a d s  can be identified in the ir  work. 
These encompass the topics of: (a) com puter fraud, (b) dam age to da ta  or 
program s, (c) "theft" of information." The concept of com puter  crime is

81 Sieber 1992 p 17

hli Law Commission (England and  Wales) p 1 
t, t Scottish Law Commission p 3

64 Lloyd 1993 p 205
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also tn some ex ten t criticized, as being a collection of different questions 
j u s t  t rea ted  together  due to the  involvement of a com puter - one way or 
th e  other '“’.

"Theft of inform ation" m ight appear w ithin the  context of a 
com puter system , and  also outside. In the de lege lata 
discussion, infra 3, it will be shown th a t th e re  has been 
case law in both categories.

W ith th is  general in troduction the  them e of th is essay is 
given, firs t it will be necessary to look a t some of the 
underly ing  problem s of "information law" - which also will 
i l lu s tra te  the problem s of applying existing crim inal 
offenses to inform ation. This will have to cover a large p a rt 
of th is  essay. This seem s to be necessary, in o rder to m ake 
som e conclusions de lege ferenda, due to the approach 
chosen. Before th is de lege ferenda discussion I will give a 
b rie f overview of the situation , de lege lata.

2 Information law and
information crime - general 
considerations

In th is  p a r t th e re  are  a num ber of aspects to be discussed. 
The first is an  a ttem p t to describe or define inform ation, 
the  second is to give some indications as to the  economics of 
in form ation, the th ird  to be discussed are  some aspects of 
th e  n a tu re  of inform ation, which indicates th a t a more 
trad itiona l "ownership" construction is not applicable.

Tapper 1987 p 4
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2 . 1  I n f o r m a t io n

A s ta r tin g  point would be briefly to look a t  the concept of 
inform ation, and  the  connection betw een inform ation and  
the  m edia carry ing  the  inform ation. I t seem s as especially 
th is  connection, de lege la ta , m akes problem s and causes 
confusion in m any ju risd ictions. B ut - it  m u st be 
em phasised  - th a t  th is  connection will be re levan t also in a 
de lege ferenda discussion.

2.1.1 The concept of inform ation

In a legal context information is trad itionally  used loosely 
as a synonym  for d a ta , news or s im ilar loosely given 
m a tte rs . T here is no s tr in g e n t definition found. In 
inform ation science, on th e  o ther hand, two m ain  definitions 
m ay be found.hb

The first is based on the  communication theory form ulated  
by Shannon in 1948. This theory  defines inform ation in 
te rm s of th e  probability  of the  occurrence of a  certa in  event 
or the  reception of a certa in  m essage. The less probability 
of th e  occurrence of a  the  event or the reception of the  
m essage, the  h igher inform ation contained by th a t  event or 
th a t  m essage. This definition of inform ation does not seem 
to be helpful in a legal context*1 ' for th e  discussion of 
inform ation  law.

In information and computer science inform ation is usually  
tak en  as know ledge or new knowledge. At the  sam e tim e it

86 Cfr Bing 1981 p 221

67 Cfr Bing 1981
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is conventional to d istinguish  betw een inform ation and 
da ta . W here data™ has to be com m unicated (received) and 
understood in  order to transform  into inform ation. This 
seem s to be a m ore likeable s ta rtin g  point for a legal 
discussion, it should a t  the sam e tim e be stressed  th a t  th is 
m akes inform ation a relative expression in th a t  different 
people will receive different inform ation from the  sam e 
data .

F or the  purpose of th is essay it is stressed  th a t inform ation 
to some ex ten t is synonym ous w ith knowledge or new 
knowledge. This s tresses two factors. The first th a t  
in form ation is relative, in the  sense th a t it gives d ifferent 
know ledge to d ifferent persons (if you already have the  
inform ation, the re  is no use in getting  it again). Secondly 
th a t  it is the use of the inform ation th a t seem s to be the  
re lev an t point, not the "possession" of the  inform ation itself. 
This becomes apparen t, eg in  the  discussion of the 
economics of inform ation, infra 2.4.

2.1.2 Ways of com m unicating information

H istorically , inform ation - or ra th e r  the com mercial use of 
in form ation m ay be divided in th ree  categories. C on tract of 
services or contract for services; the  sale of th e  inform ation 
em bedded in a physical m edium ; the  trad e  w ith inform ation 
w ithou t the sam e physical em bedding.69 The sam e th ree  
categorizes are  still in use, the  historical im pact lies in the  
developm ent of the ways of com m unicating inform ation.

made up of sign, ie le tters, pictures, movements etc.
K9 Cfr Bing 1993 p 105 ff
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The contract o f services or contract for services, is illu s tra ted  
by the  fact th a t  som eone is em ployed or contracted  due to 
th e ir  knowledge - not due to th e ir  physical s tren g th  etc.
This is a basic way of com m unication inform ation, and has 
probably been around  since tim e im m em orial. Knowledge 
h as  a price and  it is a way of com m unicating inform ation, 
and  a paym ent of some kind has alw ays been involved. 
B ing7" uses th is exam ple; If you give me a  leg of a 
m am m oth, I will tell you w here th e re  is good hunting .

The sales contract cam e into existence w ith th e  developm ent 
of a w ritten  language, and  the  developm ent of m edium  for 
carry ing  the sam e inform ation. This is a convenient way of 
"m ass-com m unication", since the  inform ation m ay be 
duplicated in a certa in  num ber (though there  are  
lim itations). T hrough the  h istory  of m an th e re  has also 
been developm ent in  the  m e d ia '1, and the  production 
te c h n iq u e s“.

W ith the  inform ation age came the  possibility of separating 
information from its medium. This opened for m ass- 
com m unication of inform ation in a new a t yet unknow n 
way. It should be s tressed  th a t  logically th is  category 
includes both digital and analogous inform ation, typically 
inform ation stored on a com puter and  broadcasting. B ut 
today we see th a t  th is  analogue inform ation is moving into 
a d igital env ironm ent (CD's in stead  of records, ISDN 
in stead  of analogue telephone, d ig ital HDTV in stead  of 
analogue television).

70 Bing 1993 p 105
‘1 from stone, via papyrus to paper
72 from writing, via p rin ting  to the  ro tary  press.



74 F o u r  E s s a y s  o n  C o m p u te r  a n d  IT  L aw

2.1.3 Information and the media

Inform ation is e ither secured - tied to - some m edia or ju s t  
com m unicated from person to person. This reflects the  
w ays of com m unicating inform ation, su p ra  2.1.2. The 
problem s lies in  the ways inform ation is connected to the  
m edia - if a t all.

I f  inform ation is not written to some media there  is difficult, to "take it 
away" from the  person possessing it, unless one prefers to use 
blackmailing or torture .  This is the  case with traditional craftsm an 's  
knowledge. A special recipe for beer or whisky is given orally from one 
brew er  to another ,  and  will never find its  ways into a filing cabinet. 
Technically one might argue t h a t  also the hum an  brain is a media for 
storing  information, b u t  it does not seem likeable t h a t  th is  approach will 
be of much help in th is  context.

B ryde A ndersen7,1 point out th ree  different ways 
inform ation m ight be connected to its m edia. The firs t is 
w here the  inform ation m ight easily be moved from one 
m edia to an o th er or from one group of m édias to another. 
This is the case w ith personal expertise, slogans, passw ords, 
genera l ides, etc. The second category is inform ation th a t, 
according to its charac ter or purpose, has to be connected to 
a certa in  type of m edium  - bu t it m ight easily be moved to 
an o th e r m edia w ith in  the  sam e type. This is typically the  
s itu a tio n  w ith software. The th ird  category is the 
inform ation, th a t under norm al use is inseparable from its 
m edia. This is the case for hardw are com ponent, chips, bu t 
also o ther physical objects, such as handicraft.

As m entioned above trad itionally  legal ru les has been 
ad justed  tow ards a moveable, not the inform ation. There 
has for some tim e discussions - in several fields of

1,1 Bryde Andersen 1991a p 282-283
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inform ation law (and com puter law) as to w hether 
especially com puter program s are to be considered as 
m ovables or not.

B i n g o b s e r v e d ,  a lready  in 1981, t h a t  the "similarity to a physical 
object, on the  one h and  and  to intellectual property on the  o ther  hand 
m akes the  categorization of com puter  program s as  ‘movables’ (or ‘goods’) 
uncertain . And th is  uncer ta in ty  may have  subs tan tia l  implications for 
the  law affecting com puter programs".

For some fu r the r  examples of th is  discussion see, F ranken  1990, Bryde 
Andersen 1991b, Hirschback 1989 and  S tu u rm a n  1991 p 197-200.

This discussion leads to the  conclusion th a t  inform ation per 
se is not a moveable, and  th a t  th e  connection betw een the 
inform ation and  the  m edia carry ing  the sam e inform ation, 
s tresses the differences betw een th is  m edia and  ord inary  
movables, and  th a t  it cannot be regarded  as a m oveable - 
the  sam e way as "ordinary movables".

A nother approach would therefore be to ask  w hether there  
is any reason to d istingu ish  betw een inform ation and 
movables. This answ er m ight differ depending on the fields 
of law. T here are  severe differences betw een VAT-law, 
con tract law, and  crim inal law, and  th is  differences in the 
legal ru les m ight lead to differences in the  legal reasoning 
as to w hether inform ation is subject m a tte r  or not.

It should though be m entioned  th a t  even if inform ation due 
to its  n a tu re  not capable of being taken  aw ay, a m edium  
contain ing  the in form ation"’ m ight be taken  aw ay, hence

74 Bing 1981 p 225

7,1 eg a book, a floppy disk nr a cassette  tape
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fall w ith in  th e  scope of theft in m ost ju risd ic tio n s7*. This 
constitu tes  ano ther problem since th e re  m ight be a 
difference depending on w hether there  is a m edia being 
ta k en  aw ay or ju s t  somebody illegitim ately accessing the  
inform ation. One m ight ask  if th is is a reasonable 
r e s u l t '7.

2.1.4 Information - concluding remarks

Inform ation is loosely taken  to be knowledge or new 
knowledge, it  is the  connection between th is knowledge 
and  the  m edia carrying the  sam e th a t in a legal context in 
m any cases constitu tes problem s. It is the  inform ation, 
r a th e r  th a n  the m edia th a t is in teresting . The connection 
betw een the  inform ation and the  m edia is not necessarily  a 
re lev an t a rgum en t as to w hether th e  crim inal offenses 
re la tin g  to movables or goods should apply to inform ation.

In addition  to th is problem, th a t has caused difficulties in 
apply ing  existing crim inal offenses (and o ther legal 
provision), th e re  are  some aspects of inform ation, th a t  has 
to be scrutin ized, in the  following. B ut before going on to 
th a t, it m ight be in teresting  to give a brief in troduction  to a 
model for com m unication process.

7,i Cfr Saxby 1990 p 219

Regarding other  fields of law, see Rt. 1992 p 1629, supra .77
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2 .2  C o m m u n ic a t io n  p r o c e s s e s

Above, 2.1.2, is d iscussed some basic trends in the  ways of 
com m unicating inform ation. In th is  p a r t com m unication 
process, based on S hannon  and  W eaver'*, as such will 
briefly be discussed. The model for com m unication process 
is shown in figure 5.

Transmission

Messeage

Information chanal

figure 5 A model for com m unication theory

T here are  some basic elem ents in a com m unication process. 
F irs t the  parties  m u st have access to a m edium  for 
com m unication, nex t they m ust have a decided language for 
com m unication, and  finally they  m u st com m unicate, th is 
also reflects th e  points m ade above.

7x Cfr Bryde Andersen 1991a p 102
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This model is general, hence supposed to cover any  form of 
com m unication between two or more parties.

In  our context it gives a s ta rtin g  point and  a possibility for 
identifying w hat p arts  of a com m unication process it is 
desirab le  to regu la te  - or m ake subject for a crim inal 
offence.

2.3 Information and secrecy

A differen t aspect, from above is the aspect of inform ation 
and  secrecy '1, hence the desire not to com m unicate the  
inform ation. This aspect is th a t somebody tried  to su rround  
th e ir  inform ation w ith a sufficient degree of secrecy, so it 
will not be available to outsiders.

The reason  th a t th is  problem is discussed is partly  th a t  
secrecy in some s itua tions is the only m ean of protecting 
inform ation, and  in some situa tion  secrecy is one condition 
in o rder to obtain a legal protection. In the  de lege ferenda 
discussion th is will also be apparen t, since it m ight p u t an 
obligation on the  "possessor" of the inform ation to keep it 
secre t in order for a legal protection to occur.

This aspect m ight easily be sum m arized  as a precaution to 
be taken , if one w ants secrecy. It is also to be an  a rgum en t 
in the  legal discussion, in fra  5.1.

It should be m entioned th a t the re  tire levels of security , the  
security  m ight be total, or partia l, depending on w hether

79 Cfr Bryde Andersen 1991a p 285
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th e  inform ation is exclusive, difficult accessible or generally  
know n”'1.

2.4 Economics of information

T here is a need to look a t some aspects of the economics of 
inform ation law, since the trad itional economic m odels are 
based one movables, are  no t applicable to inform ation. At 
the  sam e tim e it should be kep t in m ind th a t  one of the 
reasons for some of the  trad itio n a l crim inal offenses lies in 
some basics of economical theory.

The crime of the ft  is referred a lready  in the  Ten C om m andm en ts  - you 
shall not steal. In any society th is  is a basic rule. If you ta k e  deprive 
someone of his  sheep he cannot ea t  it. If you deprive someone of his  cow 
he cannot get his milk, and if  you s tea ls  somebody's flour he cannot make 
his  daily bred. The sam e basic principles goes for more advanced 
products as  well; a car, a boat, a n  electrical too thbrush  or corkscrew.
The sam e kind of reasoning  is applied  to a trades-m an , if  you steal his 
product, he is not able to sell them , because he has  not got them.

T rad itional com m odity has its  value due to its  p resen t, and 
depriv ing som eone of th a t  com modity a t  th e  sam e tim e 
deprives him of th e  economic value.

This is not so w ith inform ation, as shown above, 
inform ation  by n a tu re  is no t capable of being tak en  away. 
Inform ation has to base its  economical value on o ther 
elem ents.

x(l See Coleman 1993 p 175, in relation to breach of confidence.
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This m igh t be divided in two p arts , the  firs t w hat gives 
inform ation its economic value and  the  o ther the aspect of 
re tu rn  of investm ents in inform ation.

2.4.1 The value o f information

Inform ation m ight be used in  two different ways, one is to 
sell the inform ation to somebody else, the  o ther is to keep 
the  inform ation confidential and  take advan tage of it - 
typically  in a production process*1.

In  the  la tte r  category the value of inform ation lies in some 
k ind  of monopoly, th a t  the  inform ation is not availab le to 
o the r parties, if it were the inform ation would not give a 
com petitive advan tage. To keep th is advan tage the 
inform ation m ust be kept secret*". Often th is  inform ation 
is subject for trad e  secret (provided th a t  o ther c rite ria  are  
p resen t)83.

If th e  inform ation is supposed to be sold, the re  has to be 
some exclusiveness in  order to secure the  profits, th is  m ight 
be a  factual or a legal*1 exclusiveness. Since inform ation 
m ay be expensive to create and  costly to compile, once 
obtained  it is cheap to reproduce there  are no or ra th e r  very 
low variab le  costs th e  price of reproduction does not 
noticeably influence the m arke t price.

Bull 1985 p 26 uses the  te rm  "Machwert" and "Gelt.wert"

if  not protected by pa ten t

See Coleman 1993 p 176

such as copyright and neighbouring r ights

81

82

»a

8-1
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In some cases it is sufficient to have a lead tim e-w ise 
(typically w ith factual in form ation  w here the  tim e is 
essential); "the firs t person who can end the uncerta in ty  
abou t share  price trends can earn  money. So can suppliers 
of sem i-processed data ."Kr’

I t is no t su rp ris ing  to find th a t  access to th is two types of 
inform ation differs, th is  should  also be reflected in the  legal 
norm  regu la ting  th e  access.

2.4.2 Protection of the investm ents in inform ation

The problem w ith re tu rn  of th e  investm en t involved in 
inform ation is ac tually  a very old problem , th a t  p rio r to the 
post-industria lised  society seem s to have been properly 
protected  by the in tellectua l property  rights.

I t is easily to d em onstra te  th a t  some inform ation is the 
re su lt of a ra th e r  burdensom e and expensive process, and 
th a t  th e re  is a desire to secure the  re tu rn  of profits from 
th is  process. It is also argued  th a t  w ithou t th e  possibility of 
a re tu rn  of profits these  investm en t will no t be m ade.

U nlike trad itional com m odities it is ra th e r  easy to 
reproduce inform ation (if available), how easy is partly  
based on the  connection betw een th e  inform ation and  the  
m edia, su p ra  2.1.3. C opyright developed from the  problem s 
w ith  copying books, several hundred  years ago, so the  
problem  is not qu ite new. B u t the  developm ents in 
inform ation  technology and  th e  new  inform ation services 
h as addressed  the  problem  in a new way.

Dommering 1991 p 31
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The problem is th a t  the re  is a strong dem and for a legal 
protection of th e  investm en t in the  inform ation, th a t up till 
now has not been p resen t, and  th a t  copyright and  o ther 
in te llec tua l property  righ ts  alone are  not capable of 
h and ling  th a t dem and properly in m ost ju risd ic tions today.

At least  th is  is the  case with the continental approach to copyright, with 
its  em phasise on the w ri ter  or au th o r  - le droit de autor.  The protection 
is different in common law jurisdictions and to some ex ten t will protect 
th e  inves tm en t  better.  Even though th e  sanctions in most intellectual 
property  legislation m ight seem insufficient for the values vested in the  
information. There is also a different approach as to w hether  
in fringem ent of copyright should be met with criminal sanctions.80

2.5 Aspects of information law - why
"ownership'-structure is not applicable

In addition  to the  points m ade above th e re  are  in m any 
instances types of d a ta  w here it is a desire to control the 
d a ta  in one way or ano ther. It is em phasised th a t th is  
m u st be taken  into account in th e  de Lege ferenda 
discussion*'. This is sim ply due to some characteristics  of 
th e  piece of inform ation in question, or a desire to give 
som e com m unications confidentiality. A nother aspect is the  
problem s arising  from some fundam ental hum an righ ts  
(in te rna tionally  accepted and based on the d ifferent 
constitu tions), the question of access to inform ation, the  
question of the  w orkers righ t to organize etc.

Sieber 1992 p 23
0 7

Sieber 1992 p 17
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2.5.1 Controlling data - due to its content

The s ta r tin g  poin t for th is ra th e r  broad category is th a t  
some inform ation is sensitive  in one way or ano ther, 
therefore a freedom of com m unicating is not desirable. This 
calls for a protection of some kinds inform ation, w here the 
access and com m unication should be lim ited. The problem s 
regard ing  business secrets a re  discussed above.

In an  a ttem p t to divide th is  category, privacy and  security  
of the  s ta te  m ight easily  be identified.

2.5.2 Privacy

Privacy m ay easily  be viewed from th is  s tand ing-po in t, as a 
way of m aking  crim inal certa in  ways of ob ta in ing  and  using 
inform ation. D epending on the  ju risd iction  privacy is 
defined in a varie ty  of ways.

T here seem s to be a d istinction  betw een the  common law 
jurisdiction™  and  the C on tinen ta l E uropean  approach, 
w here the  form er views th is  as some kind of a p roperty  
righ t, while the  la tte r  is m ore concerned w ith th e  use of the 
"private" inform ation.

The Norwegian approach is a good example where the  essential is the 
use of the inform ation. C h a p te r  23 of the  Norwegian Crim inal Code81’ 
deals  with defamation. The crime is in s 246 and  s 247 described as;

Probably with the exception of England  and  Wales, t h a t  up till 
now has no efficient general protection for privacy, see Coleman 
1993 p 176.
T ransla tion  obta ined from the  Royal Norwegian E m bassy  in 
London
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Anyone who unlawfully violates another 's  feeling or personal honor [sic] 
in word or deed., and; Anyone who, in word or deed, behaves in a m a n n e r  
likely to ha rm  the  good nam e or reputa tion  of another,  or expose him to 
h a t red ,  contem pt or loss of the  confidence required in his position or
t r a d e ........ This does not s ta te  anyth ing  if  the  accusations a re  true  or,
th i s  is solved in s 249, t h a t  i subsection 1 s ta tes; "P un ishm ent according 
to sections 246 and 247 shall not apply if  the  t ru th  of the  charge is 
proved". So far  i t  seem s to follow the  lines of libel under  English law, 
b u t  subsection 2 goes on to s ta te  th a t  "[ejven i f  the  t ru th  is proved as 
ind icated  under  No. 1, th e  charge is punishable if it is made w ithout 
respectable reasons or is otherwise im proper because of i ts  form or the  
m a n n e r  in which it is made, or for other reasons".

W ith the  em erge of com puterized system s the  concept of 
d a ta  protection has em erged, and th is  is in some way linked 
to the  concept of privacy. B ut it  em phasises different 
aspects.

2.5.3 Security of the state

I t  seem s obvious th a t  th e re  is a need to protect some 
inform ation th a t  is connected w ith the security  of the  sta te .

2.5.4 Professional secrecy

As a group of its  own professional secrecy m ight be 
m entioned. This is to guaran tee  some canals of inform ation 
th a t  is free to use. Typically th is is p resen t w ith a doctor- 
p a tie n t situa tion , a law yer-client situa tion  and also in a 
num ber of o ther s ituations. This seam s to fall w ithin the 
broader scope of sphere of in tegrity  as used by S ieb e r'0.

90 See Sieber 1990 p 125
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2.5.5 Freedom: right to information?

Freedom  of speech is a basic civil righ t, in m ost w estern  
countries, and  has a constitu tional aspect in  v irtua lly  all 
countries - w ith the  exception of The U nited  Kingdom '1 - 
and  is also g ran ted  in the  E uropean  Convention on H um an 
R ights, a r t  10. It m ight be argued  th a t  th is  rig h t is 
connected w ith the  rig h t of access to inform ation. To some 
ex ten t th is  is covered by A rt 10, bu t th a n  only if the  holder 
discloses it. The sam e is th e  s itua tion  w ith th e  G erm an 
constitu tion '12. The question  of w hether the E uropean  
C onvention gives the  rig h t of access to governm ental 
inform ation has been brough t before the  E uropean  C ourt of 
H um an R ight two tim es9*, and  th e  answ er is negative.

Even if th is is not protected by the  conventions on hum an  
righ ts  there  still seem s to be a need for access to 
inform ation. M ackaay91 divides th is  question into 
d ifferent categories depending  on who possess the  
inform ation, and who the  inform ation concerns, as follows.

• Inform ation R ights A gainst the  S ta te
• Inform ation R ights ag a in st P riva te  C itizens

• P ersonal inform ation
• Inform ation about crim inals
• Inform ation about hazardous products and

catastroph ic  risks
• Inform ation about com petitors
• Inform ation on com panies

91 B arend t  1992 p 13

92 B a re n d t  1992 p 21

9,1 Leander  v Sweden and Gaskin v U.K 
91 Mackaay 1992
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I t seem s clear th a t the  rig h t of access to inform ation held 
by th e  s ta te , regard ing  the s ta te  is the case w here the 
reason  for giving access is the s trongest*1, since th is  does 
not involve the sam e economical in te res t as with 
com m ercial inform ation. This m ight also be illu s tra ted  by 
the  fact th a t both Norway and Sweden in th e ir in troductory  
speech in  the m em bership  negotiations w ith the  EC 
stressed  th is  factor, and th a t they were in terested  in 
continuing  th e ir politics, and th a t they w anted it to govern 
in the  EC as well. As a curiosity it is tem pting  to m ention 
th a t  the  questions from the Commission to app lican ts are  
secret, bu t th a t  under the Sw edish principle of free access 
th e  answ ers given by the Swedish governm ent are  
accessible.

The s ta tu s  differs betw een different nations today, w here 
Sw eden and The U nited  Kingdom probably are  the  ex trem e 
points in w estern Europe today. Regardless of the cu rren t 
situa tion  th is is an  a rg u m en t in the discussion.

W hilst citizens does not have any general obligation to 
disclose inform ation. Secrets m ight be kep tHh, th is  is also 
dem onstra ted  in R v S tew art - there  was no underly ing  
obligation to disclose the inform ation. N evertheless th e re  
m igh t often be a public dem and for disclosure'*'

with the  limita tions concerning the  security of the  s ta te  

Mackaay 1992 p 171

See also Coleman 1993 p 179, in relation to breach of confidence97
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2.6 Models for "information law”

Since inform ation is not able of being tak en  aw ay some 
a ttem p ts  of m aking  m odels for the  inform ation law  has 
been made. I will discuss such a m odel1'*, sim ply to 
em phasise  some of the  problem s arising.

From  th e  com m unication theory  we m ay divide the 
processing of inform ation into phases, and  each of these 
phases m ight be regula ted . I t is also possible to focus on 
the  inform ation, and regu la te  some aspects of the 
inform ation.

The phases, or functional division includes:
• creation
• com m unication
• storing
• processing

W hen focusing on the inform ation, we find th a t  the  
following aspects m igh t be identified, and  be subject of 
regulation ;
• content
• form of th e  inform ation
• th e  s tru c tu re
• the  m edia of th e  rep resen ta tio n

The essence of th is model is th a t  under the  functional 
division, the inform ation m u st be created , it m u st (or 
m ight) be com m unicated, i t  m u st be stored, one way or the

9H Based r>n Bing, Madsen, M yrland 1987 p 10 ff, see also Bing 
1993 p 13 ff (in English).
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other, and  it  m igh t be processed. Each of these  steps m ight 
be the  basis for legal m easu rem en ts" , alone or together 
w ith  o ther param eters .

W ith the  focus on th e  inform ation, we find th a t  if it has a 
special content (ie security  of the state), a special form 
(signed docum ent), a special s tru c tu re  (ie a personal 
reg ister), or connected to a special m edia (ie paper, 
com puter storage m edium ) th is  m ight be regula ted .

In some instances a  com bination of these aspects are  m ade 
th e  basis of crim inal (and non-crim inal) offenses.
Espionage re la tes to the  communication of inform ation of a 
ce rta in  content th a t  are  being stored under certain  
circum stances, and not indented for com m unication. The 
sam e is th e  s itu a tio n  with in dustria l espionage, though the 
con ten t are  of a  very different kind.

I t  should also be mentioned th a t  D om m ering1"" divides the  subject for 
"information law" into the  following four categories;
a) the  production and processing of information
b) the  storage of information
c) the  conversion, transfe r  and reproduction of information
d) the  use, consultation and storage of information.

I t  does not seem as the re  is any difference in the  field, of s tudy  even 
though  the re  are  two different models being used. And i t  should be 
em phasised  th a t  the  models are  ra th e r  similar.

Regarding "theft of information" the  re levant aspect is the 
communication of the information.
Dommering 1991 p 20
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2.7 A temporary summary of this part

It has been dem onstra ted  in th is  p a r t th a t  inform ation, per 
se, is by n a tu re  different from movables, therefore it cannot 
per se follow the sam e legal ru les as movables.

This point has also been noticed by the  N orw egian C rim inal 
Code Com m ission in a ra th e r  new proposal"11. This 
Com m ission was se t up in 1980 to m ake a  d ra ft for a new 
C rim inal Code, th e  p resen t proposal is for th e  general p a rt 
of the  Code. In  the  proposed sec 19 moveable is defined the 
sam e way as in the p resen t Code. R egarding inform ation 
the  Comm ission m akes it c lear th a t  th is  falls outside th is  
definition, and  goes on to s ta te  th a t102; one could choose to 
ex ten t the definition so it also would include d a ta , bu t th is 
would extend the crim es w here the  term  m ovables a re  used 
in an  undesirab le  way. C om puter assis ted  crim es are  so 
special th a t the  ex isting  crim inal offenses should not be 
extended w ithou t fu rth e r  considerations.

Though th is s ta te m e n t is w ith  respect to com puter 
crim e103, th e re  is no reason why it should not be taken  to 
include also non-com puterised inform ation crime.

I t should also be kep t in m ind th a t "there a re  conflicting 
rights in respect of one and  the  sam e object to a far g rea ter

101 NOU 1992:23

1,12 NOU 1992:23 p 67, my own trans la t ion

10,5 It is r a th e r  unclear  a t  th is  point since th e  Norwegian language 
uses th e  te rm  "data-kriminalitet", hence d a ta  m ight refer to a 
com puter  (data-m achine)  or da ta  per se. This dualistic m eaning  
in th e  use of the  te rm  d a ta  in Norwegian m akes any s ta te m e n t  
in th is  respect r a th e r  unclear,  if not specified by the  author.
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ex ten t th a n  in  the  case of the ow nership of m ateria l 
goods."104

2.8 Intellectual property rights

I t should be m entioned a t  th is stage th a t due to some of the 
considerations in th is p a rt in tellectual property righ ts has 
been developed. B ut it should be rem em bered th a t the 
principles of in tellectual property rights "also modelled 
them selves upon th e  needs of a society whose w ealth  
depended upon the  developm ent and m anufactu re  of 
tang ib le  goods. P roprie tary  righ ts  w ere allocated, not to 
ideas as such, bu t to th e ir  em bodim ent in the  w ritten  form 
or in physical p lan ts  w ith an in dustria l app lication .1"'"

These are  basically drafted  as a resu lt of balancing in te re s t 
betw een the "developer" and the society as such. It was 
considered necessary  to give some rew ard for the useful a rts  
and  science.

This is also reflected in the  American Constitution A rt  1, Sec 8, cl 8; "To 
promote th e  Progress of Science and useful art,  by securing for limited 
Timed to Authors  and Inventors the  exclusive Rights to th e ir  respective 
W rit ings and Discoveries".

Especially w ith p a ten t th is  is a way of regulation  the use o f 
inform ation or knowledge.

104 Dommering 1991 p 21
10,1 Saxby 1990 p 219
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It should be m entioned th a t  defining in tellectual property  
righ ts as property rights'"*, will not help to answ er the  
problem s of "theft of inform ation". This was also pointed 
out by the C anad ian  Suprem e C ourt in R v S tew art th a t 
the  copyright cannot be sto len , only the  copies of the  
w ork .1"'

2.9 Some special problem with regulation 
of information law

B ased on the  model for inform ation law regula tion , su p ra  
2.6, it is possible to m ake legal m easu rem en t in each of 
these  elem ents. The problem  is th a t  trad itio n a lly  there  has 
been an em phasis on the  m edia or a ra th e r  specialized way 
of com m unicating. In  th is part, more as an illu s tra tio n  to 
the  general considerations to th e  discussion above, I will try  
to illu s tra te  some of the  problem s in th is  area.

The la s t problem is easily illu s tra ted  w ith the developm ent 
of new com m unication system s. Some decades ago the  
d istinction betw een te lecom m unication services and  
broadcasting  m ade no problem . I t followed, in  legal term , 
th e  way the inform ation w as communicated  to th e  
recipients. W ith the  developm ent of cable television, 
followed by pay-per-view  television, on the  one hand  and 
the  developm ent of d ig ital telecom m unications netw ork, 
able of carry ing  exactly th e  sam e inform ation, on the  o ther 
h an d  th is  d istinction is ge ttin g  m ore troublesom e.

,llh Copyright, Design and P a te n ts  Act. (UK) 1988 s 1; Copyright is a 
property  right. ..

107 i ep 15
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An illustra tion  on the  legal problems arising  from th is  m ight be found; 
un d er  Norwegian law i t  is unclear if the  prerecorded 0898-services108 
a re  covered by the  broadcasting  act or not - th is  simply due to the 
historical definition of broadcasting .Iua

The sam e is easily construed as the  problem w ith computer 
crime. As of today the re  are  not any special problem s as to 
w h e th er a "thing" is a com puter, hence covered by the 
com puter crim e legislation, or not. B ut in  the  fu tu re  the 
problem  m ay arise. And in some cases th e re  are differences 
in  th e  law  affecting an action w hether the action involves a 
com puter or not.

This brings the  a tten tio n  back to the general problem s of 
inform ation law legislation. T raditionally  we have been 
concerned w ith the  m edia, or the  way of com m unicating the  
inform ation - not the  inform ation per se. This has opened 
for some loop-holes in the legislation - which in its  tu rn  has 
been covered. T here has been a  kind of com petition 
betw een the  technical developm ent and  the  legal 
developm ent, w here the la tte r  alw ays is behind.

From  th is it seem s as if there  are  two different ways of 
reg u la tin g  inform ation crime, e ith er we discover new 
behaviours and m ake a crim inal provision for them , based 
on the  technical ways of com m unicating th a t  are  known 
today  (which is the trad itional approach) or we try  to define 
the  offence in such a  way th a t it becomes not re la ted  to the

l(,H 900-num bers in US, 0‘20-number in Norway. The system is
simply th a t  the  telephone subscribers pays more th a n  th e  cost of 
the  phonecall for the call, and t h a t  a certain  am ount of money, 
collected by the telephone-company is t ransferred  to the  
information provider.

loy Galtung 1992 p 8 ff, with further references



In f o r m a t io n  c r im e 93

presen t inform ation technology. The la tte r  is a m ore 
difficult approach to th e  problem , firstly  because it  is 
difficult to define in  non-technical te rm s w hat the  crim e is, 
secondly th is  approach would probably m ake the  definitions 
of the  crim inal offenses ra th e r  broad. B ut w ith  a p a r t of 
common sense in th e  in te rp re ta tio n  th is  problem  m igh t not 
be th a t serious. (In the  common Law countries th is  m ight 
give a problem , though.) A t the  sam e tim e it is easy  to 
loose the  com m unicative aspect of the  crim inal offenses - 
th a t  the m em bers of the society shall know w hat crim inal 
offenses th a t  exists. T here does not seem to be any easy 
answ er to th is problem.

3 Theft of information - a de lege 
lata overview

A pplying crim inal offenses to a fact is basically th e  sam e in 
all ju risd ic tio n s11". F irs t th e  piece of legislation has to 
undergo a in te rp re ta tio n , to achieve the  legal rule. This is 
followed by applying the  norm  to given fact.

Since theft is defined d ifferently  in the  d ifferent 
ju risd ictions the  legal norm  will also be different. In a 
crim inal context m ost ju risd ic tion  the  ru le of law  is 
prevailing  - you cannot pun ish  unless th e re  is a s ta tu te  
s ta tin g  th a t  som eth ing  is a  crim inal offence.

' With the  exception of jurisdic tion  who has  common law based 
criminal offenses, such a s  Scotland.
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3.1 The general starting point

The general s ta r tin g  point will be the legislation. M ost 
ju risd ic tions has defined theft as tak ing  away from someone 
th e ir  property or belongings. In the  context of inform ation 
th is  rises two problem s, the  first is w hether inform ation 
m igh t be taken  aw ay, the  second w hether inform ation is 
property  or belongings as defined in the s ta tu te .

Some il lus tra t ions  found in legislation could be used as examples of this; 
Every  one commits theft  who ... takes, or ... converts to his use .. 
any th ing  w ether  an im a te  or inan im ate ,  with in ten t  ...m ; Anyone who 
carr ies  away ... an object ... for the  purpose of obtaining by appropriat ion  
of such object an unlawful gain ..., shall be punished for th e f t11“; A 
person is guilty of theft i f  he dishonestly appropria tes  belonging to 
an o th e r  with the  in tention  of perm anently  depriving other of it,
"property" includes money and all other property, real or personal, 
including th ings in action and other intangible proper ty113; ..........

D epending on the  legislation it seam s as if in m any 
ju risd ic tions inform ation, per se, will fit uneasily  into the  
crim e of theft, th e re  is - a t least in civil law ju risd ic tions - a 
lim ited  possibility of constru ing an analogy by 
in te rp re ta tio n s . It is argued th a t the  courts should be 
careful w ith th is  since it in a dem ocratic society is w ith in  
th e  power of the P arliam en t to m ake new offenses"4.

111 The C anadian Criminal Code S 283 (1)

112 The Norwegian Criminal Code (obtained in English transla tion
from the Royal Norwegian Embassy in London), object includes 
electricity, s 6, b u t  object is not defined in the Criminal Code.

11,1 The English Theft Act 1968 S 1 and 4

111 Franken 1990 p 137
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3.2 Different jurisdictions - overview

This overview is two-fold, in some ju risd ic tions th e re  is 
actual case-law  dealing  w ith  the  problem of inform ation as 
subject m a tte r of theft, and  in o ther one has to base on the 
actual crim inal codes (or o the r appropria te  legislation) and 
legal theory.

For th is  p a r t I will m ain ly  base the  discussion on legal 
lite ra tu re  and  case-law , th a t  addresses the  problem  of theft 
of inform ation It seam s ra th e r  clear th a t  m any 
aspects of inform ation  falls outside the  scope of the  national 
legislation - such as broadcasting, w here it is m ore likely 
th a t  other k inds of s ta tu to ry  righ ts  are  involved.

In m ost continenta l ju risd ic tio n s '"1 illeg itim ately  
accessing inform ation is no t w ith in  the scope of the crim e of 
theft. In some ju risd ic tions, such as F rance and  the 
N etherlands it seem s possible a t  le ast in  some cases th a t 
th e  actus reus of th e ft is b road enough to cover inform ation. 
In some common-law ju risd ic tions th e re  seem to be a strong 
tendency tow ards a "property th e o ry 11'"

It is argued th a t the  G erm an  Inkasso-casellx s tip u la te s  
th a t  the crim e of th e ft is n o t the  proper way of approaching 
th is problem s, bu t th a t  it should be approached by trade-

11'1 It th e  case law the  problem discussed has  in all cases been the  
actus reus. There  does not seem to be any cases acquitt ing  the  
accused due to lacking mens rea.

116 Sieber 1992 p 18-19
1.7 Sieber 1992 p 19

1.8 94 BGHZ 276 (1985)
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secre ts and  in tellectua l P roperty  R i g h t s T h e  arg u m en t 
in our context from th is is th a t  in G erm any inform ation in 
th e  form of com puter program s is not subject m a tte r  for 
theft.

The Inkasso-case, did not address  the problems of theft, i t  was concerned 
with th e  copyrightability of the  computer program in question. Copies of 
a com puter  program was copied, and the  person who has developed the  
program  was in a s ituation  where he wanted dam ages for the  
"unauthorized''  appropriat ion. The Suprem e Court (Bundesgenchhof) 
found th a t  the  program was not protected by copyright.

Regarding software there is some case-law:

Probably th e  firs t case concerned with inform ation as 
subject m a tte r  for th e ft is the  A m erican case of H ancock v 
Texas. Hancock photocopied 49 com puter program s 
belonging to his em ployer - Texas In stru m en ts  - and  tried  
to sell these to on of its  clients. His council argued  th a t  no 
original docum ents had been stolen, no property  had  been 
tak en , bu t the  court found th a t the program s were in fact 
property. I t should be m entioned though th a t under Texas 
law values of more th a n  $ 50 m ust be taken  aw ay to m eet 
the  actus reus for theft. Hancock adm itted  to have taken  
aw ay $ 35 worth of paper. This was more a case of w hether 
th e  value of the m edia or the value of the  m edia contain ing  
th e  inform ation was the  re levan t aspect. Hancock m ade a 
petition  for habeas corpus, which was rejected by the  court 
of appeal 5th C ircu it in Hancock v Decker.

It looking a t th e  consequences of th is  case it m ust  be remembered that, it 
was decided before the American Copyright Act made specific reference 
to software, and a t  th a t  t ime the applicabi ity of copyright to software

119 Sieber 1990 p 124
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was uncerta in .  The sam e unce r ta in ty  was probably p resen t in the  next 
case to be mentioned.

In October 1983 th e  D utch C ourts of A ppeal found th a t  a 
m an who copied softw are from his em ployer to floppies 
owned by him self w as guilty  of theft. (A fact s im ilar to the 
Inkasso-case, b u t unlike H ancock in th a t  the  defendan t had 
not rem oved any property  (except the  softw are) belonging to 
h is em ployer.) He la te r  resigned  his job and  se t up a 
com peting com pany. The D utch C ourts of Appel based its 
decision on the  s im ilarity  w ith  electricity, which by a 
Suprem e C ourt Case from 1921 was found to be subject 
m a tte r  for theft. F ra n k e n 1“" is a rgu ing  th a t  th is  case or 
wrong , bu t from his a rtic le  it is not clear w hether his 
argum en ta tion  is stric tly  de Lege Lata or not.

In non-software case-law th e  problem  has re la ted  to 
confidential inform ation of one kind or th e  other;

In  Oxford v Moss, Moss - an  u n d erg rad u a te  s tu d e n t had 
obtained access to an  exam ination  paper read  it  and was 
caugh t w hen re tu rn in g  it. To the question as to w hether 
th e  obtain ing  of the  inform ation  falls w ith in  th e  definition 
of property  in T heft Act (1968) Sm ith  J  s ta ted  th a t  as "we 
have to consider w hether th e re  is property  in the  
inform ation which is capable of being the  subject of a 
charge of theft. In my judgem en t, i t  is c lear th a t  the  
answ er to th a t  question m u st be no." He w as followed by 
th e  two o ther judges. T his case was followed in  R v 
Absolom, w here a geologist was acqu itted  of th e ft a fte r 
ob ta in ing  and  try ing  to sell oil exploitation p lans from Esso.

I2" Franken 1990 p 136
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In R v S tew art the C anadian  Suprem e C ourt was 
confronted w ith the fact th a t a trad e  union tried  to obtain  a 
list of the  em ployees of a hotel in O ntario. The hotel would 
n o t give them  the  list, and they contacted Mr S tew art, who 
acted  as a private  detective, and tried  to bribe one from th e  
security  d ep artm en t into w riting, from the  rolls, a list of the  
em ployees. The Suprem e Court, unlike the lower courts, 
found th a t  th is  was not w ith in  the definition of theft.

This ra th e r  b rief illu stra tion  of the  applicability of the  
crim e of th e ft illu s tra te s  th a t there  are  severe differences 
betw een the definitions of theft in different ju risd ictions.
At th e  sam e tim e it could be m entioned th a t the  cases 
evolving softw are, today probably would be raised as cases 
of infringem ent of copyright instead.

4 Some general considerations as 
to information crime

As shown in the general discussion of inform ation law, and 
th e  in te re s t in h e ren t there in  m akes new crim inal (as well 
as non-crim inal) m easures necessary, bu t due to the 
differences betw een inform ation and trad itional 
com m odities the  existing crim inal offenses should not be 
applied  directly to inform ation uncritically.

T his has to some ex ten t been m et by legal m easurem ents. 
S ieber1“1 identifies 4 waves of legislation, of which the  
firs t two up till now has been dom inating.

Ul Sieber 1990 p 120 ff
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The firs t wave was the  law  reform in the  w estern  countries 
in th e  70-ies and 80-ies concerning privacy and  d a ta  
protection. The second m ain  wave was the  reform s dealing 
w ith com puter-rela ted  economic crim es in the  early  to mid 
80-ies. In  the  course of the  80-ies a th ird  series of law 
am endm ents im proved the  protection of in te llec tua l 
property  in the  field of com puter technology. The fourth  - 
and  up till now the  la s t wave are  the  reform  legislation 
bringing  along a  series of new procedural law provisions, to 
respond to the new developm ents.

The com puter crim e legislation is partly  trad itio n a l offenses 
th a t  would not be applicable in a com puter context, in 
addition to th is  two new  offenses is included in m ost 
ju risd ic tions - the  crim inal offence of hacking, and a ltering  
of data .

W ith the  exception of hacking  and  unau thorized  a lte ra tion  
of d a ta  com puter crim e legislation did no t include to tally  
d ifferen t or new offenses, th e  concern was m ore tow ards the  
applicability  of trad itional offenses. For instance the  crime 
of fraud  would in m ost ju risd ic tions be defined as deception 
of someone. A com puter system  would fit uneasily  into th is 
definition. At the  sam e tim e though w ith a  problem 
according to the  w ording of the  legislation acts like 
fo rm atting  a m edia (a floppy) was found to fall w ith in  the  
act of dam ages to property. In m ost ju risd ic tions it was 
found th a t  th e  s im ila rities  to the trad itio n a l crim e was so 
high th a t it did not m ake severe problem s to include i t .12"

U nder  English law th is  m ight be il lu s tra ted  with Cnx v Riley. 
Fnr an overview of the in te rnational s ituation  see S ieber 1992 p
28 et seq
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I t m igh t be s ta ted  th a t  the  com puter crim e legislation of the  
80-ies to a large ex ten t brought the crim inal offenses up to 
da te  w ith th e  developm ent of inform ation technology, bu t it 
was to a less degree in terested  in the problem s of protecting 
th e  increased value of inform ation. It seam s as w ith the  
s ta r tin g  point - computers - th is was no t a s tran g e  resu lt.

In th is  course of legal developm ents it is argued  th a t  the 
field of inform ation crim e is still lacking a "general theory 
on the  crim inal protection of inform ation"1243.

5 Theft of information - a de lege 
ferenda discussion

A s ta r tin g  point in a  discussion as to m ake crim inal "theft 
of inform ation" could be to s ta r t  w ith an  em pirical analyses 
of th e  dam aging resu lts  such behaviour has in today's 
society. U nfortunate ly  we do not have such em pirical data . 
T here are  large "dark num bers" in th is field124. B u t as 
s ta te d  by F ra n k e n 1“"’ "we cannot avoid the conclusions 
th a t  the re  has been an  increase in the  num ber and varie ty  
of these  abuses." D ue to th is lack of em pirical d a ta  th is  will 
not give a sufficient s ta rtin g  point for the discussion. The 
s tre ss  should be m ore on the  possible harm  th a t  m ight be 
done, and  w hat we actually  know. On the  o ther hand  the 
need for and  reliance on com puter system s m ight be a 
useful s ta r tin g  p o in t128.

,2;‘ Sieber 1990 p 123 

124 See Sieber 1992 p 7

1“‘> F ranken  1990 p 132 

l2B Cfr Sieber 1992 p 7-8
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I t is argued  th a t  a  s ta r tin g  point should be a balancing of 
in te re s t betw een free flow of inform ation and  the  desire to 
pro tect data.

"But th e re ‘s an in h e re n t  conflict. On the one h and  we acknowledge the 
fundam ental principle of the  free flow of information, on the  o ther  hand 
society dem ands protection of da ta .  The E uropean  Convention on 
H u m an  Rights g u a ra n te e s  the  freedom to receive and  to g a th e r  
in form ation"127 ’ There  a re  th ree  types of in te res t  a t  which are a t  
s take: availability, in tegrity  and  exclusivity."128 "In th e  field of 
substantive criminal law, th is  new approach of "criminal information 
law" differentiates two fundam enta l  questions: I t  f irst inves tiga tes  how 
far  the various national sys tem s protect the  holder of inform ation 
(concentrat ing on th e  protecting inform ation per se). It th e n  investigates 
th e  privacy protection of "da ta  subjects" concerned by the  content of 
inform ation."129

5.1 Legal and other measures

It should also be kep t in m ind th a t  legal m easu rem en ts  are 
only one of several th a t could be used in  order to p revent 
the  illegitim ately  accessing of inform ation. F ran k en  divides 
th e  preventive m easu res for risk  avoidance into four basic 
categories13°:

• physical m easu res (as a safe place in the  building)
• organizational m easures (such as separa tion  of 

functions betw een designers, operato rs and  
controllers)

127 F ra n k en  1990 p 133

F ra n k e n  1990 p 137

129 Sieber 1990 p 124 

100 F ra n k en  1990 p 133
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• logical m easures (such as protection built into the  
program  itse lf-encryp tion  modules, for exam ple)

• legal m easures.

This  point, is also s tressed by S ieber1"  who s ta te s  th a t  it. "is clear th a t  
a comprehensive stra tegy  for the  prevention and control o f computer 
crime cannot only be based on legal measures."

I t  should  be stressed  th a t legal m easures also includes 
con tractual m easures between parties, such as em ployer 
an d  employee, and  not only new legislation.

Though these categories specifically deals w ith computer 
security , th e  sam e categories m ight easily be applied to 
o the r forms for inform ation.

Take the  case of Oxford v Moss, the University had  not taken  the  simple 
precautions of protecting the ir  information, or i t  did not. work. This falls 
easily into th e  first category - physical m easures . In th e  case of R v 
S te w a r t  th e  organizational m easures  worked perfectly and  S tew art  did 
not achieve his illegitimately access to the  files.

In  the  youth  of the com puter era  the  system s w ere m ade 
w ith  a lack of security , and  th is lack of security  is to be 
b lam ed the  com puter industry  and the organizations 
pu rchasing  com puter system s. I t seem s tenden tious th a t 
th is  lack of security  should be balanced w ith legal 
m easures, even though th is  has been m uch of the 
a rg u m en ta tio n  prior to the in ternational in itia tives in 
com puter crime.

This might be i l lustra ted  with the definition of hacking found in some 
jurisdiction (Canada, UK, Denmark, Israel and some s ta tes  in the  USA), 
where the  actus reus is unauthorized access, whilst in o ther  it  is a p a r t  of

131 Sieber 1990 p 119
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th e  actus reus t h a t  some security  m easu rem en ts  m us t  be passed 
(Germ any and N orw ay)1'“.

My in itia l a rg um en ta tion  is sim ply th a t  if unw an ted  
behaviour m igh t be preven ted  by physical m easu res there  is 
not a strong need to m ake new legal provisions dealing w ith 
th e  sam e problem s.

I am  not argu ing  th a t  legal m easu res should not be m ade, 
bu t th a t they should not be used as a rgum en ts  as to relax 
on the  other, and  in  th a t respect it seem s as only legal 
m easures would relax on the  o ther aspects. The aspect of 
inform ation and  secrecy supports th is  a rgum en t, in th a t if 
som eone w an ts to keep som ething secret, he m u st m ake 
some precautions to obtain  th a t  secrecy.

5.2 To extend the present criminal offenses 
or create new offenses

The problem is obviously not addresses in the  case-law  
approach, because it is solely a question for th e  parliam en t. 
The question is sim ply w hether th e  ex isting  crim inal 
offenses - in casu th e ft - should be extended to cover 
inform ation or not.

I have, above, argued  th a t  th e  existing crim inal offenses 
should  no t uncritica lly  be applied  to new facts, sim ply since 
th e  offenses a re  different. If th e re  a re  no reason  to tre a t 
inform ation  and goods differently  th e  sam e crim inal 
offenses could easily  be applied. This is in some 
ju risd ic tions, above, the  case w ith dam age to property. B ut

1-12 Scbj0lberg 1991 p 154
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regard ing  the crim e of theft the re  are  serious differences 
betw een inform ation and goods, hence they should be 
tre a te d  differently133. In some cases, narrow ly defined, 
th e  act of acquiring access to inform ation should probably 
be a crim inal offense, bu t th is legislation m u st be draw n 
carefully.

5.3 A starting point for the discussion
whether to make new criminal offenses 
or not

The s ta r tin g  point should be w hether the  behaviour is 
undesirab le  or not. It the  answ er is yes, the next question 
is w hether it should be m et by crim inal provisions or not.

I t should  in th is discussion be kept in mind th a t 
p u n ish m en t is th e  societies strongest expression of 
d isp leasu re  due to a certa in  conduct. In m any cases there  
a re  non-crim inal sanctions a t hand, or there  can be 
construed  new - to m ake an  appropria te  reaction to the 
conduct.

The case of Oxford v Moss may serve as an il lustration. In th is  case the 
s tu d e n t  could be expelled from the  university due to his  conduct. In such 
a case, one might, easily argue th a t  being expelled in itself  is a reaction 
s trong  enough, and  th a t  the re  is no need for an additional criminal 
offence.

133 See also Sieber 1992 p 19
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5.4 The need for international Legal 
harmonization

T here has to be some so rt of in te rn a tio n a l harm onization  in 
inform ation crim e, th e  m ajor reason for th is  is the 
in te rn a tio n a l dim ension of inform ation technology1 M, and 
th a t  the  problem s are  in te rn a tio n a l, not lim ited to one 
ju risd ic tio n l,i5.

From  the early  days in the  developm ent of inform ation 
crim e th e re  has been a large evolvem ent from organizations 
as OECD, COE, EEC, W IPO, and  UN. For an overview of 
the  in itia tives of in te rn a tio n a l organizations, see Sieber 
1992 p 73 e t seq.

This in terna tional fram ew ork is necessary, especially in the 
com puter re la ted  p a rts  of inform ation crim e, since it is no 
problem  to move ones d a ta  to an o th er ju risd iction , and  a t 
the  sam e tim e a ssau lts  to ones d a ta  m igh t easily occur from 
outside the  ju risd ic tion  they  are  located.

In a crim inal context th is  m ight also ra ise  problem s with 
ju risd ictions. This specially in those ju risd ic tions based on 
the  principle of dual offence - th a t  a  crim e m ight be 
punished  if scene of the  crim e w as w ith in  an o th er 
ju risd ic tion , bu t the  sam e act is crim inal also in the other 
ju risd iction .

134 Cfr Sieber 1990 p 127-128

135 Saxby 1990 p 217
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5.5 The balancing of interests. Whether to 
regulate or not

A fter form ulating the  problem as such 'In considering the 
interests o f the "proprietor" or holder o f information, has to 
consider two m ain aspects: F irst, it m ust decide w hether 
an d  in which cases the  exclusive use and the secrecy of 
inform ation should be protected. Second, the  question m ust 
be solved as to how far crim inal law should g u aran tee  the  
in tegrity , availability  and the  correctness of 
in fo rm ationM8" Sieber identifies the following elem ents 
th a t  (in our context) should be protected:

• copyright protection for com puter program s
• a  "formal sphere of secrecy" by crim inalizing illegal 

access to specific com puter d a ta
• a crim inal privacy protection, bu t "it is essen tial to 

avoid an over-crim inalization and im precise crim inal 
s ta tu te s  which can be found today in m any 
coun tries1,1"

The s ta r tin g  point in my discussion is basically the 
problem s and in te res t set out above. The resu lts  has to be 
based on a balancing of in te res t between the parties  
in te res ted  in the sam e inform ation. This is to a large 
ex ten t a question of m oral s tandards , and  m ight easily 
differ between different countries.

As an example of this , in R v Stew art,  th e  in te res t  of the  employer would 
in o ther  countries be to disclose the information or p a r ts  of it. This 
would probably be the case in the Scandinavian countries and some 
continental countries. The sam e is i l lustra ted  in the  amended proposal

1,18 Sieber 1990 p 124 
1:17 Sieber 1990 p 126
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for da ta  protection, where the  classification of union m em bersh ip  as 
sensitive da ta  in some countries is used as a good example of different 
social systems.

It should also be kep t in m ind th a t the  re lev an t view is not 
the  inform ation per se, bu t the  use of it. The obtained 
inform ation itse lf does not m ake any harm , it is ra th e r  the 
use of it  in one context or the  other.

One s ta rtin g  point could be the  way the  inform ation is 
obtained. If the  inform ation is obtained by improper m eans 
there  is a s tronger need for protection th a n  if  obtained in 
o ther ways. Eavesdropping, hacking, bribery and  sim ilar 
m ethods of gain ing  access to the inform ation should be m et 
w ith legal sanctions. If th e  inform ation w illingly is passed 
on to the  acqu irer for instance by an em ployee - the 
receiver of the inform ation has not done any im proper acts 
(or a t  least not th a t im proper). B u t if the  inform ation is of 
a kind th a t needs protection, security  of th e  s ta te , privacy 
in terests , or would dam age a com panies possibility of 
gaining re tu rn  of th e  investm en ts th e re  m igh t even though 
be a need to deny th e  use of it.

This m ust on its side be balanced w ith  th e  leg itim ate 
reasons for accessing and  disclosing th e  sam e inform ation.

R egarding com m ercial inform ation, about the production 
process, the  illeg itim ate use would be com petitors using  it 
to im prove th e ir  own production process. O ther k inds of 
inform ation  held by com panies m igh t be used in an a tte m p t 
to destroy  the repu ta tion  of the com pany. In some cases 
th is  m ight be legitim ate. If someone disclosed inform ation 
th a t  Bodyshop actually  tested  th e ir  products on an im als 
th e re  would be a strong  public dem and to disclose th a t 
inform ation, sim ply since th e ir  m arke ting  is based on the  
fact th a t  they a re  the  only com pany th a t  never tested
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an y th in g  on anim als. B ut in m any cases th is  disclosure 
would not have the  sam e legitim ate reasons.

From  an  economical point of view there  should be a 
possibility of re tu rn  on the  invested capital, th is  no m a tte r  
w h eth er the  inform ation is kept (or tried  to keep) secret or 
i t  is released for sale. The cases of th e ft of com puter 
softw are illu s tra tes  th is point. It was not tried  to keep th e  
softw are secret, in any way, it was sim ply the fact th a t the  
inform ation if used freely would reduce the  possibility of 
re tu rn . The sam e is often the  case w ith databases offered 
to the  public.

5.6 Whether to make a criminal offence or 
not

In the  question w hether to m ake new crim inal offenses or 
no t i t  should be kept in m ind th a t o ther rem edied will often 
be sufficient, and  th a t o ther rem edies often is needed in 
addition  to the crim inal charges138.

If th e re  is a leg itim ate reason for keeping the inform ation 
confidential, th is  cannot alone be solved with crim inal 
sanctions. T here m ust be a possibility of g etting  an 
in junction th a t  the inform ation cannot be used, and if 
a lready  used there  m ust be a possibility of confiscating the  
im proper income from the use of the in form ation139. A t 
the  sam e tim e these actions m ight be sufficient.

138 See Sieber 1992 p 10; At least in theory, criminal sanctions 
should only be used as "ultima ratio".

139 This is the presen t problem with the  doctrine of breach of 
confidence in England (Coleman 1993 p 192)
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My opinion is th a t  only the  m ost serious behaviour should 
be m et w ith crim inal san c tio n s“ ". This would include the 
inform ation th a t is m ost v ital, is the  re levan t respect.
T here should also be some spheres th a t  are  secured from 
in terception , a lready  th is  includes in m ost ju risd ic tions 
professional secrecy, it should include free com m unication 
canals and  storage m edia (if kep t som ew hat protected). 
However some security  m easu rem en ts should be passed 
before a crim inal sanction m ight be justified . This will have 
to be d rafted  carefully.

If, on the  other hand , i t  in an investigation by the  police is necessary to 
obtain evidence by waving th e  r ights  of the  individual sketched out here, 
th is  should be based on a court w arran t ,  not the  discretion of the  police. 
This is nothing b u t  ano ther  aspect of the principle of law.

T here is a possibility th a t  new offenses created  will concur 
w ith  existing offenses, bu t th is  will have to be solved by the 
theory  of concurrence of offenses in the  ju risd iction  
involved. I do not find th is  to be a serious problem .

14(1 In relation to da ta  protection, COE R (89) 9 p 78
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Software and product liability

In 1985, a Department of Trade and Industry 
consultative document concerned with the 
application of the then proposed product 
liability directive to information based 
products commented:

"Special problems arise with those 
industries dealing with those products 
concerned with information such as books 
... and computer software. ..."

Can software programs be considered 
products ? , when can they be considered to 
be defective and how do the provisions of 
the Consumer Protection Act 1987 and the 
EC Directive affect them ?
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1 Introduction
Softw are does no t fit easily into the legal system , and it 
never has. One of the problem s arises w ith norm s th a t 
requ ires subject m a tte r  to be "moveable" or "goods".
Softw are needs some fixation to be com m unicates from one 
person  to ano ther, and it is th is fixation th a t  is confusing. 
Does th is  connection m ake softw are a moveable or not? 
T here does not seem to be any easy answ er to th is  question.

A lready in 1981 B in g " 1 form ulated th e  problem as such:

The sim ilarity  to a physical object on the  one h an d  and to intellectual 
property  on the other hand  may make the categorization of com puter 
p rogram s as  "movables" (or "goods”) uncertain . And th is  uncer ta in ty  may 
have substan tia l  implications for the law affecting com puter  programs.

This uncerta in ty  still troubles the  legal system , in more 
fields th a n  the one discussed in th is essay 112 - such as in 
th e  applicability  of sale of goods acts and  theft of softw are. 
And any easy solution to th is problem has not been given.

The question to be discussed in th is essay is w hether 
softw are is subject m a tte r for product liability  or not.
Subject m a tte r for product liability  is "movables", is 
softw are such?

O ne s ta r tin g  point m ight be to look a t these sim ilarities  and 
differences and draw  a conclusion from this, as to w hether 
softw are is subject m a tte r or not. We find some exam ples

141 Bing 1981 p 225

1,2 see also my essay on Com puter Crime
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of this in the legal literature. But this approach is not 
sufficient to give any reliable answer to the question, and it  
also misses the core of the problem. The problem is 
actually a problem of description, and this ought to be the 
relevant starting point.

2 The relation between the
Consumer Protection Act and 
the Product Liability Directive

The Consumer Protection Act 1987 is enacted to conform 
w ith  the obligation arising from the Product L iab ility  
Directive 1985. The Directive is made as a part of the work 
to get the Internal Marked into a reality. Its purpose is 
therefore to harmonize the product liab ility  w ith in  the 
lim its  of the Directive.

The main implication o f this is that it does not deny the Member States 
to regulate outside the scope of the directive. Another implication is that 
the Directive gives the European Court of Justice jurisdictions in the 
interpretation of the Directive14’.

The firs t question in this part is whether the definition of a 
"product" is wider in the Act than in the Directive, i f  i t  is 
not the interpretation m ight be based on the directive 
alone.

11,1 The Treaty o f Rome art 177



114 F o u r  E ssa y s  o n  C o m p u t e r  a n d  IT L aw

The directive governs products144, which are defined 
as11, "all movables, w ith the exception of prim ary 
agricu ltural products and game, even though incorporated 
into another moveable or into a immoveable ... Product 
includes electricity."

The Consumer Protection Act defines product as1" ’ "any 
goods or electricity and ... includes a product which is 
comprised in another product, whether by virtue of being a 
component part or raw material or otherwise".

Though differently worded it  seems as the Consumer 
Protection Act in our context does not have a broader 
definition of the subject matter than the directive.

Therefore I w ill only discus the Directive, and leave the 
Consumer Protection Act.

From a UK point of view it might be argued that this is not the correct 
approach to the problem, and that the UK courts has some discretion. 
This is a part of the general problem that national law of the member 
states does not fully accept the European dimension147. These problem 
falls outside the scope of this essay, and I presume that UK will respond 
to their obligations under the Treaty o f Rome (even thought it does not 
necessarily do so).

1,1 Article 1
145 Art 2
148 Sec 1, (2) a
147 See Steiner 1992 p 42 tf
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3 Approaching the problem
Since the interpretation falls w ith in  the Jurisdiction of the 
European Court of Justice, there is a necessity to give a 
brief overview of the jurisprudence of the Court. But before 
going on to tha t problem, I w ill briefly stipulate what is 
meant by the problems of descriptionl lK, in order to 
evaluate wether method is permitted under the 
jurisprudence of the European Court of Justice.

There is also a problem regarding the term ‘software’, to 
indicate what is meant by this term.

3.1 The problem of description in 
computer tort law

The problem of description is twofold, there is both a factual 
side and a legal side tha t needs a description119. Such an 
approach is a necessity where there is a lack of general 
understanding and knowledge as to the matter.

The factual description is to describe what software is. This 
is to consider the aspects of software in relation to the norm 
given, what are the sim ilarities and the differences, and it  
is also a necessity in order to give a factual background one 
m ight agree upon. In this respect i t  is argued by Bryde 
Andersen1’" that;

14K This method origins from Bryde Andersen 1988, and is originally 
developed for Danish (and generally) Nordic law.

119 Bryde Andersen 1991b p 124 
15(1 Bryde Andersen 1991b p 122
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In  o rd in a ry  "law yers law " the necessa ry  legal and  fac tu a l know ledge is  
ty p ic a lly  su ff ic ie n t know n by counsel. "U n d e rstan d in g " the  case se ldom ly 
p re se n ts  su b s ta n t ia l p rob lem s. I f  i t  does, the rem ed ies a re  u s u a lly  a t  
h an d . In  a case concern ing  l ia b il it y  for poisoning, councel's own 
know ledge on the hum an  organs etc. w ill su ffice  a s  a b a s is  for ad d itio n a l 
know ledge to be obtained by exp e rt testem on ies etc.

In  com puter cases th is  is  d iffe re n t. An eq u a lly  sound b a s is  o f know ledge 
on how com puters work etc. is  ra re ly  a t hand for the  average la w y e r . 
N o to rio u s ly  la w y e rs  - lik e  com puter u se rs  - have g reat d iff ic u lty  in 
g ra sp in g  w h a t a com puter is  and how it  w o rks . T h is  d iff icu lty  seem s to 
be m ore profound th a n  in  o ther a re a s  o f la w  w ith  com plex m a tte rs .

The legal description is necessary in order to verify the 
legal norms in a new context. The problem is merely that 
law is an old discipline, and for some rules there is a 
necessity to find that actual means of regulation in order to 
establish whether the rule w ill be appropriate in a software 
context or not.

3.2 The jurisprudence of the European 
Court of Justice

As I have stated above, the interpretation of the Directive, 
hence also the British obligations arising form this, is 
w ith in  the jurisdiction of the European Court of Justice in 
the last instance151.

Therefore it is the jurisprudence of the European court, as 
laid down by the Court in previous decisions, that is 
relevant in our context. The Court uses a teleological 
interpretation, rather than the litera l interpretation found

1,1 Treaty of Rome art 177
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in common-law jurisdictions. This point has also been 
noted by Lord Diplock who, in R v Henn, stated th a t152:

The European Court., in contrast to English courts, applies teleological 
rather than historical methods to the interpretation of the Treaties and 
other Community legislation. It seeks to give effect to what it conceives 
to be the spirit rather than the letter o f the Treaties; sometime, indeed, 
to an English judge, it may seem to the exclusion of the letter. It views 
the Communities as living and expanding organisms and the 
interpretation of the provisions of the Treaties as changing to match 
their growth.

The main aspect of a teleological interpretation is to aim at 
finding the sp irit of the legislation, the Court tries to find 
what i t  regards to be the best way of applying any 
legislation1 ,a. The actual words of the same legislation is 
of less interest in this context. But obviously, the wording 
of the Directive is the natural starting point for the 
interpretation.

In some cases the wording makes difficulties, due to the 9 different 
authentic versions o f each community legislation. In this case, however, 
it seems as the term moveable does not make problems in this sense.

I t  seems as i t  is in accordance w ith the teleological principle 
and w ith  the interpretation used by the Court to evaluate 
the consequences of applying a directive to software, hence 
the problems of description is permitted.

’ Quoted from Steiner 1992 p 18
1,1 Arnesen 1992 p 27 ff
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4 The factual side of the
description - what is software

I t  is not possible, w ith in  the lim its  of this dissertation to 
scrutinize the factual side of the problem of description in 
detail. I w ill have to refer to Bryde Andersen 1991b1 M.

However it  is stressed that the starting point for the factual 
description have to be the communication theory and other 
underlying aspects.

4.1 Communication theory

In  this part communication process, based on Shannon and 
Weaver1"5, as such w ill briefly be discussed. The model 
for communication process is shown in figure 6.

There are some basic elements in a communication process. 
F irs t the parties must have access to a medium for 
communication, next they must have a decided language for 
communication, and fina lly they must communicate, this 
also reflects the points made above.

This model is general, hence supposed to cover any form of 
communication between two or more parties.

In our context the main consequences of the communication 
theory are; firs tly  that the output from the software has to

1 r>4 See also in Danish Bryde Andersen 1988 and Bryde Andersen 
1991a

1 Cfr Bryde Andersen 1991a p 102
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Transmission

Messeage

• Information chanal

figure 6 A model for communication theory

be acted upon in one way or the other, this m ight be done 
in different ways; secondly tha t the way the software is 
communicated to the other pa rty l ,h does not change the 
substance of software.

4.2 Programming

I t  is claimed tha t it  is not possible to make error-free 
software. This is due to the problems when programming. 
Some of the articles on this subject emphasises this 
problem, and argues tha t this seems to be a reason why 
product lia b ility  does not "fit" for software. Due to this it  
should be made some comments about this.

1 see the opinion of Reed 1993, infra
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Programming falls broadly in three phases. F irst defining 
what the program is to do and structuring it, secondly the 
programming, th ird ly  the testing of the program.

In  the early days of the computer industry programming 
was rather unstructured, and more of an art than an 
industria l approach to the problem. These days are gone 
(though not completely).

Today the struggle is towards a more systemized 
programming, where the planning phase is divided and 
approach in a more structural way. In this approach the 
different tasks are separated, and the program-structure is 
based on th is157, and at the same time this approach shall 
make programs have less errors. A t this step, at least in  
theory, i t  should be possible to make the structure next to 
error-free.

Before the actual programming it is possible to use a pseudo-code to get 
the program as optimal as possible, if this is used by groups o f 
programmers the possibility of identifying error are larger.

The actual programming w ill than be based on the 
structure (or a pseudo-code).

A fter the programming phase the program has to undergo 
some testing to ensure that the program performs the way 
i t  should, and to test i f  there are errors that makes to 
program not perform the way i t  should. There are several 
ways of testing programs, but the basic element is to test i f  
i t  behaves according to the defined requirements under all 
circumstances.

1 ^7 See Bryde Andersen 1991a p 119 ft’
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The problem in the testing phase is that there are a number o f 
parameters that might be used as input to the program, and that at some 
stage due to some unfortunate combination o f parameters the program 
might give an output that is not in accordance with the requirements.
The higher the complexity of the program (or rather the calculations in 
the program) the higher is the risk of such "unwanted outputs", and also 
the possibility of errors.

In order to test a complexed program fu lly  there is a 
necessity of using a test-program, that gives the input to 
the program, and evaluates the output, to verify tha t the 
program behaves correctly. This w ill have to use the same 
algorithms and the same calculations as the program itself.

4.3 The software and the media

As shown by the communication theory there has to be 
some medium for communication of the software for one 
party to another. This m ight be that the software is 
embedded in a physical substance, in a floppy, or 
transm itted through the telecommunications network.

This connection between the software and the media makes 
problems when the media is the subject of regulation, or 
rather seems to be. This calls for a discussion on the 
relation between software and the media carrying the 
software.

4.3.1 G enera l co n s id e ra tio n s
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A t a general level Bryde Andersenl ,K points out three 
different ways information might be connected to its media. 
The firs t is where the information might easily be moved 
from one media to another or from one group of médias to 
another. This is the case w ith personal expertise, slogans, 
passwords, general ides, etc. The second category is 
information that, according to its character or purpose, has 
to be connected to a certain type of medium - but it  m ight 
easily be moved to another media w ith in the same type. 
This is typically the situation w ith software. The th ird  
category is the information, that under normal use is 
inseparable from its media. This is the case with 
information embedded in a physical object, in our context 
th is m ight be where some software is incorporated into a 
physical devise. In most modern devices, such as cars, 
washing-machines and food-processor, there is some 
software controlling the operation of the object.

As mentioned above traditionally legal rules has been 
adjusted towards a moveable, not the information. There 
has for some time discussions - in several fields of 
information law (and computer law) as to whether 
especially computer programs are to be considered as 
movables or not.

For some further examples o f this discussion see, Franken 1990, Bryde 
Andersen 1991b, Hirschback 1989 and Stuurman 1991 p 197-200.

This discussion leads to the conclusion that information per 
se is not a moveable, and that the connection between the 
information and the media carrying the same information, 
stresses the differences between this media and ordinary

l ,K Bryde Andersen 1991a p 282-283
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movables, and that i t  cannot be regarded as a moveable - 
the same way as "ordinary movables".

Another approach would therefore be to ask whether there 
is any reason to distinguish between information and 
movables. This answer might differ depending on the fields 
of law. There are severe differences between VAT-law, 
contract law, and crim inal law, and th is differences in the 
legal rules m ight lead to differences in the legal reasoning 
as to whether information is subject matter or not.

4.3.2 The p rob lem  of so ftw are  and  m edia in o u r 
co n tex t

As stated above software is often incorporated into a 
physical product of some kind. In most modern day 
equipment there is some kind of software controlling the 
product.

I t  is argued strongly that this products fa ll w ith in  the scope 
of the Product L iab ility  Directive, irrespective of the 
software included, since they to the user appear as a 
product. Bryde Andersen 1991b p 143 argues that:

Faulty software may cause personal damage in cases where the software 
functions inside a machine or a vehicle. In that case it seems beyond 
doubt that the machine or vehicle as such will be considered a product, 
although it functions by means of computer technology. The Machine or 
the vehicle a p p e a r  as a product, not the chips and software inside.

But there is a problem inherent in this argumentation, 
when Bryde Andersen159 on software states tha t "

loH Bryde Andersen 1991b p 145
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computers are not "dangerous" in the traditional sense, e.g. 
by causing explosions, poisoning etc. Only when someone 
takes action upon computer data, such damages w ill 
occur." - it  seems as i f  he only is concerned w ith  two of the 
three categories.

The middle categoiy is where a computer containing 
software is connected to a machine of some kind, ie a 
medical scanner of some kind. There is a multi-purpose 
machine operating a machine. This does not seem to f it 
into either of the two categories Bryde Andersen is 
discussing. I t  seems to be strange that there shall be a 
different ru ling depending on whether the software 
necessary to operate a machine is embedded in a chip in the 
machine or on the hard disk of a multi-purpose machine 
connected to the same machine w ith a cable,b(l. This 
m ight lead to some problems, which w ill have to be 
discussed later.

4.4 The connection between software and a 
database - an attempt to illustrate that 
there is more than one element in some 
software

As a starting point it  could be mentioned that trad itionally 
there has been a diversion between - on the one hand - 
software - and on the other - hardware. However, 
"databases" are also an element of the soft side of the 
information technology. The reason for interpreting the 
term "software" narrowly is mainly historical. A t an early 
stage when the concepts of "hardware" and "software" were

IMI Kirk 1988 does not seem to made any distinction at this point
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coined, databases played a rather insignificant role as 
compared w ith  computer programs."1'1'

This problem comes also apparent in complexed systems, 
containing as well "software" and a compilation of facts. 
This is easily demonstrated w ith expert systems, which 
contains (among other elements) a program and a 
knowledge database.

Some of the examples discussed in the legal theory 
indicates tha t this distinction is not taken to seriously, but 
the problem w ill become apparent when the complexed 
system also includes a factual database or an access to 
another factual database. This problem is used as an 
illustra tion  by Brannigan and DayhoffH>2, who actually 
treats this as a software problem;

This process can be illustrated by the following example. In many 
hospitals the results of laborotory test performed on patient samples, 
such as blood or urine, are printed on reports by a computer. Certain 
test results may indicate an immediate danger to the patient. A 
computer program could be developed whose purpose would be, first, to 
determine when a test result for a particular patient, taking into account 
such factors as age, sex, other laboratory test results, and past history, 
falls within a "dangerous" range, and second, to notify the appropriate 
parties, whether physicans, nurses, or technicans, of the patient's "in 
danger" status and of specific aspects o f his or her abnormality.

I t  is clear that such a system w ill contain of a computer 
program, a rule-base, and a factual base, and that i t  w ill 
also be connected to the hospitals general records of the 
patients. Here the fau lt m ight be w ith in  the program, the

161 Seipel 1992 p 125
182 Brannigan and Dayhoff 1981
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rule-base, the factual base, or in the communication 
protocols on either side.

Traditionally it  has been rather easy to separate a piece of 
software from a piece of "database", but this m ight become 
more and more d ifficu lt in the years to come.1“

I w ill adopt a more relaxed attitude in this essay, and w ill 
deal w ith  the typical software, but w ill include the norm- 
base in (typically) expert systems, since they are integrated 
w ith  the program in the every-day use. The factual base, 
fa ll outside the term software as I w ill use i t  in this essay. 
Due to this "definition" problems in communication 
protocols fall inside. I t  should be mentioned that the legal 
ru ling  w ill be the same in all cases, due to the differences 
in the "software".

5 Liability - general 
considerations

I t  could be relevant, at this stage, to make some general 
consideration as to the liab ility  system as such, and also to 
look at the reasons for enacting the directive on product 
liab ility .

This w ill be a part of the legal side of the description 
problem, to evaluate the legal systems, and give a starting 
point in the discussion as to whether product liab ility  in its 
basic form is f i t  to cover software.

18,1 The applicability of the Directive to databases is discussed in 
Triaille 1991
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5.1 Where does Product liability fit into 
the general liability scheme

The problem addressed in this part is generally how 
product liab ility  fits  into the general system of liab ility .
This w ill be a brie f overview of the liab ility  system.

The starting point in discussions of liab ility , which often is 
overseen or forgotten; a loss is to remain where it  
occursIK\  From this starting point we have a system of 
liab ility  rules to transfer the loss to another party. This is 
more visible w ith  delictual liab ility  than w ith  contractual 
liab ility , in the la tte r category there is some contact 
between the parties prior to the loss (the agreement), and 
during the negotiation process it  is possible to place the risk 
beforehand.

Already before the enactment of the Product L iab ility  
Directive there has been some case-law in some of the 
member states concerning the same issues as product 
liab ility , but rather based on negligence than the product 
itse lf to use the terminology of Bryde Andersenu,r> this 
had been based on the liab ility  for the computer strategy 
rather than on the lia b ility  for computer function, hence 
covered by negligence (or culpa).

Due to the information aspect i t  should also be mentioned 
tha t in some member states there is a lia b ility  scheme for 
in form ationlhb. Eg in England under a duty of care - 
doctrine, in  Denmark under a very different scheme. The

Cfr Bryde Andersen 1991b p 125 
1K'’ Bryde Andersen 1991b 
lbS See for a total overview Sieber 1991
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la tte r is more based on the question as to whether there is 
a situation and surroundings as to whether the receiver of 
the information reasonably m ight have confidence in i t lhl. 
B u t there are differences, and not all member states has 
th is field sufficiently covered.

I f  the hu rt part is in a contractual situation w ith the 
producer or vendor of the software, he might be able to 
bring an action under the contract law of that jurisdiction. 
But also this differs between the member states.

Item Contract Delictual Product
liab ility

Goods Sale of goods 
or sim ilar 
legislation

Negligence or 
other

Yes

In for­
mation

Contract for 
services

some kind of 
duty of care - 
differs 
strongly

No

5.2 Why the Product Liability legislation

"From time immemorial the individual has sought to adapt 
the world around him to provide tools for the advancement 
of himself and the society in which he lives. lb*M The 
problem is that this advancements m ight have undesired 
effect, they m ight be harmful - they may cause damage.

IH? Hagstrum 1989
1H* Saxby 1990 p 221
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This undesired effect of innovations is met w ith  product 
liab ility . The implication of this new scheme is tha t a 
product should be tested so the risk for damages is so small 
as possible. And to make the producers test the product, 
they are met w ith a liab ility  scheme i f  the product does not 
properly conform w ith the expected standard. This is 
substantiated w ith the fact that there are economical 
interests on the part of the producer, who should have the 
knowledge, to provide new products, and the consumers 
does not have the same possibilities of knowing what the 
dangers of (especially) new products are. This m ight be 
viewed as the legal response to challenges from the 
emerging technological innovations in the society.

In  the field of information technology this implies tha t it  
"w ill be necessary to introduce higher standards of quality 
in hardware and software development for all 
products.1™"

The same problem was found in many jurisd iction in the 
last ha lf of the 19th century when the industria l revolution 
has come so far as to create new threats. Where the 
traditional doctrine of negligence or culpa has problems 
adapting to new threats in society.

In Norway this was the period where a strict delictual liability for 
dangerous machines and plants developed. The first case was a 
nitroglycerine plant who blew up, and harmed neighbouring property.
The traditional scheme of c u lp a  seemed insufficient to cope with this 
problem.

The Product L iab ility  Directive was enacted due to a lack of 
harmonization in the Community, on this aspect. I t  should

189 Saxby 1990 p 227
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be mentioned that, however, "the introduction of this EC 
Directive does not imply fu ll harmonization of the rules on 
product liab ility  throughout the EC. On the contrary, the 
national rules on product lia b ility  in the member states 
(which differs substantially) remain fu lly  in force and the 
Directive merely provides a basis for a gradual more 
extensive harmonization.1"" But this already existing 
lia b ility  is normally found w ith in the law of tort, based on 
negligence or culpa11'.

The balancing of interest between the industry on the one 
hand and the public on the other hand has resulted in this 
new liab ility  scheme. I t  must be emphasized tha t though 
the product liab ility  does not involve any negligence, hence 
is s tric t - its aim is not to force 100% secure products. I t  is 
aiming at a reasonable standard of security.

The concept of Product L iab ility  governs two different types 
of damages, the firs t is where the standard of the product is 
acceptable, but there are some products that passes the 
production process w ith defect. The other is where the 
product as such is defect (in the meaning of the directive). 
Regarding software, only the latter category w ill apply, 
since there is no differences between the different copies of 
software.

170 Stuurman 1991 p 191
1/1 Bryde Andersen 1991a p 429
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6 Can software be regarded as 
products as defined in the 
directive?

After this broad introduction to the problem, having shown 
the general problems w ith software, and the reason behind 
and aim w ith  the Product liab ility  Directive, I w ill return to 
the question asked. Does the Directive cover software or 
not?

The Product L iab ility  Directive governs products1'2, which 
is defined as171 "all movables, w ith the exception of 
primary agricultural products and game, even though 
incorporated into another moveable or into a immovable ... 
Product includes electricity."

As already mentioned the relation between the software 
and the media carrying the software has caused some 
confusions, also in this fields. To start this discussion, it  
should be mentioned tha t argumentations in this direction 
is found in the legal theory, eg by Reed1'1;

... defines "product" as any moveable. It seems likely, therefore, that the 
Act applies only to software which is marketed on some form of tangible 
medium (e.g., a tape or disk) ownership o f which is transferred to the 
purchaser. Software which is installed by copying it on to the 
purchaser's system from a medium that remains the property of the 
supplier will lack the necessary tangibility to fall within the definition"

172 Article 1; The producer shall be liable for damage caused by a 
defect in his product.

1,-1 Article 2,
174 Reed 1993 p 74
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This kind of argumentation, however, does not take into 
account the problem of description, neither does it  provide 
any reasonable results17 ’. The answer must therefore be 
found elsewhere, cfr above. I t  cannot be the intention of 
the Directive to apply differently depending on the way the 
software is delivered. See also Bown 1986 p 10:

It is unclear whether the definition of product was intended to include 
software or not. Clearly it would include software to the extent that it is 
a product - i.e. the disk nr tape on  w h ich  th e  so ftw are  is s to red  would be 
a product, [my emphasis!

I t  should also be emphasised that the argumentation of 
Reed seems to find its starting point in English law, which 
regarding the Product L iab ility  Directive is an error. The 
method of interpretation used by English court is irrelevant 
in discussion the extension of the Directive, hence also in 
discussing UK's obligations arising from that Directive.

E lectricity is subject matter for product liab ility , this has 
urged some commentators to be taken as an implication 
tha t also software should be taken as such17”, but it  must 
be emphasised that there s till are severe differences 
between software and electricity firs tly  there are a lim ited 
number of "defects" inherent in electricity. The most 
probable defect is that it  is not delivered in the righ t 
voltage and therefore causes problems. Furthermore, in  
some jurisd iction the s im ila rity  between electricity and 
movables in some context for the last century has been seen

175 Which also is admitted by Reid
l7K Hirschbàck 1989 p 155
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as a reason to treat them sim ilarly in some contexts1'7, 
and that this is not to be extended to include software1 <h

6.1 The media carrying the software

Software is normally delivered in floppy-diskettes, or other 
media179 carrying the software1“". This media m ight be 
defect. There is no reason tha t such cases should not fall 
w ith in  the scope of the Product L iab ility  Directive.

This question is probably o f less practical interest. It seems less probable 
that a defect media shall cause damage. T naille iMI uses the example 
found in the Name of the Rose by Umberto Echo, where poison was 
applied to the pages o f a book, and caused death.

6.2 Software, per se a product?

There is no direct answer to this question found in  the 
reasons behind the directive, and the consequences w ill 
have to be taken into account. This I w ill do in a 
casuistical approach.

177 the Norwegian Criminal Code s 6
178 N O U  199*2:23 p 67

179 Such as a CD-ROM.
1H" Though this is not necessary, it may be "delivered" over the 

telecommunication networks.
,H1 Triaille 1991
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6.3 The consequences of defining software 
as a subject matter for product liability

As shown above, the consequences of adapting the Directive 
to Software is a valid argument in the discussion - as to 
whether i t  should be adapted or not.

The questions arising in  this context is mainly how the 
rules w ill be adapted to software - i f  incorporated. The 
question arising from this is whether this is a desirable 
result or not.

6.3.1 D am age - as defined in th e  D irective

Damage is defined as1*“:

(a) damage caused by death or personal injuries;
(b) damage to, or destruction of, any item of property other than the 

product itself, with a lower threshold of 500 ECU, provided that 
the item o f property;
(i) is of a type ordinary intended for private use or 

consumption, and
(ii) was used by the injured person mainly for his own 

private use or consumption.

This definition is without prejudice to national legislation 
regarding "non-material" damage

Section 5, (1) - (4) of the Consumer Protection Act, uses the 
same definitions as the Directive (though worded 
differently).

lx~ Article 8 
IM,‘ Article 8, 2
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There are two alternatives as to when a damage occurs, this 
w ill be dealt w ith  in the following (but in the opposite 
direction of the directive);

Damage to property

I t  is stated clearly that i f  damage to property, is to fall 
w ith in  the scope of the directive, the damaged property 
must be of a type ordinary indented for private use. This 
implies that the any property that is not normally used for 
private use falls outside the directive. And also that the 
property, in question, must have been used for private use. 
These criteria are cumulative. There is on the other hand 
no requirement that the damaged product is for the same 
private use.

Death or personal injury

The other alternative is that the product leads to death or 
personal injury. Normally it  would be rather easy to 
establish whether this is the case or not.

6.3.2 D ifferen t k in d s  of so ftw are

Before starting the discussion on the consequences of the 
Product L iab ility  Directive on software, it  should be 
mentioned the diversity of software that exist and the 
different problems they may lead to.

W ith the multi-purpose machine a modern computer is it  
seems obvious tha t many of the applications are incapable 
of making damage to persons or products. I t  does not seem 
like ly tha t a word processing program is capable of k illing  
or in ju ring  somebody or making any physical destruction.
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The problems w ill therefore arise w ith a lim ited number of 
applications. The aim of the casuistical approach, to follow, 
is to locate the possible cases where software m ight make 
damages, as defined in the Directive.

6.3.3 C asu istica l ap p ro ach

In  this casuistical approach I w ill try  to define when, if  
applicable, software might be defective.

I t  should be borne in mind that the sim ilarities to 
immaterial products on the one hand and to movables on 
the other seems to be different depending on whether the 
software controls some kind of physical output or not. On 
th is distinction it  is pointed out th a t184:

Prior to today, the written expression o f ideas always remained passive 
until acted upon by human intervention whereas the machine 
embodiment of functional information remained fixed and ready to 
perform whatever precise function its mechanical construct ordained. 
Modern information technology has arguably broken that distinction with 
computers that can both read data and act upon instructions 
independently of human control.

Software - not controlling any physical output

I f  the software is not controlling any physical output i t  has 
to be relied upon and acted upon to cause physical damage 
outside the computer.

184 Saxby 1990 p 221
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I t  seems that this w ill fall outside the scope of the Product 
L iab ility  directive, since the damage is not caused by the 
product itse lf but someone acting on i t .180

This has also sim ilarities to traditional printed papers. In 
th is respect it  seems to be few differences between the 
information inherent in a book, a map, a database, a 
written advice of other kind and a piece of software. I t  
should also be emphasised that the "fault" in such 
circumstances m ight appear in the programming logic of the 
software or in the knowledge or factual base in an expert 
system. In  the la tter case the sim ilarities are even more 
obvious.

This seems to differ from the American situation, where there is some 
case-law that opens for product liability for information, at least in some 
states. It should though be mentioned that the approach to product 
liability in USA differs in the different jurisdictions, and that there is no 
general product liability scheme. For the American situation see Bender 
1991.

I t  seems as i f  the question of liab ility  m ight arise in the 
event that action has been taken on the output of the 
communication w ith the computer. I f  at all this is to be 
covered by product liab ility  it  seems as any liab ility  m ight 
be reduced in many cases here. I f  the output is used as a 
part of a professional advice, typically from a lawyer or a 
doctor, the emphasis on his or her lack of care in  the 
professional approach should be an element to reduce 
lia b ility  - i f  any at all.

An error in the programming structure implies that the output is an 
incorrect output from the input, because the algorithm is wrong. It 
might also be the case i f  the calculations are of other reasons not as

18-‘ Cfr Bryde Andersen 1991b p 145 ff



138 F o u r  E ssa y s  o n  C o m p u t e r  a n d  IT L aw

expected but the general public. An error in the database, is typically 
the case with an expert system where there is an error in the knowledge 
base, hence the program performs the way it should, but the output is 
wrong due to the parameters in the base.

The only physical damage the program itse lf can make is i f  
i t  corrupts the machine on which it  is installed. This w ill 
typically be the case i f  there is a virus on the floppy, or the 
program has some damaging characteristicIKh itself. But 
in such an event the damage would probably occur at the 
time of installing the program, and liab ility  m ight easily be 
reduced due to the culpable action of the injured p a rty187 
i f  there is no back up taken of the program.1 KM

Software - controlling a physical output

The problem stressed in this part is when software is 
controlling a machine, or any other product, that is 
connected to the computer.

This m ight easily be observed w ith medical equipment in a 
hospital, where some kind of an expert system is controlling 
the operations of a X-ray machine or a sim ilar device.

In this cases the machine acting upon the output from the 
software m ight easily cause in jury or even death.

Ix,s such as is the case with CHKDSK.t-<>M in MS-DOS 5.0, which with 
the parameter /funder unfortunate circumstances will destroy 
the hard-disk of the machine

187 Art 8, 2
But if the damage occurs at. a later stage, such as typically will 
be the case with CHKDSK.roM, this argumentation is not valid
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There is also possibilities that the machine m ight hu rt or 
damage some property, this m ight easily be the case with 
cars where the brakes are defect, or a washing-machine 
tha t lets the water out on the flor due to some error in the 
chip.

It cnuld be mentioned that i f  an error in the software causes a nuclear 
disaster product liability is not applicable.|s'So if  due to an error on the 
software nuclear missiles are launched or a nuclear vehicle explodes 
there are not claims arising due to the product liability.

The problems and possibilities for damage seems to be 
exactly the same i f  the software is an integrated part of the 
product.

The distinction between the two categories

I t  should be mentioned that the distinction between these 
two categories is not fixed, but to a large extent left open to 
the discretion of the programmer.

There are s till systems that displays output on the screen 
and leaves it  to some operator to give the same instructions 
to a machine of some kind.

6.3.4 D efect - as defined  in th e  D irective

The Directive states that a defect is present when;1'"1

A product is defective when it does nnt provide the safety which a person 
is entitled to expect., taking all circumstances into account, including;

Art 14 
Art 6. 1
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(a) the presentation of the product;
(b) the use to which it could reasonable be expected that the product

would be put;
(c) the time when the product was put into circulation.

The Directive goes on to state th a t1'" a product "shall not 
be considered defective for the sole reason that a better 
product is subsequently put into circulation".

6.3.5 W hen is softw are to  be reg a rd ed  as defect in
th e  m eaning  of th e  d irective?

The problem arising after this casuistical approach as to 
when and how software m ight damage live or personal 
property we should return to the question of when the 
software m ight be regarded defect - as defined in the 
directive.

The general theme is whether the software w ill "provide the 
safety ... expectledj". The directive does not clearly state 
whether the starting point is the expectations of tota lly 
illite ra te  parts of society or whether the technical 
knowledge is to be a part of the evaluation. This is of less 
interest, though, since the development risk defence, 
paragraph 6.3.6, w ill cope w ith this problem anyway. So 
the evaluation of what is expected and the state of the art 
w ill to some extent fall together. I t  m ight in this respect be 
argued that the public cannot expect more than state of the 
art.

The special problems in the field of software engineering is 
tha t w ith  several thousand programming lines i t  is not

191 A r t 6, 2
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possible to foresee all consequences tha t m ight arise w ith 
the problem. It  should also be emphasised tha t when 
programming the programmer (or team of programmers) 
are not always able to foresee all possible inputs to the 
program - hence not able to foresee the possible output of 
the same. I t  is argued tha t w ith  the state of the a rt i t  is 
not (economically) possible to make a program that is bug- 
free.

W ith this as a starting point one m ight argue that there 
should be balanced on a model of the possibilities for 
damage and the value of damages tha t m ight occur. So the 
higher the risk for damage to occur, and the more 
dangerous the damages m ight be - the more secure should 
the software be.

L itra  b) m ight be of some interest in the software field, it 
states that the use which m ight reasonably be expected is a 
part of this argumentation. This seems to have some 
sim ilarities w ith  the problems of the unknown input to a 
program. However the use of the program is in most cases 
rather clear, the unknown input to the program seems not 
to be a valid argument. I t  m ight be an argument i f  the 
program has stipulated some fields of use and is used for 
others. An example m ight illustra te  this problem, a 
machine for the use in hospitals m ight be based on 
standard inputs from adults, and should not be used w ith  
children, since the possible inputs tha t m ight occur, and the 
special mathematical calculations that is necessary, is not 
incorporated into the software.
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6.3.6 The developm ent risk  defence

The member states have an opportunity of introducing a 
defence in the case "that the scientific and technical 
knowledge at the time when he put the product into 
circulation was not such as to enable the existence of the 
defect to be discovered".192

The United Kingdom has adapted this defence as section 4, ( 1) (e), which 
actually is a interpretation of the Directive on this point. This 
interpretation is arguable, and is also disputed by the Commission.

Some of the problems arising in the forefront of technology 
may, due to this, be defended. Typically this calls for the 
problems inherent in programming - that a program can 
never be error free1'’1, there w ill always be one or more 
errors in the program.

It  is arguable whether this is a relevant argument in the 
discussion. To start w ith the obvious - i f  the British 
interpretation of the Directive is correct any error that 
m ight not have been found by any other programmer would 
fall w ith in  this defence.

This defence is rather unclear, in s 4 (1) (e) this is defined
as:

that the state of scientific and technical knowledge at the relevant time 
was not such that a producer o f products o f the same description as the 
product in question might be expected to have discovered the defect if  it 
had existed in his product while they were under his control

1H“ Article 7 (e), cfr Article 15, 1. (b)
1,1 see Hirschback 1989 with further references
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I f  interpreted that i t  means tha t i f  the same defect had 
occurred in the program of another producer at the relevant 
time the defect would not have been discovered the 
implications for software is that any error in  the program 
would fall w ith in  this defence. The problem w ith  this 
wording of the defence is tha t is presumes tha t the error is 
present, and is than referring to the acts of error-checking 
and control of the program. This is not the relevant state of 
control, the emphasise in the software context is rather to 
be on the methods used in programming. This defence 
seems to be more concerned w ith  the differences in products 
of a production process, which not is the case w ith  software.

If the legislation had meant to put. the emphasise nn the state o f the art. 
in programming techniques they obviously would have said so. This they 
have not.

The defence in the directive is rather that the state of the 
a rt "was not such as to enable the existence of a defect to be 
discovered"IM. This emphasises both the programming 
process as such, the way the programming is organized, and 
it  emphasises the control of the software when 
programmed.

However, there is a problem inherent in this argumentation 
as a total. The extent of the development defence risk is 
from the directive rather unclear. The underlying 
legislative intention seems to be tha t any defect tha t could 
not possibly be discovered should not be the risk of the 
producer. I t  must be remembered tha t this is an exemption 
from the general rule, tha t any defect should be the risk of 
the producer and tha t the reasons for this is the general 
problems producers have in  today's society, cfr above.

1M art. 15, 1 (b)
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There does not seem to be any general principles in the 
jurisprudence of the Court as to whether exemptions should 
be interpreted narrowly or not. But since the risk as a 
starting point is w ith the producer, it  seems as i f  i t  should 
be a strong underlying reason to move the risk to the 
injured party. The actual wording of the Directive also 
seems to be bu ilt on this principle.

It must, be remembered that for the producer this is a calculated risk or 
in most practical cases an annual insurance premium. The Directive also 
seems to be built on the principle that the producer is in a position to 
insure against this risks, and has a stronger urge to do so, more than the 
consumers.

6 .4  T h e  p o s it io n  o f  t h e  C o m m is s io n

As an answer to a question from Euro-MP Gijs de Vries, 
Lord Cockfield, answeredIM>:

Under article 2 o f (thej directive ... on liability for defect products ... the 
term product is defined as all movables, with the exception of primary 
agricultural products - (not having undergone initial processing) - and 
game, even though incorporated into another moveable or into an 
immovable. Consequently the directive applies to software in the same 
way, moreover, that it applies to handicraft and artistic products.

This answer, i t  must be said, is rather unsatisfactory. The 
main reason is that does not stress the problems pointed 
out, neither does the comparison w ith "handicraft and 
artistic products" give any indications as to the 
consequences of the directive.

111 Official Journal C114/42 8 May 1989
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At the same time i could be mentioned that most answers from the 
Commission to questions from the parliament are rather unsatisfactory.
It seems as i f  the Commission has a reluctance in answering clearly to 
any question from the Parliament. The reason for this might be found in 
the fact that the Commission has no power as to the interpretation of 
directives, this falls within the power of the Court.

6 .5  C o n c l u s io n

I t  seems as all commentators,9b are concerned w ith  the 
uncertainty of the applicability of Product lia b ility  to 
software, I cannot but join these ranks.

When some software, however, is controlling some physical 
output, this is covered by the Directive, since th is should be 
regarded as a part of the product i t  is controlling, no matter 
i f  the software is incorporated into the product or not.

For the last category, where software is not controlling any 
physical output but must be relied upon by somebody and 
acted upon this should fall outside the scope of product 
liab ility .

19,1 with the possible exception of Reed 1993
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These four essays are all w ithin the traditional field of com puter and 
information technology law. They were initially written as a part of the 
authors LLM in Com puter and Information Technology Law at Univer­
sity o f Strathclyde.

The essay on intellectual property right is concerned with the inte­
raction between (especially) copyright and the com petition law of the 
EC. In the question of antagonism  or peaceful cooperation the author 
is arguing that there is a peaceful cooperation in the field.

The essay on privacy and data protection deals w ith the underlying 
problem s and the need for data protection. To some extent the Euro­
pean dim ension is discussed.

The essay on information crime has its starting point in the problems 
w ith applying traditional (or existing) crim inal offenses to information. 
The problem s inherent in the fact that information, per se, as not an 
"ord inary” moveable is a major part of the discussion. A brief d iscus­
sion de lege lata and de lege ferenda on the problem s of theft o f in for­
mation is also included.

The final essay on liability deals w ith the problem of software and 
the Product liability directive. The question of whether software is sub­
ject m atter o f product liability is unfortunately unclear.
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