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Four Essays on Computer and IT Law hi

Preface:

These four essays are all written as a part of my LLM in
Computer and Information Technology Law at the
University of Strathclyde. | have kept the structure in the
essays and have only made some minor corrections and
additions.

The reader is apt to find that it is primarily written for an
English or Scottish examiner, hence my emphasis on
continental law, and the jurisprudence of the European
Court of Justice and the differences from English or
Scottish literal interpretation.

This LLM has four compulsory subjects, in each of these an
essay is written, with a tentative limitation of 5 000 words.
In addition to this there is written a dissertation.

In publishing these four essays | must admit that each of
them are in fields that opened new perspectives for me -
and | would like to continue working on some of them. This
implies that much more could have been written on each
topic, and probably should have been done. This would
take a considerable amount of time. | am therefor left with
the choices of publishing them as they are, or not
publishing them at all. Hopefully the reader finds some
ideas that might be of use for him.

My year in Glasgow gave me a rather broadened horizon in
the field of IT-law, and | would like to thank the lecturers
at the University for their support and guidance in the field
- dr lan Lloyd and Moira Simpson.



v Four Essays on Computer and IT Law

Unfortunately being a citizen of a non-EC country a year at
a British University is a rather expensive experience, and
without the financial help of the British Council, Marie
Bachkes reiselegat for ungdom and Norwegian Business
Foundation for Education Abroad this would not have been
possible.

Trondheim, October 1993

Morten S Hagedal
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EC Competition Law and Intellectual Property

The relation between EC
Competition Law and Intellectual
Property Rights.

Article 36 of the Treaty of Rome provides that the provisions
of intellectual property law may be used in a manner which
conflicts with the Treaty provisions relating to free
movement ofgoods. Considering recent developments,
indicate how satisfactory you consider the relationship

between the provisions of competition and of intellectual
property law.

1
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1 Introduction

Intellectual property law involves in most jurisdictions the
law of copyright, the law of patent, the law of trademarks,
the law of design etc. The similarity between these rights
are basically that they involve immaterial objects, hence
intellectual property and that they give the holder of the
right some exclusive rights concerning the intellectual

property.

Traditionally the first problem is the fact that there is no
physical substance for the right. Whereas the right of
property, real property and movables, has some physical
substance this may be the basis for the rights concerning it.
This is not the case with the intellectual property rights.
The intellectual property is intangible, hence the substance
may not be used as a basis for the rights. The object of the
right must be based on something else.

The rights given the intellectual property owner must be
found outside the substance of the property. In all
jurisdictions this is based upon statutory provisions, that
under some circumstances give the owner some exclusive
rights concerning the property, which is intangible.

The different intellectual property right differs - partly the
requirements for protection are different - between different
jurisdictions. Also the rights given under the intellectual
property scheme differs between the jurisdictions.1

For an comparison of copyright with the emphasis on databases
between Norwegian and English law, see the forthcoming
Hagedal 1994
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1.1 Is there an antagonism between
intellectual property rights and
competition?

It is claimed that in some circumstances there is an
antagonism between Intellectual Property Rights and
Competition Law. W hether this is true is partly based on
the way the problem is approached. If one considers
examples of monopolistic behaviour or conduct that may be
traced back to a strong Intellectual Property Right owned
by the part - it may be claimed that this is due to the
Intellectual Property Right*. On the other hand the
intellectual property rights may be seen as examples of
competition law, set up for one or more specific fields.

Partly one might argue that the intellectual property rights
are the result of a balancing of interest, where these
considerations also are the basis of some continental unfair
competition laws.

From a historical point of view it is easy to find examples of
this. The first known copyright law is The statute of Queen
Anne from 1709 3. Ploman/Hamilton 1980 p 13 writes
about this statutel,

The basic provisions of the Statute were directed towards resolving the
problems and abuses of the book trade. To accomplish this, the framers

2 As an example of this see the Magill cases; RTE v Commission,
BBC v Commission and ITP v Commission

3 Vyrje 1987 p 39
1 Quoted from Vyrje 1987
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of the Statute codified not only the Stationers' copyright but also the
author's right to copy.

It seems clear that one of the basis of the statute was to set
up rules of trading and competition among the publishers of
books. The aim is to give the copyright owner some
exclusive rights concerning the copyrighted work.

In defining the limitations and scope of copyright protection
Lord Mansfield has put forward in Sayre v Moore;

We must take care to guard against two extremes, equally prejudicial,
the one, that men of ability, who have employed their time for the service
of the community, may not be deprived of their just merit, and the
reward of their ingenuity and labour; the other that the world may not
be deprived of improvements, nor the progress of the arts be retarded.

Already at this stage it seems clear that copyright was set
up to give rules that are similar to many unfair competition
rules we have in some European jurisdictions today.

Regarding patent it has through the history of patent been
recognized that the monopoly a patent gives may be to
strong, therefore there is an opening to be granted
compulsory licences in some circumstances, cfr the Paris
convention article 5 A.-(2);

Each country of the Union shall have the right to take legislative
measures providing for the grant of compulsory licences to prevent the
abuses which might result from the exercise of the exclusive rights
conferred by the patent, for example, failure to work.

For the case that a patent becomes too strong there is a
possibility that a compulsory license may be granted, it
seems naturally to consider this an effect of a competition
rule, but as it is built into the patent system it is likewise
easy to consider it as a part of the patent system.
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Trade marks, which in most jurisdictions are considered to be a part of
the intellectual property system is basically set up to make rules for the
competition. In most circumstances there is no need for originality or
ingeniousness to obtain a trade mark right. The main criterion is that it
is distinctive. Normally the name or expression used in trade mark is
not given protection due to the creativity of the "writer”, but so
competitors shall not abuse it in an unfair way. Normally trade marks
would not process any creativity needed under most (continental)
copyright laws.

This has also been stated by the Commission, that the "era
of protection in itself and the definition of the acts
exclusively reserved to the copyright owner directly affect
the conditions of competition.” (Nineteenth Report on
Competition Policy (1990) No 34.)

1.2 The concept of intellectual property
rights

The concept of intellectual property rights differs between
the rights in question. The similarities may be said to be
that if a certain work or idea is produced or invented the

producer or inventer gets some rights concerning the work
or idea.

Traditionally there has been a strong division between
copyright and patent, in such a way that patent governs the
industrial products and copyright is for the arts".

Of course from the beginning copyright has covered also more industrial
products.

See Knoph 1936 p 52
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There is also a difference in the approach to at least
copyright between the common-law jurisdictions and the
continental approach*1

These differences implies that it is rather difficult to make
a general discussion. The problem has to be assessed on
each intellectual property right, in each jurisdiction in order
to give a full overview of the implications of intellectual
property rights.

1.3 The balancing of interests as a ground
for intellectual property rights

The law of property, real property and movables, goes back
to the Roman Law. The Roman Law did not have any
intellectual property law, and when at some stage in the
development of the legal system would create this it had to
be made as a result of a balance between the different
interest.

One interest lies with the inventer, writer or whatever
creator that made the work. He has a legitimate interest
which is twofold; the one and obvious is to get a financial
outcome of his work, the other lies in his moral rights, la
droits morale. The economic interest would be to create a
monopoly that is so strong as possible, so any use of the
work, idea or whatever - would depend on him and he could
therefore claim money for the use of it. The moral rights
becomes apparent with authors right, more than any of the
other intellectual property rights.

In relation to databases, see the forthcoming Hagedal 1994
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Another interest lies with each and every one of us. That
there should be a possible to use the ideas, inventions or
whatever made by other as freely as possible. That no
obstacle should be made for the free use of ideas and work.

Also the society has an interest in this field; the society
must move forward, there is from an economical point of
view necessary to upheld production and competition - this
includes the simple fact that in order to move forward some
inventions must be made and used, there has to be a
development in the economic life. In order to achieve this it
is necessary to give some rights to the inventors and the
copyright owners.

At the same time this should balance the interest of
competition between different parties in the financial live.
If you give a right that is to strong this is not good for the
competition, and if you give a right that is not strong
enough, this would counter competition. These aspects are
also discussed by the US Supreme court in Feist.

Trade marks falls outside this balancing of interests, since it only is
concerned with the trade and distinction between different, trade marks.

1.3.1 Different levels of protection - depending on
the criteria to obtain protection

Generally it may be said that the stronger protection you
should get by an intellectual property right, the more may
be demanded to achieve it. While copyright is given to any
banal expression, patent is given only where there is an
invention. The protection given by copyright is not as
strong as the protection given by a patent. This is shown in
figure 1.



8 Four Essays on Computer and IT Law

figure iThe relation between the level of originality or
ingeniousness needed and the protection given

It seems as if this is one of the basics of any intellectual
property right. There is to be a relation between the
requirements and the protection given7.

Alas this is not necessarily the situation in all circumstances. There is a
demand from the advocates of the copyright holders that there should be a
stronger protection than what follows from this model. In some cases this
is upheld.

For the case of patent this would give a monopoly of the
idea - or the practical use of it. For copyright this will give
a "monopoly" on the expression, but not the underling idea.

However this might not necessarily be the case with copyright
protection based on the skill and labour doctrine under English
law., cfr also Feint, supra.
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Since there may be different criteria in the different member states, and
the exclusive rights may differ or be the same the correlation is not as
stringent as it may seem form this part.

1.3.2 International cooperation

Since ideas and expressions does not respect borders
between different states, there is a demand for some kind of
international cooperation in this field - so any intellectual
property right might be respected also abroad. In the field
of intellectual property rights there has from the early days
been a cooperation between the states.

To a large extent intellectual property rights are based
upon treaties. These treaties sets out the minimal
protection that is to be given for the works and is based
upon national treatment of the intellectual property rights.

The main treaties are: For copyright the Berne-convention
and the World Convention on Copyright; for patent the
Paris convention the European Patent convention, and the
plant varieties convention; trade marks are governed by the
Madrid convention in addition to the Paris convention.

For copyright this means, under the Berne-convention, that
a work is given copyright protection in one state of the
Berne Union, if produced by a citizen of that country, or if it
first is published in the country. For other works there will
be given copyright if the country where the work was
published is a part of the Berner-convention, on the same
basis as the citizens of the country.

A result of this is that each state may set up the rules for granting
copyright in work and also the rights granted. In the European
dimension, infra 2.3, this distinction is of importance.
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This also means that a work that is protected by copyright
in the United Kingdom, not necessarily is copyrighted in
the Federal Republic of Germany, or in Norway. This
simply due to the differences in requirements for copyright
protection.

1.3.3 Copyright

Copyright is given to the expression of an idea. There is a
dichotomy between an idea and the way it is expressed.
Most things may be expressed in different ways, and the
choice of expression is what gains protection under
copyright, if the necessary criteria applies.

The reason for this is that if not the expression, but the
idea was to be given protection it would statute a monopoly
for the ideas™

It might however be argued that the skill and labour doctrine under
English law would protect ideas, or rather facts, see the discussion by the
US Supreme court in Feist at this point. Arguing that this is not the
case, see however Millard 1993 p 94.

At the same time the requirements for copyright are low, as
long as the same idea may be expressed in other ways and
the expression is original (and creative) - copyright is given.
There are differences in the level required in the different
jurisdictions.

M  This is basically what patent does, but the criteria for gaining a
patent are different from the criteria for getting protection by
copyright.



EC Competition Law and Intellectual Property 11

Traditionally this is based upon a balance between the
interests of the copyright owner and the interest of the
society as such.

Traditionally there has been two different views of
copyright, the Common-law approach and the continental
European approach. Where the European has had a
stronger aim towards the moral rights, cfr Vivant 1991 p
103;

Today, the question of the protection of computer programs in Europe by
author's right or copyright appears a delicate one. ... First, conflicts
among the national laws, as the solutions opted for vary from country to
country, if we only consider the almost philosophical differences between
systems of author's rights and of copyright.

1.3.4 Patent

The concept of patent is that a strong protection is given for
an invention in the industrial field. Though the criteria
may differ between the jurisdictions, the Patens Act (UK) of
1977 (which may be used as an example) art 1(1) gives the
following conditions:

(a) the invention is new;
(b) it involves an inventive step
(c) it is capable ofindustrial application;

Normally there are some specific elements that are excepted
from patentability, art 1(2);

(a) a discovery, scientific theory or mathematical method,;
(b) a literary, dramatic, musical or artistic work or any other
aesthetic creation whatsoever;
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(c) a scheme, rule or method for performing a mental act, playing a
game or doing business, or a program for a computer;
(d) the presentation of information

These exceptions from the patent sphere can easily be
regarded as set up due to a competition policy, since a
monopoly in most of these fields would give a monopoly that
is regarded to be too strong.

1.3.5 Some terminological problems arising from the
differences between the different jurisdictions

Especially in the field of copyright, or authors right, there is
a terminological confusion. Looking at continental
jurisdictions you are apt to find the distinction between
authors right and neighbouring rights. Such a distinction is
not found under English law, where everything is protected
by copyright.

There has been brought forward suggestions to solve this
problem terminologically*. However there has not been
any agreement between different commentators as how to
solve this problem. Terminologically | will speak of
Copyright protection of computer programs and databases,
primarily because this is in compliance with the
terminology found in the directives and proposals from the
EC.

see Sterling 1989
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1.4 The aim of the essay

The aim of this essay is to discus some of the problems
arising from intellectual property rights and competition in
the EC. To a large extend | will discuss copyright. Patents
will be mentioned, but mainly to illustrate some aspects.
The same will be the situation with trade marks.

Due to the limits in length, it is only possible to give a
broad overview of the questions?.

2 A European dimension

2.1 The interaction between competition
and free movement of goods

There is a connection between the competition rules and the
provision of free movement of goods. This may be seen
from two different standing points. One is that the
competition rules are essential to obtain the free movement
of goods”, the other is that the free movement of goods

(art 30) is a competition rule in a trans-european
perspective.

Cfr Beilis and L'Ecluse 1991 p 29; First and foremost, EC competition
law serves as a policy instrument to shape and consolidate a Community-
wide internal market. This emphasis on market integration has been

11 For a general discussion of Intellectual Property Rights and the
Community, see Groves et al 1993

1 and services, persons, and capital
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reflected in particular fields of law, such as ... the exercise ofintellectual
property rights.

macro perspective

In a micro perspective there is the question of rules to set
up competition in a market, between the different
participants. As long as the market is functioning this will
not constitute any problems. The macro perspective, which
will apply to the European market, includes the problem
that there is not one market, but twelve different markets.
The aim is to combine these together as one internal
market. Regarding intellectual property rights this may
constitute problems, it is a possibility that the intellectual
property rights may be used in a way that conflicts with the
idea or concept of an internal market.
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2.2 Europe 1992 - Intellectual property
rights

The conflicts between the idea of the internal market -
Europe 1992 and the existence and exercise of the
intellectual property rights may occur in many field. One of
the main problems is the national treatment of the
intellectual property rights.

At this stage it might be useful to keep in mind that intellectual property
rights might be divided into two different groups. The first is where the
intellectual property right Per sc is the relevant aspect of protection, this
would regard copyright, patent and chip protection. The other group is
where the intellectual property right actually is used as a description of a
producer or a product, typically this is trade-marks. With trade marks it
is not the trade mark Per se that is the real and underlying aim when it
comes to protection, but the product the trade marks is connected with.

The problems | will deal with in this part of the essay are
the national treatment of intellectual property rights, and
the problems arising from the different criteria for
obtaining protection in the different jurisdictions.

2.3 The problem with national treatment
and the European Community - the
exhaustion of rights or the rights
granted the public over a copyrighted
work

The first obstacle to competition in a macro perspective is
the traditional national treatment of intellectual property
rights.

Concerning copyright this problem is mainly with the exhaustion of
rights, with trade marks the problem is that it may be used to hinder the
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import of any product that has a trade mark from one member state to
another.

Concerning copyright the exhaustion of rights - or the rights
given the public over a work, of importance, are the right to
sell and to rent the product. If a product is brought to the
market in Denmark the right to resell it or hire it within
the Danish market is permitted, since according to the
Danish copyright act the right to sell the copy is exhausted
within the Danish jurisdiction.

The problem is then how this should be dealt with to obtain
a competition in a macro-perspective. Art 36 states that
Intellectual Property rights may be used in a manner that
conflict with the free movement of goods. Art 222 states
that the Treaty of Rome shall "in no way prejudice the rules
in member states governing the system of property
ownership.

Hence there might be an antagonism between the free
movement of goods and intellectual property rights. The
conflict is obviously how this conflict is supposed to be
solved. At this point there is some case-law from the
European Court of Justice. In Deutsche Grammophon12
the Court stated that:

it would be in conflict with the provisions prescribing the free movement
of products within the common market for a manufacturer ... to exercise
the exclusive right to distribute ... conferred upon him by the legislation
of a Member State ... solely because [first! distribution did not. occur
within the territory of fthat] Member State.

U Deutsche Grammophon Gesellschaft v Metro-S.B.-Grossmarkte
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Furthermore, the court decided that article 36 of the EEC
Treaty - which allows national prohibitions or restrictions
on imports, export, and goods in transit insofar as the
prohibition relate to protecting industrial and commercial
property- deals only with the existence of such rights and
not necessarily with their exercisell According to
Steiner} the Court concluded that "Article 36 permitted
prohibitions or restrictions on the free movement of goods
only to the extend that they were justified for the protection
of the rights that form the specific-subject-matter of the

property"

A result from this is that the national treatment of
copyright must be abolished in a way that the exhaustion
rights should be based on a trans - European market; the
exhaustion would occur for the whole internal market once
brought to the market anywhere in the Community.5

Eg English does not have any general scheme of exhaustion ofrights,
since the same acts seems to be permitted over unpublished works as
well as published works. The implication in this respect would therefor
be that the rights granted members in the jurisdiction would be extended
to cover the Community.

The next question is obviously if a product is brought to the
market in one member state, hence the exhaustion occurs,
and brought to another member state, should the
exhaustion rights from the first or the second jurisdiction
govern this? This was also among the questions in
Deutsche Grammophon, where the court drew the

11 However this distinction seems hard to fit into some copyright
systems, like the Nordic, see Dyekjaer-Hansen 1993.

H Steiner 1992 p 98
1’ See Koktvedtguard 1991 p 43
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distinction between the existence of an intellectual property
right and the exercise of the same.

This was also among the problems in Warner Brothers Inc
and Metronomone Video ApS v Erik Viuff Christiansen. Mr
Christiansen had imported a video cassette from England to
Denmark and offered this cassette in his video rental shop.
Under the Danish exhaustion rights this would not be
permitted, whilst it would be permitted under the UK Act.
The Court held that the Danish rules should be applied.

With trade marks it is obvious that trade marks may be used to hinder
import and sale in different member states. The problem normally
occurs with the registration of a trade mark in different countries, which
with a national treatment should imply that a product may not be
imported from another member state and snld. This is a obstacle to the
free movement of goods and the Court has in several cases not approved
that the trade marks may be used in this manner, normally under
proceedings concerning art. 85.

2.4 Different criteria for achieving
protection in different member states
and different protection in the member
states

The intellectual property right has no physical substance
and is only protected to the extend provided by the law of
the member state. This protection may differ between the
member states, and does so. This may have impact on the
trade or the competition in the community.

There are two relevant aspects; the level of originality or
ingeniousness required to achieve protection; and the
protection given. To some extent there is a connection
between these two - in the question of infringement.
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Already when it comes to the copyrightability of novels there

are differences. An example may be Regine Deforges "La Bicyclette
Bleue", which was charged ofinfringement of the copyright, vested in
Margaret Mitchell's "Gone with the wind". In France Ms Deforges lost in
the city court but this was overruled by the court, of appeal, whereas
according to Danish law it was obvious that it was not an

infringement".

Also in the field of information technology there has been
some serious differences. The most famous was probably
the German requirement for originality to achieve copyright
for a computer program, which is stated in the Inkasso-
case'’.

The main problem with the different levels of protection in
the different member states is the free movement of goods.
If any "work" is not protected in one member state, for
example Germany, it is clear that it is permitted to make
copies of the "work" in that jurisdiction. With the free
movement of goods it should be possible to import these
copies to ajurisdiction where they are protected by any
intellectual property right, for example copyright. It is
possible that art 36 could be used to stop such imports, but
the extent is unclear. Even if it could be prohibited, it
would be an obstacle to the internal market. Hence there is
a demand for ajoint protection scheme in the Community.

IH Koktvedtgaard 1991

v For a general discussion of the requirements for obtaining

copyright protection for computer program under German law,
see Wiebe 1992 p 94-115
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2.5 Actions in the field of competition and
intellectual property rights within the
EC

Traditionally, at least prior to the Single European Act,
there was little action taken from the Commission. In the
same time the Court decided upon several cases with
competition, in a micro and a macro perspective, and
intellectual property rights. This is mainly concerned with
the infringement of art 85 and 86 - the general competition
rules of the treaty.

With the Single European Act the Commission has passed
several proposals for equalization of intellectual property
rights within the community, of them some has already
passed the Council.

In the White Paper Completing the Internal Market, the Commission
proposed to create harmonization in the field of'trade mark legislation,
software, patent and chips-protection. See also the Green Paper on
Copyright.

2.6 The interpretation of EC-directives

As all other legal instruments EC directives needs
interpretation, there is a difference between the English
way of interpretation and the one that is used by the
European Court of Justice.

As Lord Diplock pointed out in R v Henn;

The European Court, in contrast to English courts, applies teleological

rather than historical methods to the interpretation of the Treaties and
other Community legislation. It seeks to give effect to what it conceives
to be the spirit rather than the letter of the Treaties; sometimes, indeed.
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to an English judge, it may seem tn exclusion of the letter. It views the
Communities as living and expanding organisms and the interpretation
of the provisions of the Treaties as changing to match their growth.

3 Competition and Intellectual
Property Rights

It may be argued that all the intellectual property rights
are basically competition rules. But at some stage there
may be unbalance between the intellectual property right
and the competition rules.

This may be both the rules of monopoly and other aspects of
unfair trading - depending on the jurisdiction in question.

The aim in this part of the essay is to look at the
intellectual property rights as they are today and evaluate
whether this is within the concept of fair trading or
monopoly.

3.1 Two different ways to change the
balance

From what | already have said there are two ways to
change the balance between the rights of the IPR-owner
and the competitor.

. Either you may use the competition rules, both
nationally and art 85 and 86 in the treaty of Rome,

. or you may change the intellectual property law, to
achieve the same result.
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The difference seems to be that if you change or make new
competition rules they may be more elastic in some
respects. The reason for this is that you may use unfair
competition as a condition to use the rules. Under the
intellectual property rights this has been difficult up till
now, but at least theoretically the same should be possible.

However there is a difference in the nature and scope of the different
rules. A continental approach to unfair competition would partly be
based on the fairness of the result. Under an intellectual property right
scheme this would be of less interest. These differences should not be
overlooked.

In the subsequent parts of this essay the aim is to give
some indications as to, and examples of the way this
problem is handled, especially in the EC.

3.2 Copyright

Copyright is normally based upon some simple exclusive
rights for the copyright owner, normally the right to make
copies, and the right to offer the work to the public.

The Berner-convention states in article 9 (1);

Authors of literary and artistic works protected by this Convention shall
have the exclusive right nfauthorising the reproduction of these works,
in any manner or form.

and in article 11 (1);

Authors of literary works shall enjoy the exclusive right of authorising:
(i) the public recitation of their works, including such recitation by any
means or process;

(ii) any communication to the public of the recitation of their works.
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From article 9 follows that not the copying of the hole work
but also copying of parts thereofis an exclusive right. The
same concerns the adaptation of the works. *

The Berner-convention opens for the member states to in
certain circumstances might give exemptions from these
rights, as the right to reverse engineering, at least in some
cases, is19

3.21 Computer programs

Computer programs are protected as literal works in most
jurisdiction, in the EC this is stated in article 1 (1) of the
Software Directive.

In one aspect is there a serious difference between
computer programs and other literal works.

Traditionally the author produced a literal work and
published it in some form. At the same time you shared
with other members of the society the underlying ideas”'.

When an article was published in a scientific journal the article would
obviously be protected by copyright, but the ideas stated in the article
would be free for everyone to use.

When it comes to computer programs this is not the
situation. A computer program is normally published or
brought to the marked as object-code. For a human it is not

Ix See also Copyright., designs and patents Act (UK) 1988 s 17 cfr
s 16, and the Norwegian Copyright Act s 2

IH The Software Directive art 6
This argument is also put forward by Vivant 1991
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possible to read the object-code and understand it. In order
to understand it and the underlying ideas you will need
either access to the source-code or undertake a reverse
engineering.

To obtain a copy of the source-code you need an agreement
with the person in whose possession the source-code is.
This is normally the copyright owner or somebody acting on
his behalf. Normally his interest in giving the source-code
to any third party is limited- simply because he at the same
time would give away the expressions and the ideas vested
in the program.

The other way to get access to the underlying ideas in the
program is to undertake a reverse engineering.
Unfortunately this would normally mean that a copy would
be made of the program, and this is, presumably, an
exclusive right for the copyright owner.

Therefore in this respect there is a difference between
computer programs and other copyrighted works.

There may be several reasons for wanting to undertake a
reverse engineering; one is to get the knowledge that lies in
the program, another is because one would like to make a
program that in some respects shall interact with the
present.

An example may be that somebody would like to make a telefax-program,
which aim is to send and receive faxes on a PC. This may be made as a
stand-alone program, but it is desirable to let it work within several word
processors, so that, the user simple writes the fax in his ordinary word-
processor pushed a sequence of keys to invoke the fax-program, or simple
define the fax-program as a printer that works with the word-processor.
In these circumstances ynu would need to know several parameters to get.
this program working.
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In the software directive there is given a right to reverse
engineering - insofar as it is necessary to obtain
interoperability with another program (the latter category
above).

3211 The right to reverse engineering under
the Software Directive

Article 6 of the Software Directive gives under certain
circumstances the right to reverse engineering. To the
extend it is necessary to obtain interoperability with
another program. Article 6 sets out a set of criteria that
need to be fulfilled in order to fall within the scope of art 6.

The problem is that other aspects of reverse engineering is
not dealt with by the directive. The question whether a
decompilation, and output to the screen, is making a copy of
the program is unclear in most jurisdictions, and may still
constitute problems. This is criticised by Vivant2i;

First a question which all the laws have in common: what is covered by
the word reproduction, and representation?

Concretely, what does an individual when he puts software in a
computer? Does he perform an action of reproduction which is a priori
reserved for the holder, which makes him, unless authorized, an
infringer? Does he only perform an action of use, a priori lawful, at least
with regard to the general principles of the matter? ... The importance of
these questions is obvious. But insofar they have not really been decided
on, at least not in a resolute manner. In particular in the perspective of
the question of the lawfulness or the unlawfulness of reverse
engineering, uncertainty remains.

21 Vivant 1991 pill
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So the right to reverse engineering is to some extend
uncertain. The right given by article 6 may not be the only
possibility to perform any reverse engineering.

W ithin the scope of article 6 is the prohibition of there is no
possibility for the copyright owner to deny anybody within
the scope of article 6 to perform a decompilation.

Article Gstates that: The authorization of the rightholder shall not be
required where reproduction...., and article 9 states that; Any
contractual provisions contrary to Article 6 ... shall be null and void,
this is a rather odd way to make this a prohibition, but it seems obvious
that it is the meaning of the articles.

3.2.2 Databases

In most european jurisdictions databases are protected by
copyright, even though there are no clear references to it in
the copyright statutes in the jurisdictions*. The problem
seems to some extend to be that some jurisdictions are
giving a powerful protection for databases, namely the
United Kingdom, which follows the skill and labour
doctrine.

Traditionally the criteria for copyright protection for databases are "the
Act does not require that the expression must be in an original or novel
form, but that the work must not be copied from another wnrk - that it
should originate from the author." (University of London v University
Tutorial Press).

There is a paradox inherent in the continental approach; if

you have a exhaustive compilation, for instance a database
of all cases decided by the Bundesgerichthof this collection

22 COM (92) 24 p 19 ff
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is not based upon any creativity by the organizer, hence
should not be protected by copyright. Whereas a database
that not is complete, for instance a database of the more
interesting cases from the Bundesgerichthof is based upon
the creativity of the organizer, hence should be protected by
copyright.

But there is a vast amount of work put into the production
of such a complete database, in gathering the information,
entering it into a database system, defining the extent of
the material that should be entered into the database. It
might seem as if it needs some protection. It seems
desirable to extend copyright protection also to this
collections or to offer a sui generis protectionz*

The essence of the skill and labour doctrine is to give
protection on basis of the labour not on the originality. As
such there is a risk that the copyright will be too strong
and thereby create a monopoly on something that not is an
intellectual effort.

It seemed as skill and labour doctrine also was in force in
the United States, but this was denied by the Supreme
Court in the case of Feist Publications Inc v. Rural
Telephone Service Co. Inc.

The aim of the Commission was also here to bring the
criteria for achieving protection to a common level in the
community, this would deny the use of the skill and labour
doctrine.

21 As today is the situation in the Nordic countries. For a
discussion in English of the "catalogue" protection see Karnell
1991
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In addition to this; the Commission has proposed a sui
generis: protection for unfair extraction from data bases,
which presumably is a better way to stop the unfair use of
the work of other parties, without creating a monopoly for
the specific type of compilation.

3.3 Examples where the intellectual
property rights and the competition
rules differ - and the competition rules
are used to change the balance

As stated above it is possible to modify the contents of the
intellectual property rights in order to achieve competition
in some fields.

The interaction between intellectual property rights and
competition law might work in two different ways. Firstly
where intellectual property rights conflicts with competition
rules, supra 3.3.1, secondly the competition rules works as
an extension of the intellectual property rights, supra 3.3.2.

3.3.1 Intellectual property rights conflicts with
competition rules

It is stated that whilst the Treaty of Rome does not
interfere with the existence of intellectual property rights,
cfr art 36 and 222, but the exercise of them may be in
breach of articles 85 and 86.“1 Hence intellectual property
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rights must not be exercised in a matter that does not
conform with the competition rules of the treaty of RomeX

3.3.1.1 Article 86

The problem in this context is where a intellectual property
right gives a monopoly or a strong position that may be
abused. If and to what extent this applies is depending on
the framing of the intellectual property rights in the
member state. If its gets to strong it seems obvious that it
may conflict with article 86;

Any ahuse by one nr more undertakings nfa dominant position within
the common market or in substantial part of it shall be prohibited as
incompatible with the common market in so far as it may affect trade
between Member States.

Such abuse may, in particular, consist in:

(a) directly or indirectly imposing unfair purchase or selling prices
or other unfair trading conditions;

(b) limiting production, markets or technical development to the
prejudice of consumers;

(c) applying dissimilar conditions to equivalent transactions with

other trading parties, thereby placing them at a competitive
disadvantage;

(d) making the conclusion of contracts subject to acceptance by the
other parties of supplementary obligations which, by their
nature or according to commercial usage, have no connection
with the subject of such contracts.

The enumeration in a-d are only examples on what may be

deemed an abuse of a dominant position. The conditions
under which article 86 applies are basically that there must

2" Cfr Kokt.vedtgaard 1991 p 43
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be a "dominant position"”, in "substantial parts of the
common market" and that one uses such a position for
"abuse”. In terms of intellectual property this prohibition
may apply if the intellectual property rights puts the owner
in a dominant position.

It is obvious that, it may be used even if the intellectual property is the
reason for a dominant position that is abused. It is not necessarily
because of the intellectual property rights that for instance Microsoft is
in a dominant position. This is probably due to a good business strategy.

In one case the Commission has brought a case on the
unfair trading and abuse of an intellectual property right,
three of the four television companies in Great Britain and
Ireland2’ used the intellectual property rights in the
television and radio listing to prohibit the publication of
independent television magazines. The commission found
this in breach with article 86, by their Decision of 21
December 1988. The three TV-companies commenced
proceeding for the European Court to get an annulment of
this decision. Due to technicalities this was commenced as
three cases?, since they are all in principle the same |
discuss one of them.

In Radio Television Eirann v Commission the Court
concluded that the use of a copyright in the listing of
television programs, that where protected by copyright was
in breach of article 86, since the copyright in the listing
gave a dominant position in the market of weekly TV-
magazines.

26 BBC, ITV and RTE

BBC v Commission, ITP v Commission and RTE v Commission
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It may seem obvious, but one of the problems was whether
it was the publishing of the weekly listing or the television
per se that was the market to be considered. Since the
court found that the relevant market was the weekly
listings, it seems as if this principle is to be used in other
cases - a small part of a business that involves any
intellectual property may be considered to be one market -
in the meaning of art 86 - hence a potential breach of the
competition rules.

The Television companies has launched an appeal against
the decision. The written preparation finished in
September 1992, but no date has yet been set for the oral
hearing2~.

3.3.1.2 Article 85

The use of an intellectual property right may as well
infringe with article 85. The criteria are not that different
from the criteria in article 86.

Many of the trade mark cases has been based upon article 85.

3.3.2 Competition rules gives protection to extend
the right under an intellectual property right

To the extent of my knowledge the Commission has not
handled any cases where there has been any breach of the
competition rules to areas where the intellectual property
rights does not give protection.

“K According to information from the information Service of the
European Court ofjustice
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It may be argued that the proposed sui generis protection
for databases is such, but it seems more natural to regard
this as a new intellectual property right, even though it is
not based upon any intellectual effort.

One the other hand, it does seem to be to possible to use
the competition rules of the treaty of Rome in such cases.

An example from outside the jurisdiction of the EEC is Inter-Media
Graphic Systems Inc v Aladdin Software A/S, where the copying of a user
interface was denied due to the Norwegian Unfair Competition Act. It
seams to fall outside the scope of art 85 and 86 to give any protection
against this type of unfair trading.

4 Conclusions

Since there is no antagonism between the concept of
intellectual property rights and the concept of competition,
the question is if the framing of the legal system in this
field is balanced or not.

The main effort of the Commissions is to fulfil the internal
market, and he competition rules. This has opened for
rights not presently known in any member state, such as
the right to reverse engineering - as an example of
balancing interests.

At the same time the Court has changed the exhaustion
rights from national treatment to a trans-european system.
For the competition in a trans-european system the
different legal protection seems still to be a problem.

The fact that the directives, such as the Software directive,
has not dealt with some of the uncertainties that exists this
may be an obstacle to the competition in the Community,
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since when there is an uncertainty there is a change that
peoples will be reluctant to use the rights they may be
have.

As a total there seems to be an opening for more
competition in the field of intellectual property rights, but
there is not an unbalance between the predefined
intellectual property rights and competition law.

The actions also differ among the different intellectual
property rights. Patents has over the years developed with
a system for granting of compulsory licenses, and the need
for further actions seems smaller than with copyright and
trade marks that due to the national treatment has made
more severe problems.
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1 Introduction

Any decision has to be based

on a certain amount of Someone must have
information, that is available been telling lies about
to the person making the Joseph K., for without
decision. This amount of having done anything
information is in some wrong he was
respects limited. This simple arrested one fine
principle applies both in the morning.

private and the public sector.

Between these two sectors

there are some differences - Franz Kalka
regarding public sector there

might be some legislation

stipulating that certain types of information shall be taken
into account. In the private sector this is rarely the case.

The information must be brought to the person making the
decision one way or the other. Normally someone is
collecting the information or it might be given by the person
affected by the decision. In some cases the information
necessity might be transferred from another corporation or
a public entity - it might be purchased. This might happen
with or without the consent or knowledge of the person
affected by the decision.

This information is necessary in the decision-process, and
the result or outcome of the decision-process will depend on
the information obtained. If the one party has an legal
obligation to get one special outcome of the decision-process
he will probably give all information to the other party, but
this may check the information against other sources, to
verify the information given by one party.
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If this is an application for something and the result is
negative and the applicant is only told the outcome of the
application, but not the reasons for it, the situation is like
that of Joseph K.

There are several different situations where the problem
may arise; firstly the obvious the applicant is only given the
negative result, secondly he is given the result and some
"fact" on which the decision is based, but are wrong. In the
first case he has no possibility to contest the outcome, in
the latter he is in a position where he has to give evidence
that the fact underlying the decision is wrong.

1.1 The use of computers - is the problem
new?

The situation with decision making processes and the lack
of relevance and relevant information has basically existed
since the beginning of time, and has been discussed for
about as long.

The introduction of computers has not made any new
problems in this context, only stressed some old. Though
the problems are more apparent and the situations in which
information collected from different sources are used are
becoming more apparent and happening more often.
Namely the possibility of storing and communicating data,
that prior to the information age, with the use of
information technology, has earlier not been possible, is
today possible. The problem seems to be that the society
never has been perfect, but with the new methods of
handling information, and making decisions this lack of
perfectness constitutes a problem.
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On the other hand, this problems exist and has existed for a long time
also with manual information systems. But it seems in a smaller scale.

An other aspect is that today there is a greater need to
obtain information, from other sources than was the
situation some decades ago, this development has partly
been together with the development of information
technology, and partly beside this development.

The structures of society has changed, the need to make some inquires
before granting a permission or enter into an agreement, simple because
you do not know the other party may be used as examples of this.

1.2 The problems

With the introduction of computers we have got new and
improved ways of storing and communicating information.
If something worked bad beforehand it probably works even
worse this days, if thing worked good beforehand they
should work even better with the use of computers. But
this, is however, not necessarily the case.

1.2.1 The vast amount of information available to
the decision-maker

There has been a development in two dimension, one is that
there is more information regarding each and every one of
us stored in different files, (manual or electronic) in
different public bodies and in the private sector.

A foreigner entering the United Kingdom with the purpose of studying, is
apt tn be registered by the immigration authorities (which seems to keep
a register of every time he crosses the border, his address, his reason for
obtaining a residence permit etc), the University (which has some

information on his previous studies, his present studies, his next of kind,
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his progress in the study, his marks, his use of the email-system and
other services in the international networks) and the poll-tax-register. In
addition he would probably need a bank-account, and they may obtain
some information from his bank at home, a students railcard, a coach
card, etc, etc.

Some of these types of information has been collected for
some decades. The new aspect, however, is the fact that
the information technology opens for new ways of
communicating this information from one register to
another.

Therefore the decision-maker has access to a larger amount
of information, on his fingertips. If the information in a
manual file - stored away in a basement - is wrong this
probably would never effect any decision at a later time.
But when it is possible to access the information, by making
a phonecall to an employee in the corporation or the public
administrative body or by having on-line access to the
information from the desk of the decision-maker or even
having a subroutine in the computer-system verifying or
collecting the information, the harm a small amount of
wrong data may do is much larger. This problem arises in
different circumstances: A term may describe different
things in different situation. If an executive officer makes a
note of something, in the context where he or she writes it
may make sense, and have one particular meaning. But
the moment it comes into another context the next decision-
maker may probably not be able to make the right
interpretation of if. Where something is wrong in the first
place, it remains wrong also in other contexts.
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There is a disbelief that the decision maker is capable of
coping with this amount of data, cfr Forester and
Morrison“9,

there is very little doubt, that the technological capabilities to gather
awesome amounts of personal information has increased exponentially in
recent decades, there is even less doubt that the abilities of humans to
judge the worth and validity of such data (as compared to information)
has not improved at all.

1.2.2 The assessment for the decision maker

For the decision maker the assessment is based on a
mathematical formula that is quite simple. If the
expenditure to gather all relevant information is higher
than the profit involved, the information will not be
collected. There has to be drawn a balance between the
expenditures involved and the profit (or other measures)
involved. If we stick to a bank as an example; the bank
needs to make money on their business. In doing so the
bank must make sure that the accounts are not overdrawn,
and that the mortgages offered are good enough for the
loan, and of course that the loan will be repaid as agreed
upon. There is not in the interest of the bank to make any
judgement of all costumers - to collect all relevant
information before any decision is made. The assessment
by the bank will typically be based on some simple
parameters This will be to expensive, hence not
remunerative. Benefits, typically from the government, has
to be based on some parameters. The same is for payment
for goods or services. In both these categories there has
been a move away from the balancing of the duties of the

“9 Forester and Morrison 1990 p 92
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parties into a system that is based on other parameters.

An example in the latter category is the payment for water
used, found in some jurisdictions'l. Earlier the water
company would set up a meter in your flat, but today this is
based on different parameters. In some municipality in
Norway you pay according to the size of your flat or house,
and in others all households pays the same. The reason
behind the change is simply that the manpower of verifying
the amounts used is to high. Social benefits should
theoretically benefit those who needs it most. [f this was to
be taken literally every aspect of the applicants would have
to considered carefully. Normally this is not done.

An example; the Norwegian housing benefits is not based
on your actual house expenditures and your actual income.
All you have to do to apply for housing benefits is to tell the
authorities your personal identification numberll, and they
will check your latest reported income by the inland
revenue (which until the end of 1993 will be for 1991), and
with national register to find your registered residence.
This will be controlled with the GAD-system which tells the
floorage of the residence. Of course it will also take into
account any other persons registered at the same residence.
Based upon these parameters they will decide whether you
are entitled to benefits and how much. Nothing in this
process is done by humans, every process is done
automatically by computers. For the Norwegian
government this is a extremely inexpensive way of handling

However not in England, where after privatization the costumers
pay per gallon used.

-l a eleven-digit number where the first six is the date of birth (dd-
mm-yy), 3 digits identifying the person and the two last is are
control digits based on some mathematical algorithm and the
first 9 digits.
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this type of requests. From this economical point of view it
seams of less interest that it may take up till two years
form you loose your job till you are entitled to the benefits.
So far this has been examples on the pressure towards
automatic processing. In ltaly there seams to be a
regulation stating that all rules that are to be made shall
be made in so a matter that they are possible to be handled
automatically 2

1.2.3 Some information may -wrongly- be regarded
as prima facie

In many corporations, institutions and public
administrative bodies there exist security precautions;
control of access to the building, a part of the building, etc;
control of the access to documents or files on the computer
system, etc. These obstacles are made so to stop anybody
who has no right to access and let the ones who has the
right to access pass trough. To pass these obstacles there
has to be a control of something to find out that the person
really has the right of access. Normally this is not the
person as such or any part of him or her, but something a
person is supposed to bring or remember. The access to a
computer system is normally based on two things, the
general known user-name and a secret password. To pass a
physical obstacle this may be a key, a pin-code, a plastic
card or a combination of the above mentioned. Security
systems will often have the possibility of making a log of
who (rather what) passed where, and who (rather what)
tried to pass where. If a physical security system is based

32 Claimed by Prof Schnellen at a seminar held by NACAL,
September 1991
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only at a card, there will be a log on where this card has
passed.

The normal assumption is that the "owner" of that card also
passed. This however is not necessarily the case. One
might borrow the card of a colleague or a card with a
magnetic stripe (like an ATM-card) might with the correct
hardware devices easily be copied.

In many cases this registration would be regarded as prima
facie evidence. Hence place the right owner of the card in a
uncomfortable situation, where counter-arguments hardly
will be accepted. Take the example of theft from a hotel-
room, the log indicated that the card of a certain room-maid
has passed the door at the time of the theft. The hotel (and
the police) would probably regard this as prima facie
evidence that the room-maid entered the room. Her
possibilities of raising counter-evidence are limited.tt

1.2.4 The struggles to makes decisions by computer

Traditionally, at least we like to believe, decisions where
based on what was the best in the present case - as an
overall. A banal example; some years ago - at least in
Norway - you paid for the amount of water you used, but
this is today based on the size of you home, in square-
meters. The reason for this is obvious. It is much easier to
base the prizing on some permanent factor than to employ
controllers to walk around a checking to water-meters in
everybody's houses. There is not necessarily any coherence

31 The extent, of this argumentation would obviously depend of the
evidence law in the jurisdiction in questions, but one must
however not only take regards for the criminal sanctions.
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between the size of your home and the amount of water you
are using, but this is sacrificed to reduce the work. This
struggle to reduce work and let decision be made on
information already present somewhere is growing. A few
examples will - hopefully - clarify this: The Norwegian
housing benefit, supra, and the Italian aim, supra.

1.3 The solutions or the challenges to the
legal system

Some of this problems are normally regarded as questions of
privacy, at least in the common-law jurisdictions. This
constitutes two essential questions:

. Is there a connection between the concept of privacy
and the problems described above? and

. Is it possible for the United Kingdom to rest upon
the concept of privacy? Especially in a European
context?

1.3.1 The concept of privacy

The concept of privacy originates partly from the
amendments to the American Constitution and partly from
American literature and case-law. It constitutes a sphere-
theory that something is private, hence shall not be
removed from the private sphere.

According to McFarlane and Davis (1984) p 224 there are two widely

recognized definitions of privacy; "Westin proposed that privacy is'the
claim ofindividuals, groups nr institutions to determine for themselves
when, how and to what extent information about themselves should be
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communicated to others', and Miller defined it to be ‘the individual's
ability to control the circulation ofinformation relating to him"

The problems with the next generation of data protection
laws lies to a large extend in the use of information. To
some extend there is a interconnection in this, but some of
the basics are different.

In setting up a rule or a set of rules for a new situation, it
must be possible to base this on the present. The
limitations in this is the problems that arise if this not is
able to give the relevant protection

1.3.2 The continental european approach in conflict
with the concept of privacy

Since none of the continental jurisdictions has the same
concept of privacy as the US, neither in their constitutions
or in doctrine, there has been a development in an other
direction to cope with the same problems. This is to a large
extent based upon a balancing of the interest of the parties
involved*.

From this it is easy to demonstrate that there is a conflict
of methods within the european communities. Since the
problem of data protection to a large extent has to find its
solution within the European Communities, infra 4, this
constitutes a conflict between the common-law approach to
the problems and the continental approach in finding the
European approach to the problems.

1 For Norwegian law, cfr Bing 1991a
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The outcome of this dispute is not easy to predict, some of it
may be found in the proposal for a Directive, infra.

It. is easy for anyone from a Continental jurisdiction to claim that the
Continental system is the better, and that the UK should leave its
connection to the US doctrine. But. it is not this obvious that the
commentators and the legislative authorities in the United Kingdom will
except this.

1.4 The problems dealt with in this essay

The aim of this introduction is much broader than
traditional concept of privacy, as found in the common-law
jurisdictions, so is the aim of this essay.

W hilst privacy during the times has found its signification,
the same is not the case with the concept of data protection.
The term may be understood in a broad sense, or as a mere
continuum from the traditional concept of privacy.

In this essay my aim is to take a broad approach to the
problems and | will try to draw the attention to some
aspects of the use of information technology in the society,
and the impacts this has or most probably will have. This
will constitute challenges to the legal system in a broader
sense than what is normally dealt with under the label of
privacy or data protection in some jurisdictions.

At the same time | will not deal with the present
generation of data protection legislation, but try to look at
the developments and challenges that exist today and are
apt to come in the next few years.

This makes it necessary to look at the basic principles of
communication theory, and the practical impacts thereof, as
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well as to stress why the solution has to be found in an
European context, and not within the different member
states.

2 Communication theory and
some of the problems with
communication

2.1 Basics of communication theory

The theory of communication goes back to some articles by
Claude Shannon, Warren Weaver and Norbert Wiener
dated in the late 1940'sa\ The theory of communication
characterizes communication as a process, where one party
wants to influence another by or with information.

The language used is governed by two sets of rules, the
semantic and the syntactic. The medium is a matter for the
ability to communicate or rather to hold information.

One aspect of communication theory that is interesting in
our context is the communication of information or data
between two or more persons. To make the model as easy
as possible 1 will only use the communication between two
persons.

The illustration in figure 3 shows the way information is
handled in a communication process'H

Bryde Andersen 1991a p 97
H This drawing is fetched from Bryde Andersen 1991a p 102
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Transmission

Messeage

* Information chanal

figure 3A model for communication

It is not possible to give the exact information from one
person to another, it has to be communicated in one way or
another, according to certain rules accepted by both parties.
The first step is that the person who wishes to communicate
forms a message, normally this will be written, but it may
be graphical, in drawing or other ways. A combination is
also possible. This message has to be connected to a
medium; paper, a computer system or whatever. Then this
message has to be communicated to the other party - there
has to be a transmission.

At every stage in this process there is a change that the
input or the original intended message is changes or
modified. At this stage we may point at two basic problems
in communication; the vagueness of the language and the
other the awareness of the different meanings.
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2.2 The vagueness of the language - the
jargon used in some parts

Even though the person wanting to communicate knows
exactly what the message is supposed to be - it must be
brought of out the head of the person and - normally - into
writing. Here lies the first problem; it is not always
possible to describe exactly the meaning in the written
language. The language is to vague. Traditionally we have
used the word forrest as an examplel - how many trees
must there be present in order to be a forrest?

Even if the communicator uses a almost precise word for
what he wants to communicate the next problem is the
recipient - he may not be aware of the term means. This
comes more obvious in the context ofjargon used in
different parts of the society.

The European dimension, infra section 4, this problem will be even
stronger, because of the different languages involved. Either there has tn
be a translation, which causes disturbance to the message or one
language must be used. The problems described here is obviously more
prominent when persons have to use a foreign language.

2.3 The problems with the lack of
awareness of the communication
process and the different meaning of
words

This is a problem that has been stressed in legal theory for

some time, and has a connection to the problems with the

37 At least in jurisprudence in Norway
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vagueness of the language. The users of information
technology are normally not aware of the possibilities that
systems opens for, and the concrete use of it. It is natural
to make the same statement as you would in a traditional
paper based system.

The first generation of computerized systems normally just did the same
job as the manual systems they replaced. Such that there was basically
little new in a communication pi‘ocess. Typical examples of such systems
is national registers, tax offices, etc. At the same time there has been a
transition from the use of manual storage media (such as paper) to
electronic storage media (typically a computer), by the use of for instance
word processors.

Under such manual systems it is obviously difficult to obtain the
information that lies in them; one would have to make a phonecall or
even write a letter to the person or body who holds the file.

One of the concerns is with a transition to computerized
files the lack of awareness that previously not constituted
any practical problem will constitute some.

There are some examples of this problem given in legal
theory, 1will just mention some of the concerned that has
been put forward.

Criminal intelligence at its worst is simple gossip, the
following extracts are a transcription of a two-page police
collator record from the Skelmersdale Division in
Lancashire'ld

Robert Jones of 14 Crosby Road, Newton - known affectionately to his CB
mates as ‘Tiny Tot* - paid another return visit to our fair Division at 3.30
a.m. on 15.7.82 when he was stopped/checked in his nifty yellow Ford
Galazy PXY838A. Gracefully reclining in the passenger seat was none

Pounder 1985 p 196 ff
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other than school breaker, a suspected druggie, James Richard Dack
(30.3.62) (wounding, burglary, theft,damage) whose unforgettable
features are pictured left |A photograph depicting a black person is
included.| Dack, a state benefit, subscriber, augments his hard-earned
dole by working on the door at Talk of the Town, keeping out other
undesirables. Jones and Dack are well acquainted with the finer point of
our division and are worth every stop/check they can get.

The question arising is how other persons would be able to
interpret this message, and use it in their own decision
making.

2.4 The problems of the group interests

Connected to this is the group interest. One group of data
controllers or data owners has a specific task in society, for
instance the Police®"see their role as the prevention of
crime and the apprehension of law-breakers. The
maximization of this function is of supreme interest to them
and the costs associated with invasion of privacy, wrongful
arrest, forced confessions and even fabrication of evidence,
can often be considered to be acceptable as long as the
primary role of the police in the prevention and
apprehension of criminal elements is achieved

Even if it is not done to the extent that is described as a

possibility, it is easy to assume that this is an element that
will be present to some extent.

Forester and Morrison 1990 p 100
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3  The collection, storage, use and
abuse of data in an automated
process

3.1 A database

Data needs to be stored in some kind of a database. We
may divide the types of databases into to different kinds of
databases, cfr Bing 1992.

One is text retrieval systems, where the text is in ordinary
language, and it is up to the user of the system to search
for word that are present in the text. A typical example of
this may be LEXIS - a legal information retrieval system..

The other group is may be called database services, there is
information on a specific subject, and these information are
dyadicalle, consisting of one definition and one variable. An
example of this is the vehicle owner register. This may
contain name, sex, date and place of birth, type of car,
registration number of vehicle as well as other information.

3.2 A model

Data is gathered from several sources, this may be as easy
as that the person on question voluntary gives the
information. If the information is necessary to get any
benefits the person may be more than willing to give the
information. The data may also come from other sources,
such as the employer, the GP, the dentist, the Children’s
Officer, the bank, or theoretically any other source. Some of
this data is would fall within the definition of electronic
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Once entered one information system it is easy to use the
same information for other purposes than intended. As
shown above, page 41, with the Norwegian housing benefit
system.

This is be some commentators called the Mosaic effectl]
and one of the aspects is that when information is gathered
from different sources the result will be more than
intended.

Not only is it possible to use it as input for a decision-
making, but it may be used to verify information given in
other circumstances. It seams clear that one person cannot

10 Cfr Bing 1991b
Cfr Forester and Morrison 1990
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at the same time unemployed, hence receive unemployment
benefit, and be employed by a company; a person cannot at
the same time be blind and drive a car; a person cannot at
the same time be a student and unemployed (in most
jurisdictions).

It seams desirable to use information from one source to
verify the information in other systems. For example if you
match the persons receiving unemployment benefit with the
persons employed (if there is such a register) one person
should not be in both. Also you may match the persons
receiving unemployment benefits with the persons receiving
student loan or similar benefits.

From an economical point of view this is efficient. You will
not have to use the same amount of labour to gather the
information, and the decision may also be automatically.

If you are using a free text retrieval system this will have
to be done manually, but if you are using a information
system which has predefined data-fields, this may be done
automatically.

There are several problems involved in this;
3.2.1 The reason for the gathering of the information

The reason for gathering the information may not be the
most obvious problem, but it gives limitation to the
usefulness of the information. In a system where you
cannot give precisely the information you want, but have to
adapt to the information system it is easy to make the
interpretations according to your own use of the
information. Also; the person who types the information
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may have his or her own interpretation of the information
that is entered into the system.

Even if the data is entered according to the "label”, the
same "label" may mean different thing in different
circumstances.

Such an easy term as income, may (depending on the
jurisdiction) mean gross income, gross taxable income, or
net income (after tax).

3.2.2 The accuracy of the information

The question of the accuracy of information may be two
different elements.

The first is that the information - at the time it is entered
into the system - is false or not as precise as it should be.

The second is that the information may be outdated. Either
the database-owner does not update the information and
the information may be used by somebody else at a later
time, or somebody has an obligation to update the
information, but is not doing so.

3.2.3 Questions of security
There is also a question on the security for the stored data.
Normally this is view as a problem of unauthorized access

to the data, but another aspect is also present.

Access control systems may be based on one or more
different things; either that the person knows something (a
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password), or that the person is in the possession of
something (a key, a card) or some distinctive characteristic
with the person (his fingerprints, his DNA structure)'2, or
combinations of the above. It is also possible to restrict
access control so access only is permitted from certain
places (a certain computer, computers in a certain building).

Access to a computer is normally dependent on a username and a
password (something the person knows), but it is also often restricted to
access only from within a certain network. Access to ATM-services4f
are normally dependent on an ATM-card (something in the account-
owners possession) and a PIN-code (something he knows), though it is
possible to set up systems that are based in fingerprints or DNA-
structures. Instead of entering a card and a PIN-code, you may set up a
terminal where you only need to press your tomb towards an optical
reader that checks your fingerprint against the registered fingerprint in
the central database; or press you thumb against a needle that takes a
blood-sample and controls the DNA-structure against the central
database. A variant may be that you carry a card with the structure,
this way it is not necessary to use a central database.

Towards an open electronic society, with access from
different places this security problems comes more apparent
than ever. As long as systems are to be open the risk of
unlawful entries are increasing. This indicates that there
should be a possibility to verify who has got access from
where, and what did the person do. Concerning the latter;
if data is changed it should be shown who entered the data,
when the data was entered. This makes it possible to verify
the data at a later stage.

If | as a data-subject would deny the data that is registered
about me it should not be possible to spurn this by saying

12 Selnier 1992
U Automatic Teller Machines
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that "this is all in our computer, that never makes any
mistakes". On the other hand, if 1alone am trying to deny
the accuracy of the data it would be my word against
somebody-who-at-one-time-entered-this into-the database.
And if it is not possible to trace that person or verify that
the data has been entered according to some procedures,
this is difficult.

This constitutes a dispute, which it may be difficult to solve.
In addition to this, the data that has been manipulated may
be transferred and used as a basis for decisions made by
the owner of the database in question or other institutions.

When it comes to ATMs in most of Europe there has been disputes on
whether the money that has been withdrawn by the account owner or
not. This is a question of evidence, and it seams as is the banks in most
jurisdictions are claiming that it is not possihle to fool the system,
whereas the consumers claims that they have not used their cards.

But. in addition to the problems that may arise in the dispute comes the
problems this may give the account-owner because of the wrong data.
Firstly he may run into financial problems, because the bank probably
will refuse him to use his money, he may also get difficulties paying his
other debts and may be blacklisted as a "bad payer".

The problem of unauthorized access has two aspects; the
first is the possibility to see and obtain the information that
is stored; the second is the possibility that information may
be changed.

This may be in two different ways, one is by hacking into a
database. The other by getting access by a wrong indicator.

If the database of the local social security office has been intruded | may
find my privacy violated because they found information about me, but. 1
may also become furious when 1discover that the data has been modified
so | do not get the benefits | am entitled to.
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Inside one system the problem is the possibilities for data
being misrepresented in one way or another. There must
be routines to make sure that the data not is being altered,
into misrepresentation. If a system contains of sub-systems
there is also the problem with communicating and
converting data correctly. It is possible to make some
routines to verify the information that is transferred.

4  The European dimension

The European dimension in this problem has several
aspects;

The first is that there must be a free movement of data
within the Community, this is actually a prerequisite for
the four basic freedoms.

The second is that the Internal Marked, without borders,
creates a vast amount of dataflows between the member
states - the Schengen agreement entered into by some of
the member states hopes to achieve this.

The third is that different levels of data protection
regulations in the member states may constitute technical
trade barriers or favour one or more member states.

41 Free movement of data as one of the
basics of the Community?

The 4 basic freedoms of the Community are: free movement
of goods, services, persons and capital. It seems obvious
that in order to achieve this there must be a free movement
of data corresponding to the movement of goods etc.. It is
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not possible to create any free movement of goods, services,
persons, and capital without the data that is connected with
it. With the export of goods from one member state to
another there has to pass some information regarding the
same goods. So is the situation with the other three basic
freedoms.

4.2 The data-flows generated due to the
internal marked

One of the impacts of 1992 is that there shall be no borders,
no physical borders between the member states, no customs
control, no immigration control. This is not yet the case,
but the struggle is still on.

Some member states has some problems in this respect. Foremost this is
the case with Denmark, that due to the conventions on reduced border
control between the Nordic countries will have difficulties in opening the
border to Germany. This is also a problem for the Community as such.
The united Kingdom is also having a more relaxed attitude in this
matter, but this is due to internal considerations.

Immigration control, custom control etc had several aims.
The main aim of these control-systems was a control of
what passed the borders. This is interesting in several
aspects; for tax-purposes, for investigating criminal offence
etc.

There is still a need for some of these control functions, this

is one of the reasons for the Schengen-agreement of 14 June
198544, entered into by some member states.

4 Bing 1991b p 167
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4.3 Technical trade barriers or favouring
one member state

One of the traditional problems with trans-border dataflows
has been that you could export data to "data-heavens", or
jurisdictions where the level of data-protection was lower
than in your own jurisdiction. This is still a problem in the
Community, since the levels of data-protection is not the
same.

The problem with refusing export of data is minimized by the Council of
Europe treaty and the OECD-guidelines, in the respect that no member
state can refuse the export of data to another member state so long as
the latter is fulfilling the qualifications set out in these instruments.

This indicates that if this is upheld, there may be more
favourable to have a data-base and data-processingl'in
one member state than in another.

5 Is the proposal from the
Commission sufficient to cope
with these problems

So far | have pointed out some of the challenges to data
protection in the year to come, and also given some
indications as to how they may be solved.

1’ The aspect of data-processing might be due to a lack of adequate
protection in one member state, or merely due to lower costs for
the service.
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In the last part of this essay | will briefly discuss the what
extent the proposal from the Commission is coping with the
problems highlighted above.

The Commission has on 15. October 1992 released an

amended proposal for a directive on data protection, COM
(92) 422. The aim in this part is to evaluate whether this
proposal is giving manageable solutions to this questions.

The time perspective on this is that the directive, if enacted, shall be
implemented in national law within 1. July 1994, and that all data
processing shall be within the limits of the directive within 30. June
1997. (Blume 1992)

There are some interesting differences between the directive
and the present legislation in most member states, among
them that the regulation is not any longer concerned a
register or "data files™hbut "the rights and freedoms of
natural persons with respect to the processing ofpersonal
data, and in particular their right of privacy(my

italics), and that also manual processing to some extend is
included18

Article 17 states that there shall be taken "appropriate
technical and organizational measures to protect personal
data against accidental or unlawful destruction or
accidental loss and against unauthorized alteration or
disclosure or any other unauthorized form of processing."”,
and that they shall ensure "a suitable level of security".
But there is no further set of rules as to the impact of this,
it would be desirable if this would be prescribed. Taken

as used in the first proposal
1" Article 1
Ix Article 2, b
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into consideration that there is a working comity in data
security in EEC this seems odd.

The task to ensure the data quality is basically left to the
member states'l9 and the proposal only gives some vague
guidelines that are similar to the vague principles in today’s
Data Protection Act (UK). Since this, and the problems
with system security has the possibility to create technical
trade barriers there is a possibility that the principle of
subsidiarily has been drawn to far.

The other problems dealt with in this essay is given little
consideration in the Proposal, with the exception of some
provisions regarding the transferring of data, where there is
a main point that the data subject shall be notified in some
circumstances™.

At the same time it should be noted that due to the principle of
subsidiarily, there are some possibilities for the member state to develop
derogations from the directive, as with article 8 - concerning sensitive
data.

The main reason for this is the fact that the problems dealt
with in this essay falls without the scope of the Proposal.
Since the Proposal deals with the rules for the processing of
data, and this essay to a large extend dealt with the results
of the use in a decision process. But the connection is that
the possibilities for processing of data opens for the use of it
in a decision process.

19 Article 6
u Articles 10 and 12
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The fields in the Proposal that is covered by this essay is to
a large extent left to the member states to decide. Hence
not solved in a international context
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The problems with information
crime

In the Canadian Case of Il v Stewart, Mr Justice
Krever stated:

Confidential information is not property for the
purpose of the law of theft ... If this interpretation
should be thought to be inadequate to meet the needs
of modern society, particulary because of its
implications for the computer age, the remedy must
be a change in the law by Parliament.

The problems of applying existing criminal
offenses in an information context

- and an attempt to solve it
-with the emphasis on the crime of theft
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1 Introduction

"Our society has reached a phase at which information has
become a "commodity”, which is replacing material goods to
a considerable degree. As a product, information, has
become an indispensable element in our everyday thoughts
and acts which is worth a lot of money. It may take many
forms, ranging from the news offar-slung calam ities via
satellites or the rapid exchange of financial data over
immense distances essential for the functioning of world
markets, to systematically-accessible information in medical
data bases."’1

This increasing information flow has at the same time
released a demand for a strong protection of the same
information. It is argued that the traditional legal systems,
made for the industrial society is not sufficient in the post-
industrial society.

One of the aspects that makes regulating information
difficult is that the liberation of information and media is a
new concept, and a new challenge to the legal system -
dealing with information, per se. Traditionally the focus
has been at the media carrying the information - not the
information itself - this due to the fact that the media is
"closely associated with the information"% Hence stealing

ot Dommering 1991 p 1

52 Bing 1981 p 219
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a book would be subject matter for theft since the paper and
ink are movables?,.

In this context Sieber"’1states that "that common ground for this
problems originates from the fact that all criminal codes have, to the
present, predominantly protected tangible and visible objects. The
protection of information and other intangibles existed, but did not. play a
dominant role until the middle of the 20th century.” (footnote omitted)
By Saxby%it is argued that so "far as the criminal law was concerned,
abuse of property rights within the laws of theft and criminal damage
assumed that the medium and the thing of value were inextricably
linked. Thus information itself could not be stolen, but a piece of paper
containing confidential information could.” See also Coleman 1993 p 174.

This has lead to the new concept of information law. This
term is rather new, but it seems to be generally excepted to
cover the general problems with law and information in a
rather broad meaning.l1

It is argued that in order to understand the concept of
information law it is necessary to start with "an analysis of
the subject in non-legal terms™1

>l However in relation to securities the Norwegian Supreme Court
has not upheld this distinction, and states that in this respect
there is of no relevance whether the information is stored
electronically or in a more traditional file, cfr Rt 1992 p 1629.

5  Sieber 1990 p 120

55 Saxby 1990 p 219

Cfr Bing 1981, Bull 1985 Dommering 1991, Dommering 1992,
Sieber 1992 p 17. Saxby 1990 seems to be of the same opinion.
For a total overview of the problems of information law, see
Altes et. al 1992

Dommering 1991 p 11. See also Saxby 1990 p 220
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In relation to computer law it is argued by Bryde Andersen-8that "In
ordinary "lawyers law" the necessary legal and factual knowledge is
typically sufficient known by counsel. "Understanding" the case seldonily
presents substantial problems. Ifit does, the remedies are usually at
hand. In a case concerning liability for poisoning, councel's own
knowledge on the human organs etc. will suffice as a basis for additional
knowledge to be obtained by expert testemonies etc. In computer cases
this is different. An equally sound basis of knowledge on how computers
work etc. is rarely at hand for the average lawyer. Notoriously lawyers -
like computer users - have great difficulty in grasping what a computer
is and how it works. This difficulty seems to be more profound than in
other areas of law with complex matters.” At the same time it is clear
that this statement does concern computer law as such, and not only the
liability aspects of it

The area necessary to describe in respect of information law
is not necessary the same as within computer law; it is
argued by Dommeringhb'that "such an analysis is made
with the aid of knowledge gathered from communication
science, informatics, media economics and
telecommunications science. The emphasis is not, however,
on the information technology, but on the communication
process".

This essay will deal with information crime. Generally the
theme of the new doctrine "of‘criminal information law’is
founded on the still developing general concept of
‘information law’and ‘law on information technology’. In
accordance with modern cybernetics and informatics, the
new concept of information law*recognizes information as a
third fundamental factor besides matter and energy. Based
on empirical analysis, this concept evaluates information

Bryde Andersen 1991b p 122
Bryde Andersen 1991a p 67 et seq
Dommering 1991 p 11

9
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both as a new economic, cultural and political asset, and as
a specific danger potential. The new theory of ‘information
law’realizes that modern information technology alters the
characteristics of information, especially by strengthening
its importance and by treating it as an active factor that
works without human intervention in automatic processing
systems"/1

Computer Crime has as its starting point computers and
communication between computer (not communication as
such). The distinction between "computer crime" and
"information crime" lies in the fact that "computer crime” is
concerned with the computer as a victim, as a means or
constitute the environment of the crime, whilst "information
crime" is concerned with the information - not the
computer.

The Law Commission for England and Wales in their report on computer
crime® defined the nature of the subject as "the misuse of computers or
computer systems by parties not entitled to use or control those
computers, either by simply seeking access to the computers, or by going
further and using the computers or amending the information held in
them for what may be a vide range of ulterior motives" (footnote
omitted). They also identified a number of misuses done by or with a
computer - or with a computer as a target. The same approach of
identify misuses are found in the Scottish Law commission'’1 Lloyd1l
notices that "each agency or legislature involved in the topic has set out
its own agenda for action. Although the particular categorisations
adopted may vary, three common threads can be identified in their work.
These encompass the topics of: (a) computer fraud, (b) damage to data or
programs, (c) "theft" of information." The concept of computer crime is

8l Sieber 1992 p 17

hi Law Commission (England and Wales) p 1
tt Scottish Law Commission p 3

64 Lloyd 1993 p 205



70 Four Essays on Computer and IT Law

also tn some extent criticized, as being a collection of different questions
just treated together due to the involvement of a computer - one way or
the other'.

"Theft of information” might appear within the context of a
computer system, and also outside. In the de lege lata
discussion, infra 3, it will be shown that there has been
case law in both categories.

With this general introduction the theme of this essay is
given, first it will be necessary to look at some of the
underlying problems of "information law" - which also will
illustrate the problems of applying existing criminal
offenses to information. This will have to cover a large part
of this essay. This seems to be necessary, in order to make
some conclusions de lege ferenda, due to the approach
chosen. Before this de lege ferenda discussion | will give a
brief overview of the situation, de lege lata.

2 Information law and
information crime - general
considerations

In this part there are a number of aspects to be discussed.
The first is an attempt to describe or define information,

the second is to give some indications as to the economics of
information, the third to be discussed are some aspects of
the nature of information, which indicates that a more
traditional "ownership" construction is not applicable.

Tapper 1987 p 4
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2.1 Information

A starting point would be briefly to look at the concept of
information, and the connection between information and
the media carrying the information. It seems as especially
this connection, de lege lata, makes problems and causes
confusion in many jurisdictions. But - it must be
emphasised - that this connection will be relevant also in a
de lege ferenda discussion.

2.1.1 The concept of information

In a legal context information is traditionally used loosely
as a synonym for data, news or similar loosely given
matters. There is no stringent definition found. In
information science, on the other hand, two main definitions
may be found.h

The first is based on the communication theory formulated
by Shannon in 1948. This theory defines information in
terms of the probability of the occurrence of a certain event
or the reception of a certain message. The less probability
of the occurrence of a the event or the reception of the
message, the higher information contained by that event or
that message. This definition of information does not seem
to be helpful in a legal context*1 for the discussion of
information law.

In information and computer science information is usually
taken as knowledge or new knowledge. At the same time it

86 Cfr Bing 1981 p 221
67 Cfr Bing 1981
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is conventional to distinguish between information and
data. Where data™ has to be communicated (received) and
understood in order to transform into information. This
seems to be a more likeable starting point for a legal
discussion, it should at the same time be stressed that this
makes information a relative expression in that different
people will receive different information from the same
data.

For the purpose of this essay it is stressed that information
to some extent is synonymous with knowledge or new
knowledge. This stresses two factors. The first that
information is relative, in the sense that it gives different
knowledge to different persons (if you already have the
information, there is no use in getting it again). Secondly
that it is the use of the information that seems to be the
relevant point, not the "possession™ of the information itself.
This becomes apparent, eg in the discussion of the
economics of information, infra 2.4,

2.1.2 Ways of communicating information

Historically, information - or rather the commercial use of
information may be divided in three categories. Contract of
services or contract for services; the sale of the information
embedded in a physical medium; the trade with information
without the same physical embedding.® The same three
categorizes are still in use, the historical impact lies in the
development of the ways of communicating information.

made up of sign, ie letters, pictures, movements etc.
K9 Cfr Bing 1993 p 105 ff
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The contract of services or contract for services, is illustrated
by the fact that someone is employed or contracted due to
their knowledge - not due to their physical strength etc.
This is a basic way of communication information, and has
probably been around since time immemorial. Knowledge
has a price and it is a way of communicating information,
and a payment of some kind has always been involved.
Bing7' uses this example; If you give me a leg of a
mammoth, | will tell you where there is good hunting.

The sales contract came into existence with the development
of a written language, and the development of medium for
carrying the same information. This is a convenient way of
"mass-communication”, since the information may be
duplicated in a certain number (though there are
limitations). Through the history of man there has also
been development in the media'l and the production
techniques*

W ith the information age came the possibility of separating
information from its medium. This opened for mass-
communication of information in a new at yet unknown
way. It should be stressed that logically this category
includes both digital and analogous information, typically
information stored on a computer and broadcasting. But
today we see that this analogue information is moving into
a digital environment (CD's instead of records, ISDN
instead of analogue telephone, digital HDTV instead of
analogue television).

70 Bing 1993 p 105

‘1 from stone, via papyrus to paper

2 from writing, via printing to the rotary press.
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2.1.3 Information and the media

Information is either secured - tied to - some media or just
communicated from person to person. This reflects the
ways of communicating information, supra 2.1.2. The
problems lies in the ways information is connected to the
media - if at all.

If information is not written to some media there is difficult, to "take it
away" from the person possessing it, unless one prefers to use
blackmailing or torture. This is the case with traditional craftsman's
knowledge. A special recipe for beer or whisky is given orally from one
brewer to another, and will never find its ways into a filing cabinet.
Technically one might argue that also the human brain is a media for
storing information, but it does not seem likeable that this approach will
be of much help in this context.

Bryde Andersen7lpoint out three different ways
information might be connected to its media. The first is
where the information might easily be moved from one
media to another or from one group of médias to another.
This is the case with personal expertise, slogans, passwords,
general ides, etc. The second category is information that,
according to its character or purpose, has to be connected to
a certain type of medium - but it might easily be moved to
another media within the same type. This is typically the
situation with software. The third category is the
information, that under normal use is inseparable from its
media. This is the case for hardware component, chips, but
also other physical objects, such as handicraft.

As mentioned above traditionally legal rules has been

adjusted towards a moveable, not the information. There
has for some time discussions - in several fields of

11 Bryde Andersen 1991a p 282-283
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information law (and computer law) as to whether
especially computer programs are to be considered as
movables or not.

Bingobserved, already in 1981, that the "similarity to a physical

object, on the one hand and to intellectual property on the other hand
makes the categorization of computer programs as ‘movables’ (or ‘goods’)
uncertain. And this uncertainty may have substantial implications for
the law affecting computer programs".

For some further examples of this discussion see, Franken 1990, Bryde
Andersen 1991b, Hirschback 1989 and Stuurman 1991 p 197-200.

This discussion leads to the conclusion that information per
se is not a moveable, and that the connection between the
information and the media carrying the same information,
stresses the differences between this media and ordinary
movables, and that it cannot be regarded as a moveable -
the same way as "ordinary movables".

Another approach would therefore be to ask whether there
is any reason to distinguish between information and
movables. This answer might differ depending on the fields
of law. There are severe differences between VAT-law,
contract law, and criminal law, and this differences in the
legal rules might lead to differences in the legal reasoning
as to whether information is subject matter or not.

It should though be mentioned that even if information due
to its nature not capable of being taken away, a medium
containing the information"’might be taken away, hence

74  Bing 1981 p 225
71 eg a book, a floppy disk nr a cassette tape
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fall within the scope of theft in most jurisdictions? This
constitutes another problem since there might be a
difference depending on whether there is a media being
taken away or just somebody illegitimately accessing the
information. One might ask if this is a reasonable
result'?

2.1.4 Information - concluding remarks

Information is loosely taken to be knowledge or new
knowledge, it is the connection between this knowledge
and the media carrying the same that in a legal context in
many cases constitutes problems. It is the information,
rather than the media that is interesting. The connection
between the information and the media is not necessarily a
relevant argument as to whether the criminal offenses
relating to movables or goods should apply to information.

In addition to this problem, that has caused difficulties in
applying existing criminal offenses (and other legal
provision), there are some aspects of information, that has
to be scrutinized, in the following. But before going on to
that, it might be interesting to give a brief introduction to a
model for communication process.

7i Cfr Saxby 1990 p 219

" Regarding other fields of law, see Rt. 1992 p 1629, supra.
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2.2 Communication processes

Above, 2.1.2, is discussed some basic trends in the ways of
communicating information. In this part communication
process, based on Shannon and Weaver™, as such will
briefly be discussed. The model for communication process
is shown in figure 5.

Transmission

Messeage

Information chanal

figure 5 A model for communication theory

There are some basic elements in a communication process.
First the parties must have access to a medium for
communication, next they must have a decided language for
communication, and finally they must communicate, this
also reflects the points made above.

7 Cfr Bryde Andersen 1991a p 102
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This model is general, hence supposed to cover any form of
communication between two or more parties.

In our context it gives a starting point and a possibility for
identifying what parts of a communication process it is
desirable to regulate - or make subject for a criminal
offence.

2.3 Information and secrecy

A different aspect, from above is the aspect of information
and secrecy 1 hence the desire not to communicate the
information. This aspect is that somebody tried to surround
their information with a sufficient degree of secrecy, so it
will not be available to outsiders.

The reason that this problem is discussed is partly that
secrecy in some situations is the only mean of protecting
information, and in some situation secrecy is one condition
in order to obtain a legal protection. In the de lege ferenda
discussion this will also be apparent, since it might put an
obligation on the "possessor” of the information to keep it
secret in order for a legal protection to occur.

This aspect might easily be summarized as a precaution to
be taken, if one wants secrecy. It is also to be an argument
in the legal discussion, infra 5.1.

It should be mentioned that there tire levels of security, the
security might be total, or partial, depending on whether

™ Cfr Bryde Andersen 1991a p 285
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the information is exclusive, difficult accessible or generally
known™1

2.4 Economics of information

There is a need to look at some aspects of the economics of
information law, since the traditional economic models are
based one movables, are not applicable to information. At
the same time it should be kept in mind that one of the
reasons for some of the traditional criminal offenses lies in
some basics of economical theory.

The crime of theft is referred already in the Ten Commandments - you
shall not steal. In any society this is a basic rule. Ifyou take deprive
someone of his sheep he cannot eat it. If you deprive someone of his cow
he cannot get his milk, and if you steals somebody's flour he cannot make
his daily bred. The same basic principles goes for more advanced
products as well; a car, a boat, an electrical toothbrush or corkscrew.
The same kind of reasoning is applied to a trades-man, if you steal his
product, he is not able to sell them, because he has not got them.

Traditional commodity has its value due to its present, and
depriving someone of that commodity at the same time
deprives him of the economic value.

This is not so with information, as shown above,
information by nature is not capable of being taken away.
Information has to base its economical value on other
elements.

x| See Coleman 1993 p 175, in relation to breach of confidence.
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This might be divided in two parts, the first what gives
information its economic value and the other the aspect of
return of investments in information.

2.4.1 The value of information

Information might be used in two different ways, one is to
sell the information to somebody else, the other is to keep
the information confidential and take advantage of it -
typically in a production process*1

In the latter category the value of information lies in some
kind of monopoly, that the information is not available to
other parties, if it were the information would not give a
competitive advantage. To keep this advantage the
information must be kept secret*". Often this information
is subject for trade secret (provided that other criteria are
present)83.

If the information is supposed to be sold, there has to be
some exclusiveness in order to secure the profits, this might
be a factual or a legal*lexclusiveness. Since information
may be expensive to create and costly to compile, once
obtained it is cheap to reproduce there are no or rather very
low variable costs the price of reproduction does not
noticeably influence the market price.

Bull 1985 p 26 uses the term "Machwert" and "Gelt.wert"
if not protected by patent

»  See Coleman 1993 p 176

such as copyright and neighbouring rights
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In some cases it is sufficient to have a lead time-wise
(typically with factual information where the time is
essential); "the first person who can end the uncertainty
about share price trends can earn money. So can suppliers
of semi-processed data."K

It is not surprising to find that access to this two types of
information differs, this should also be reflected in the legal
norm regulating the access.

2.4.2 Protection of the investments in information

The problem with return of the investment involved in
information is actually a very old problem, that prior to the
post-industrialised society seems to have been properly
protected by the intellectual property rights.

It is easily to demonstrate that some information is the
result of a rather burdensome and expensive process, and
that there is a desire to secure the return of profits from
this process. It is also argued that without the possibility of
a return of profits these investment will not be made.

Unlike traditional commodities it is rather easy to
reproduce information (if available), how easy is partly
based on the connection between the information and the
media, supra 2.1.3. Copyright developed from the problems
with copying books, several hundred years ago, so the
problem is not quite new. But the developments in
information technology and the new information services
has addressed the problem in a new way.

Dommering 1991 p 31
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The problem is that there is a strong demand for a legal
protection of the investment in the information, that up till
now has not been present, and that copyright and other
intellectual property rights alone are not capable of
handling that demand properly in most jurisdictions today.

At least this is the case with the continental approach to copyright, with
its emphasise on the writer or author - le droit de autor. The protection
is different in common law jurisdictions and to some extent will protect
the investment better. Even though the sanctions in most intellectua
property legislation might seem insufficient for the values vested in the
information. There is also a different approach as to whether
infringement of copyright should be met with criminal sanctions.&

2.5 Aspects of information law - why
"ownership'-structure is not applicable

In addition to the points made above there are in many
instances types of data where it is a desire to control the
data in one way or another. It is emphasised that this
must be taken into account in the de Lege ferenda
discussion*'. This is simply due to some characteristics of
the piece of information in question, or a desire to give
some communications confidentiality. Another aspect is the
problems arising from some fundamental human rights
(internationally accepted and based on the different
constitutions), the question of access to information, the
question of the workers right to organize etc.

Sieber 1992 p 23
Sieber 1992 p 17
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2.5.1 Controlling data - due to its content

The starting point for this rather broad category is that
some information is sensitive in one way or another,
therefore a freedom of communicating is not desirable. This
calls for a protection of some kinds information, where the
access and communication should be limited. The problems
regarding business secrets are discussed above.

In an attempt to divide this category, privacy and security
of the state might easily be identified.

2.5.2 Privacy

Privacy may easily be viewed from this standing-point, as a
way of making criminal certain ways of obtaining and using
information. Depending on the jurisdiction privacy is
defined in a variety of ways.

There seems to be a distinction between the common law
jurisdiction™ and the Continental European approach,
where the former views this as some kind of a property
right, while the latter is more concerned with the use of the
"private" information.

The Norwegian approach is a good example where the essential is the
use of the information. Chapter 23 of the Norwegian Criminal Code&
deals with defamation. The crime is in s 246 and s 247 described as;

Probably with the exception of England and Wales, that up till
now has no efficient general protection for privacy, see Coleman
1993 p 176.

Translation obtained from the Royal Norwegian Embassy in
London
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Anyone who unlawfully violates another's feeling or personal honor [sic]
in word or deed., and; Anyone who, in word or deed, behaves in a manner
likely to harm the good name or reputation of another, or expose him to
hatred, contempt or loss of the confidence required in his position or
trade........ This does not state anything if the accusations are true or,
this is solved in s 249, that i subsection 1 states; "Punishment according
to sections 246 and 247 shall not apply if the truth of the charge is
proved". So far it seems to follow the lines of libel under English law,
but subsection 2 goes on to state that "[ejven if the truth is proved as
indicated under No. 1, the charge is punishable if it is made without
respectable reasons or is otherwise improper because of its form or the
manner in which it is made, or for other reasons".

With the emerge of computerized systems the concept of
data protection has emerged, and this is in some way linked
to the concept of privacy. But it emphasises different
aspects.

2.5.3 Security of the state

It seems obvious that there is a need to protect some
information that is connected with the security of the state.

2.5.4 Professional secrecy

As a group of its own professional secrecy might be
mentioned. This is to guarantee some canals of information
that is free to use. Typically this is present with a doctor-
patient situation, a lawyer-client situation and also in a
number of other situations. This seams to fall within the
broader scope of sphere of integrity as used by Sieber'0.

0 See Sieber 1990 p 125
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2.5.5 Freedom: right to information?

Freedom of speech is a basic civil right, in most western
countries, and has a constitutional aspect in virtually all
countries - with the exception of The United Kingdom '1-
and is also granted in the European Convention on Human
Rights, art 10. It might be argued that this right is
connected with the right of access to information. To some
extent this is covered by Art 10, but than only if the holder
discloses it. The same is the situation with the German
constitution'2 The question of whether the European
Convention gives the right of access to governmental
information has been brought before the European Court of
Human Right two times9* and the answer is negative.

Even if this is not protected by the conventions on human
rights there still seems to be a need for access to
information. Mackaay9 divides this question into
different categories depending on who possess the
information, and who the information concerns, as follows.

. Information Rights Against the State
. Information Rights against Private Citizens
. Personal information
. Information about criminals
. Information about hazardous products and
catastrophic risks
. Information about competitors
. Information on companies

91 Barendt 1992 p 13

92 Barendt 1992 p 21

91 Leander v Sweden and Gaskin v U.K
91 Mackaay 1992
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It seems clear that the right of access to information held
by the state, regarding the state is the case where the
reason for giving access is the strongest*1 since this does
not involve the same economical interest as with
commercial information. This might also be illustrated by
the fact that both Norway and Sweden in their introductory
speech in the membership negotiations with the EC
stressed this factor, and that they were interested in
continuing their politics, and that they wanted it to govern
in the EC as well. As a curiosity it is tempting to mention
that the questions from the Commission to applicants are
secret, but that under the Swedish principle of free access
the answers given by the Swedish government are
accessible.

The status differs between different nations today, where
Sweden and The United Kingdom probably are the extreme
points in western Europe today. Regardless of the current
situation this is an argument in the discussion.

W hilst citizens does not have any general obligation to
disclose information. Secrets might be keptHh this is also
demonstrated in R v Stewart - there was no underlying
obligation to disclose the information. Nevertheless there
might often be a public demand for disclosure'*'

with the limitations concerning the security of the state
Mackaay 1992 p 171
See also Coleman 1993 p 179, in relation to breach of confidence
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2.6 Models for "information law”

Since information is not able of being taken away some
attempts of making models for the information law has
been made. 1 will discuss such a modell* simply to
emphasise some of the problems arising.

From the communication theory we may divide the
processing of information into phases, and each of these

phases might be regulated. It is also possible to focus on

the information, and regulate some aspects of the
information.

The phases, or functional division includes:
. creation

. communication
. storing
. processing

When focusing on the information, we find that the
following aspects might be identified, and be subject of

regulation;

. content

. form of the information

. the structure

. the media of the representation

The essence of this model is that under the functional
division, the information must be created, it must (or

87

might) be communicated, it must be stored, one way or the

9H Based rn Bing, Madsen, Myrland 1987 p 10 ff, see also Bing

1993 p 13 ff (in English).
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other, and it might be processed. Each of these steps might
be the basis for legal measurements”, alone or together
with other parameters.

With the focus on the information, we find that if it has a
special content (ie security of the state), a special form
(signed document), a special structure (ie a personal
register), or connected to a special media (ie paper,
computer storage medium) this might be regulated.

In some instances a combination of these aspects are made
the basis of criminal (and non-criminal) offenses.
Espionage relates to the communication of information of a
certain content that are being stored under certain
circumstances, and not indented for communication. The
same is the situation with industrial espionage, though the
content are of a very different kind.

It should also be mentioned that DommeringI" divides the subject for
"information law" into the following four categories;

a) the production and processing of information

b) the storage of information

c) the conversion, transfer and reproduction of information
d) the use, consultation and storage of information.

It does not seem as there is any difference in the field, of study even
though there are two different models being used. And it should be
emphasised that the models are rather similar.

Regarding "theft of information” the relevant aspect is the
communication of the information.

Dommering 1991 p 20
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2.7 A temporary summary of this part

It has been demonstrated in this part that information, per
se, is by nature different from movables, therefore it cannot
per se follow the same legal rules as movables.

This point has also been noticed by the Norwegian Criminal
Code Commission in a rather new proposal"ll This
Commission was set up in 1980 to make a draft for a new
Criminal Code, the present proposal is for the general part
of the Code. In the proposed sec 19 moveable is defined the
same way as in the present Code. Regarding information
the Commission makes it clear that this falls outside this
definition, and goes on to state thatl® one could choose to
extent the definition so it also would include data, but this
would extend the crimes where the term movables are used
in an undesirable way. Computer assisted crimes are so
special that the existing criminal offenses should not be
extended without further considerations.

Though this statement is with respect to computer
crimel® there is no reason why it should not be taken to
include also non-computerised information crime.

It should also be kept in mind that "there are conflicting
rights in respect of one and the same object to a far greater

101 NOU 1992:23
12 NOU 1992:23 p 67, my own translation

105 It is rather unclear at this point since the Norwegian language
uses the term "data-kriminalitet", hence data might refer to a
computer (data-machine) or data per se. This dualistic meaning
in the use of the term data in Norwegian makes any statement
in this respect rather unclear, if not specified by the author.
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extent than in the case of the ownership of material
goods." 104

2.8 Intellectual property rights

It should be mentioned at this stage that due to some of the
considerations in this part intellectual property rights has
been developed. But it should be remembered that the
principles of intellectual property rights "also modelled
themselves upon the needs of a society whose wealth
depended upon the development and manufacture of
tangible goods. Proprietary rights were allocated, not to
ideas as such, but to their embodiment in the written form
or in physical plants with an industrial application.I™

These are basically drafted as a result of balancing interest
between the "developer” and the society as such. It was
considered necessary to give some reward for the useful arts
and science.

This is also reflected in the American Constitution Art 1, Sec 8, cl 8; "To
promote the Progress of Science and useful art, by securing for limited
Timed to Authors and Inventors the exclusive Rights to their respective
Writings and Discoveries".

Especially with patent this is a way of regulation the use of
information or knowledge.

14 Dommering 1991 p 21
101 Saxby 1990 p 219
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It should be mentioned that defining intellectual property
rights as property rights™*, will not help to answer the
problems of "theft of information". This was also pointed
out by the Canadian Supreme Court in R v Stewart that
the copyright cannot be stolen, only the copies of the
work.1"

2.9 Some special problem with regulation
of information law

Based on the model for information law regulation, supra
2.6, it is possible to make legal measurement in each of
these elements. The problem is that traditionally there has
been an emphasis on the media or a rather specialized way
of communicating. In this part, more as an illustration to
the general considerations to the discussion above, | will try
to illustrate some of the problems in this area.

The last problem is easily illustrated with the development
of new communication systems. Some decades ago the
distinction between telecommunication services and
broadcasting made no problem. It followed, in legal term,
the way the information was communicated to the
recipients. With the development of cable television,
followed by pay-per-view television, on the one hand and
the development of digital telecommunications network,
able of carrying exactly the same information, on the other
hand this distinction is getting more troublesome.

Jlh Copyright, Design and Patents Act. (UK) 1988 s 1; Copyright is a
property right...

107 p hg
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An illustration on the legal problems arising from this might be found;
under Norwegian law it is unclear if the prerecorded 0898-services1®B
are covered by the broadcasting act or not - this simply due to the
historical definition of broadcasting.la

The same is easily construed as the problem with computer
crime. As of today there are not any special problems as to
whether a "thing™" is a computer, hence covered by the
computer crime legislation, or not. But in the future the
problem may arise. And in some cases there are differences
in the law affecting an action whether the action involves a
computer or not.

This brings the attention back to the general problems of
information law legislation. Traditionally we have been
concerned with the media, or the way of communicating the
information - not the information per se. This has opened
for some loop-holes in the legislation - which in its turn has
been covered. There has been a kind of competition
between the technical development and the legal
development, where the latter always is behind.

From this it seems as if there are two different ways of
regulating information crime, either we discover new
behaviours and make a criminal provision for them, based
on the technical ways of communicating that are known
today (which is the traditional approach) or we try to define
the offence in such a way that it becomes not related to the

IH 900-numbers in US, 020-number in Norway. The system is
simply that the telephone subscribers pays more than the cost of
the phonecall for the call, and that a certain amount of money,
collected by the telephone-company is transferred to the
information provider.

loy Galtung 1992 p 8 ff, with further references
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present information technology. The latter is a more
difficult approach to the problem, firstly because it is
difficult to define in non-technical terms what the crime is,
secondly this approach would probably make the definitions
of the criminal offenses rather broad. But with a part of
common sense in the interpretation this problem might not
be that serious. (In the common Law countries this might
give a problem, though.) At the same time it is easy to
loose the communicative aspect of the criminal offenses -
that the members of the society shall know what criminal
offenses that exists. There does not seem to be any easy
answer to this problem.

3 Theft of information - a de lege
lata overview

Applying criminal offenses to a fact is basically the same in
all jurisdictions11". First the piece of legislation has to
undergo a interpretation, to achieve the legal rule. This is
followed by applying the norm to given fact.

Since theft is defined differently in the different
jurisdictions the legal norm will also be different. In a
criminal context most jurisdiction the rule of law is
prevailing - you cannot punish unless there is a statute
stating that something is a criminal offence.

With the exception ofjurisdiction who has common law based
criminal offenses, such as Scotland.
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3.1 The general starting point

The general starting point will be the legislation. Most
jurisdictions has defined theft as taking away from someone
their property or belongings. In the context of information
this rises two problems, the first is whether information
might be taken away, the second whether information is
property or belongings as defined in the statute.

Some illustrations found in legislation could be used as examples of this;
Every one commits theft who ... takes, or ... converts to his use ..
anything wether animate or inanimate, with intent ...m; Anyone who
carries away ... an object ... for the purpose of obtaining by appropriation
of such object an unlawful gain ..., shall be punished for theftll; A
person is guilty of theft if he dishonestly appropriates belonging to
another with the intention of permanently depriving other of it,
"property"” includes money and all other property, real or personal,
including things in action and other intangible property113

Depending on the legislation it seams as if in many
jurisdictions information, per se, will fit uneasily into the
crime of theft, there is - at least in civil law jurisdictions - a
limited possibility of construing an analogy by
interpretations. It is argued that the courts should be
careful with this since it in a democratic society is within
the power of the Parliament to make new offenses"4.

The Canadian Criminal Code S 283 (1)

The Norwegian Criminal Code (obtained in English translation
from the Royal Norwegian Embassy in London), object includes
electricity, s 6, but object is not defined in the Criminal Code.

11 The English Theft Act 1968 S 1 and 4
M Franken 1990 p 137

B E
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3.2 Different jurisdictions - overview

This overview is two-fold, in some jurisdictions there is
actual case-law dealing with the problem of information as
subject matter of theft, and in other one has to base on the
actual criminal codes (or other appropriate legislation) and
legal theory.

For this part | will mainly base the discussion on legal
literature and case-law, that addresses the problem of theft
of information It seams rather clear that many

aspects of information falls outside the scope of the national
legislation - such as broadcasting, where it is more likely
that other kinds of statutory rights are involved.

In most continental jurisdictions'™ lillegitimately

accessing information is not within the scope of the crime of
theft. In some jurisdictions, such as France and the
Netherlands it seems possible at least in some cases that
the actus reus of theft is broad enough to cover information.
In some common-law jurisdictions there seem to be a strong
tendency towards a "property theory11"

It is argued that the German Inkasso-casellx stipulates
that the crime of theft is not the proper way of approaching
this problems, but that it should be approached by trade-

111 It the case law the problem discussed has in all cases been the
actus reus. There does not seem to be any cases acquitting the
accused due to lacking mens rea.

116 Sieber 1992 p 18-19
1.7 Sieber 1992 p 19
1.8 94 BGHZ 276 (1985)



96 Four Essays on Computer and IT Law

secrets and intellectual Property RightsThe argument
in our context from this is that in Germany information in
the form of computer programs is not subject matter for
theft.

The Inkasso-case, did not address the problems of theft, it was concerned
with the copyrightability of the computer program in question. Copies of
a computer program was copied, and the person who has developed the
program was in a situation where he wanted damages for the
"unauthorized" appropriation. The Supreme Court (Bundesgenchhof)
found that the program was not protected by copyright.

Regarding software there is some case-law:

Probably the first case concerned with information as
subject matter for theft is the American case of Hancock v
Texas. Hancock photocopied 49 computer programs
belonging to his employer - Texas Instruments - and tried
to sell these to on of its clients. His council argued that no
original documents had been stolen, no property had been
taken, but the court found that the programs were in fact
property. It should be mentioned though that under Texas
law values of more than $ 50 must be taken away to meet
the actus reus for theft. Hancock admitted to have taken
away $ 35 worth of paper. This was more a case of whether
the value of the media or the value of the media containing
the information was the relevant aspect. Hancock made a
petition for habeas corpus, which was rejected by the court
of appeal 5th Circuit in Hancock v Decker.

It looking at the consequences of this case it must be remembered that, it
was decided before the American Copyright Act made specific reference
to software, and at that time the applicabi ity of copyright to software

119 Sieber 1990 p 124
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was uncertain. The same uncertainty was probably present in the next
case to be mentioned.

In October 1983 the Dutch Courts of Appeal found that a
man who copied software from his employer to floppies
owned by himself was guilty of theft. (A fact similar to the
Inkasso-case, but unlike Hancock in that the defendant had
not removed any property (except the software) belonging to
his employer.) He later resigned his job and set up a
competing company. The Dutch Courts of Appel based its
decision on the similarity with electricity, which by a
Supreme Court Case from 1921 was found to be subject
matter for theft. FrankenI*is arguing that this case or
wrong, but from his article it is not clear whether his
argumentation is strictly de Lege Lata or not.

In non-software case-law the problem has related to
confidential information of one kind or the other;

In Oxford v Moss, Moss - an undergraduate student had
obtained access to an examination paper read it and was
caught when returning it. To the question as to whether
the obtaining of the information falls within the definition
of property in Theft Act (1968) Smith J stated that as "we
have to consider whether there is property in the
information which is capable of being the subject ofa
charge of theft. In my judgement, it is clear that the
answer to that question must be no." He was followed by
the two other judges. This case was followed in R v
Absolom, where a geologist was acquitted of theft after
obtaining and trying to sell oil exploitation plans from Esso.

12 Franken 1990 p 136
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In R v Stewart the Canadian Supreme Court was
confronted with the fact that a trade union tried to obtain a
list of the employees of a hotel in Ontario. The hotel would
not give them the list, and they contacted Mr Stewart, who
acted as a private detective, and tried to bribe one from the
security department into writing, from the rolls, a list of the
employees. The Supreme Court, unlike the lower courts,
found that this was not within the definition of theft.

This rather brief illustration of the applicability of the
crime of theft illustrates that there are severe differences
between the definitions of theft in different jurisdictions.
At the same time it could be mentioned that the cases
evolving software, today probably would be raised as cases
of infringement of copyright instead.

4  Some general considerations as
to information crime

As shown in the general discussion of information law, and
the interest inherent therein makes new criminal (as well
as non-criminal) measures necessary, but due to the
differences between information and traditional
commodities the existing criminal offenses should not be
applied directly to information uncritically.

This has to some extent been met by legal measurements.

SieberXlidentifies 4 waves of legislation, of which the
first two up till now has been dominating.

Ul Sieber 1990 p 120 ff
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The first wave was the law reform in the western countries
in the 70-ies and 80-ies concerning privacy and data
protection. The second main wave was the reforms dealing
with computer-related economic crimes in the early to mid
80-ies. In the course of the 80-ies a third series of law
amendments improved the protection of intellectual
property in the field of computer technology. The fourth -
and up till now the last wave are the reform legislation
bringing along a series of new procedural law provisions, to
respond to the new developments.

The computer crime legislation is partly traditional offenses
that would not be applicable in a computer context, in
addition to this two new offenses is included in most
jurisdictions - the criminal offence of hacking, and altering
of data.

With the exception of hacking and unauthorized alteration
of data computer crime legislation did not include totally
different or new offenses, the concern was more towards the
applicability of traditional offenses. For instance the crime
of fraud would in most jurisdictions be defined as deception
of someone. A computer system would fit uneasily into this
definition. At the same time though with a problem
according to the wording of the legislation acts like
formatting a media (a floppy) was found to fall within the
act of damages to property. In mostjurisdictions it was
found that the similarities to the traditional crime was so
high that it did not make severe problems to include it.122'

Under English law this might be illustrated with Cnx v Riley.
Fnr an overview of the international situation see Sieber 1992 p
28 et seq
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It might be stated that the computer crime legislation of the
80-ies to a large extent brought the criminal offenses up to
date with the development of information technology, but it
was to a less degree interested in the problems of protecting
the increased value of information. It seams as with the
starting point - computers - this was not a strange result.

In this course of legal developments it is argued that the
field of information crime is still lacking a "general theory
on the criminal protection of information" 128

5 Theft of information - a de lege
ferenda discussion

A starting point in a discussion as to make criminal "theft
of information" could be to start with an empirical analyses
of the damaging results such behaviour has in today's
society. Unfortunately we do not have such empirical data.
There are large "dark numbers"” in this field124 But as
stated by FrankenI* "we cannot avoid the conclusions

that there has been an increase in the number and variety
of these abuses."” Due to this lack of empirical data this will
not give a sufficient starting point for the discussion. The
stress should be more on the possible harm that might be
done, and what we actually know. On the other hand the
need for and reliance on computer systems might be a
useful starting pointl®

,2;* Sieber 1990 p 123
124 See Sieber 1992 p 7
1> Franken 1990 p 132
I2B Cfr Sieber 1992 p 7-8
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It is argued that a starting point should be a balancing of
interest between free flow of information and the desire to
protect data.

"But there‘s an inherent conflict. On the one hand we acknowledge the
fundamental principle of the free flow of information, on the other hand
society demands protection of data. The European Convention on
Human Rights guarantees the freedom to receive and to gather
information"1Z "There are three types of interest at which are at
stake: availability, integrity and exclusivity."18"In the field of
substantive criminal law, this new approach of "criminal information
law" differentiates two fundamental questions: It first investigates how
far the various national systems protect the holder of information
(concentrating on the protecting information per se). It then investigates
the privacy protection of "data subjects" concerned by the content of
information."19

5.1 Legal and other measures

It should also be kept in mind that legal measurements are
only one of several that could be used in order to prevent
the illegitimately accessing of information. Franken divides
the preventive measures for risk avoidance into four basic
categories13:

. physical measures (as a safe place in the building)

. organizational measures (such as separation of
functions between designers, operators and
controllers)

127 Franken 1990 p 133
Franken 1990 p 137

129 Sieber 1990 p 124

100 Franken 1990 p 133
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. logical measures (such as protection built into the
program itself-encryption modules, for example)
. legal measures.

This point, is also stressed by SieberI' who states that it. "is clear that
a comprehensive strategy for the prevention and control of computer
crime cannot only be based on legal measures."”

It should be stressed that legal measures also includes
contractual measures between parties, such as employer
and employee, and not only new legislation.

Though these categories specifically deals with computer
security, the same categories might easily be applied to
other forms for information.

Take the case of Oxford v Moss, the University had not taken the simple
precautions of protecting their information, or it did not. work. This falls
easily into the first category - physical measures. In the case of R v
Stewart the organizational measures worked perfectly and Stewart did
not achieve his illegitimately access to the files.

In the youth of the computer era the systems were made
with a lack of security, and this lack of security is to be
blamed the computer industry and the organizations
purchasing computer systems. It seems tendentious that
this lack of security should be balanced with legal
measures, even though this has been much of the
argumentation prior to the international initiatives in
computer crime.

This might be illustrated with the definition of hacking found in some
jurisdiction (Canada, UK, Denmark, Israel and some states in the USA),
where the actus reus is unauthorized access, whilst in other it is a part of

131 Sieber 1990 p 119
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the actus reus that some security measurements must be passed
(Germany and Norway)l*.

My initial argumentation is simply that if unwanted
behaviour might be prevented by physical measures there is
not a strong need to make new legal provisions dealing with
the same problems.

I am not arguing that legal measures should not be made,
but that they should not be used as arguments as to relax
on the other, and in that respect it seems as only legal
measures would relax on the other aspects. The aspect of
information and secrecy supports this argument, in that if
someone wants to keep something secret, he must make
some precautions to obtain that secrecy.

5.2 To extend the present criminal offenses
or create new offenses

The problem is obviously not addresses in the case-law
approach, because it is solely a question for the parliament.
The question is simply whether the existing criminal
offenses - in casu theft - should be extended to cover
information or not.

I have, above, argued that the existing criminal offenses
should not uncritically be applied to new facts, simply since
the offenses are different. If there are no reason to treat
information and goods differently the same criminal
offenses could easily be applied. This is in some
jurisdictions, above, the case with damage to property. But

12 Schjolberg 1991 p 154
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regarding the crime of theft there are serious differences
between information and goods, hence they should be
treated differentlyl3 In some cases, narrowly defined,
the act of acquiring access to information should probably
be a criminal offense, but this legislation must be drawn
carefully.

5.3 A starting point for the discussion
whether to make new criminal offenses
or not

The starting point should be whether the behaviour is
undesirable or not. It the answer is yes, the next question
is whether it should be met by criminal provisions or not.

It should in this discussion be kept in mind that
punishment is the societies strongest expression of
displeasure due to a certain conduct. In many cases there
are non-criminal sanctions at hand, or there can be
construed new - to make an appropriate reaction to the
conduct.

The case of Oxford v Moss may serve as an illustration. In this case the
student could be expelled from the university due to his conduct. In such
a case, one might, easily argue that being expelled in itself is a reaction
strong enough, and that there is no need for an additional criminal
offence.

13 See also Sieber 1992 p 19
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5.4 The need for international Legal
harmonization

There has to be some sort of international harmonization in
information crime, the major reason for this is the
international dimension of information technologyIM, and
that the problems are international, not limited to one
jurisdictionl,is.

From the early days in the development of information
crime there has been a large evolvement from organizations
as OECD, COE, EEC, WIPO, and UN. For an overview of
the initiatives of international organizations, see Sieber
1992 p 73 et seq.

This international framework is necessary, especially in the
computer related parts of information crime, since it is no
problem to move ones data to another jurisdiction, and at
the same time assaults to ones data might easily occur from
outside the jurisdiction they are located.

In a criminal context this might also raise problems with
jurisdictions. This specially in those jurisdictions based on
the principle of dual offence - that a crime might be
punished if scene of the crime was within another
jurisdiction, but the same act is criminal also in the other
jurisdiction.

134 Cfr Sieber 1990 p 127-128
135 Saxby 1990 p 217
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5.5 The balancing of interests. Whether to
regulate or not

After formulating the problem as such 'In considering the
interests of the "proprietor” or holder of information, has to
consider two main aspects: First, it must decide whether
and in which cases the exclusive use and the secrecy of
information should be protected. Second, the question must
be solved as to how far criminal law should guarantee the
integrity, availability and the correctness of

informationM8' Sieber identifies the following elements

that (in our context) should be protected:

. copyright protection for computer programs

. a "formal sphere of secrecy” by criminalizing illegal
access to specific computer data

. a criminal privacy protection, but "it is essential to

avoid an over-criminalization and imprecise criminal
statutes which can be found today in many
countries11"

The starting point in my discussion is basically the
problems and interest set out above. The results has to be
based on a balancing of interest between the parties
interested in the same information. This is to a large
extent a question of moral standards, and might easily
differ between different countries.

As an example of this, in R v Stewart, the interest of the employer would
in other countries be to disclose the information or parts ofit. This
would probably be the case in the Scandinavian countries and some
continental countries. The same is illustrated in the amended proposal

118 Sieber 1990 p 124
117 Sieber 1990 p 126
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for data protection, where the classification of union membership as
sensitive data in some countries is used as a good example of different
social systems.

It should also be kept in mind that the relevant view is not
the information per se, but the use of it. The obtained
information itself does not make any harm, it is rather the
use of it in one context or the other.

One starting point could be the way the information is
obtained. If the information is obtained by improper means
there is a stronger need for protection than if obtained in
other ways. Eavesdropping, hacking, bribery and similar
methods of gaining access to the information should be met
with legal sanctions. If the information willingly is passed
on to the acquirer for instance by an employee - the
receiver of the information has not done any improper acts
(or at least not that improper). But if the information is of
a kind that needs protection, security of the state, privacy
interests, or would damage a companies possibility of
gaining return of the investments there might even though
be a need to deny the use of it.

This must on its side be balanced with the legitimate
reasons for accessing and disclosing the same information.

Regarding commercial information, about the production
process, the illegitimate use would be competitors using it
to improve their own production process. Other kinds of
information held by companies might be used in an attempt
to destroy the reputation of the company. In some cases
this might be legitimate. If someone disclosed information
that Bodyshop actually tested their products on animals
there would be a strong public demand to disclose that
information, simply since their marketing is based on the
fact that they are the only company that never tested
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anything on animals. But in many cases this disclosure
would not have the same legitimate reasons.

From an economical point of view there should be a
possibility of return on the invested capital, this no matter
whether the information is kept (or tried to keep) secret or
it is released for sale. The cases of theft of computer
software illustrates this point. It was not tried to keep the
software secret, in any way, it was simply the fact that the
information if used freely would reduce the possibility of
return. The same is often the case with databases offered
to the public.

5.6 Whether to make a criminal offence or
not

In the question whether to make new criminal offenses or
not it should be kept in mind that other remedied will often
be sufficient, and that other remedies often is needed in
addition to the criminal chargesl®

If there is a legitimate reason for keeping the information
confidential, this cannot alone be solved with criminal
sanctions. There must be a possibility of getting an
injunction that the information cannot be used, and if
already used there must be a possibility of confiscating the
improper income from the use of the information1® At
the same time these actions might be sufficient.

" See Sieber 1992 p 10; At least in theory, criminal sanctions

should only be used as "ultima ratio".

% This is the present problem with the doctrine of breach of

confidence in England (Coleman 1993 p 192)



Information crime 109

My opinion is that only the most serious behaviour should
be met with criminal sanctions“". This would include the
information that is most vital, is the relevant respect.
There should also be some spheres that are secured from
interception, already this includes in most jurisdictions
professional secrecy, it should include free communication
canals and storage media (if kept somewhat protected).
However some security measurements should be passed
before a criminal sanction might be justified. This will have
to be drafted carefully.

If, on the other hand, it in an investigation by the police is necessary to
obtain evidence by waving the rights of the individual sketched out here,
this should be based on a court warrant, not the discretion of the police.
This is nothing but another aspect of the principle of law.

There is a possibility that new offenses created will concur
with existing offenses, but this will have to be solved by the
theory of concurrence of offenses in the jurisdiction
involved. | do not find this to be a serious problem.

1 In relation to data protection, COE R (89) 9 p 78
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Software and product liability

In 1985, a Department of Trade and Industry
consultative document concerned with the
application of the then proposed product
liability directive to information based
products commented:

"Special problems arise with those

industries dealing with those products

concerned with information such as books
and computer software. ..."

Can software programs be considered
products ? , when can they be considered to
be defective and how do the provisions of
the Consumer Protection Act 1987 and the
EC Directive affect them ?
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1 Introduction

Software does not fit easily into the legal system, and it
never has. One of the problems arises with norms that
requires subject matter to be "moveable” or "goods".
Software needs some fixation to be communicates from one
person to another, and it is this fixation that is confusing.
Does this connection make software a moveable or not?
There does not seem to be any easy answer to this question.

Already in 1981 Bing"1formulated the problem as such:

The similarity to a physical object on the one hand and to intellectual
property on the other hand may make the categorization of computer
programs as "movables" (or "goods”) uncertain. And this uncertainty may
have substantial implications for the law affecting computer programs.

This uncertainty still troubles the legal system, in more
fields than the one discussed in this essay1l2- such as in
the applicability of sale of goods acts and theft of software.
And any easy solution to this problem has not been given.

The question to be discussed in this essay is whether
software is subject matter for product liability or not.
Subject matter for product liability is "movables”, is
software such?

One starting point might be to look at these similarities and
differences and draw a conclusion from this, as to whether
software is subject matter or not. We find some examples

141 Bing 1981 p 225
1,2 see also my essay on Computer Crime
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of this in the legal literature. But this approach is not
sufficient to give any reliable answer to the question, and it
also misses the core of the problem. The problem is
actually a problem of description, and this ought to be the
relevant starting point.

2 The relation between the
Consumer Protection Act and
the Product Liability Directive

The Consumer Protection Act 1987 is enacted to conform
with the obligation arising from the Product Liability
Directive 1985. The Directive is made as a part of the work
to get the Internal Marked into a reality. Its purpose is
therefore to harmonize the product liability within the
limits of the Directive.

The main implication of this is that it does not deny the Member States
to regulate outside the scope of the directive. Another implication is that
the Directive gives the European Court of Justice jurisdictions in the
interpretation of the Directivel4.

The first question in this part is whether the definition of a
"product” is wider in the Act than in the Directive, if it is
not the interpretation might be based on the directive
alone.

11 The Treaty of Rome art 177
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The directive governs productsi4 which are defined

asll, "all movables, with the exception of primary
agricultural products and game, even though incorporated
into another moveable or into a immoveable ... Product
includes electricity."

The Consumer Protection Act defines product asl'’ "any
goods or electricity and ... includes a product which is
comprised in another product, whether by virtue of being a
component part or raw material or otherwise".

Though differently worded it seems as the Consumer
Protection Act in our context does not have a broader
definition of the subject matter than the directive.

Therefore | will only discus the Directive, and leave the
Consumer Protection Act.

From a UK point of view it might be argued that this is not the correct
approach to the problem, and that the UK courts has some discretion.
This is a part of the general problem that national law of the member
states does not fully accept the European dimensionl4/. These problem
falls outside the scope of this essay, and | presume that UK will respond
to their obligations under the Treaty of Rome (even thought it does not
necessarily do so).

11 Article 1

145 Art 2

148 Sec 1, (2) a

147 See Steiner 1992 p 42 tf
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3 Approaching the problem

Since the interpretation falls within the Jurisdiction of the
European Court of Justice, there is a necessity to give a
brief overview of the jurisprudence of the Court. But before
going on to that problem, | will briefly stipulate what is
meant by the problems of descriptionlIK in order to
evaluate wether method is permitted under the
jurisprudence of the European Court of Justice.

There is also a problem regarding the term ‘software’, to
indicate what is meant by this term.

3.1 The problem of description in
computer tort law

The problem of description is twofold, there is both a factual
side and a legal side that needs a description119 Such an
approach is a necessity where there is a lack of general
understanding and knowledge as to the matter.

The factual description is to describe what software is. This
is to consider the aspects of software in relation to the norm
given, what are the similarities and the differences, and it
is also a necessity in order to give a factual background one
might agree upon. In this respect it is argued by Bryde
Andersenl™” that;

14K This method origins from Bryde Andersen 1988, and is originally
developed for Danish (and generally) Nordic law.

119 Bryde Andersen 1991b p 124
151 Bryde Andersen 1991b p 122
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In ordinary "lawyers law" the necessary legal and factual knowledge is
typically sufficient known by counsel. "Understanding" the case seldomly
presents substantial problems. If it does, the remedies are usually at
hand. In a case concerning liability for poisoning, councel's own
knowledge on the human organs etc. will suffice as a basis for additional
knowledge to be obtained by expert testemonies etc.

In computer cases this is different. An equally sound basis of knowledge
on how computers work etc. is rarely at hand for the average lawyer.
Notoriously lawyers - like computer users - have great difficulty in
grasping what a computer is and how it works. This difficulty seems to
be more profound than in other areas of law with complex matters.

The legal description is necessary in order to verify the
legal norms in a new context. The problem is merely that
law is an old discipline, and for some rules there is a
necessity to find that actual means of regulation in order to
establish whether the rule will be appropriate in a software
context or not.

3.2 The jurisprudence of the European
Court of Justice

As | have stated above, the interpretation of the Directive,
hence also the British obligations arising form this, is
within the jurisdiction of the European Court of Justice in
the last instancelsl

Therefore it is the jurisprudence of the European court, as
laid down by the Court in previous decisions, that is
relevant in our context. The Court uses a teleological
interpretation, rather than the literal interpretation found

11 Treaty of Rome art 177
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in common-law jurisdictions. This point has also been
noted by Lord Diplock who, in R v Henn, stated thatl®

The European Court., in contrast to English courts, applies teleological
rather than historical methods to the interpretation of the Treaties and
other Community legislation. It seeks to give effect to what it conceives
to be the spirit rather than the letter of the Treaties; sometime, indeed,
to an English judge, it may seem to the exclusion of the letter. It views
the Communities as living and expanding organisms and the
interpretation of the provisions of the Treaties as changing to match
their growth.

The main aspect of a teleological interpretation is to aim at
finding the spirit of the legislation, the Court tries to find
what it regards to be the best way of applying any
legislationla The actual words of the same legislation is
of less interest in this context. But obviously, the wording
of the Directive is the natural starting point for the
interpretation.

In some cases the wording makes difficulties, due to the 9 different
authentic versions of each community legislation. In this case, however,
it seems as the term moveable does not make problems in this sense.

It seems as it is in accordance with the teleological principle
and with the interpretation used by the Court to evaluate
the consequences of applying a directive to software, hence
the problems of description is permitted.

’ Quoted from Steiner 1992 p 18
1,1 Arnesen 1992 p 27 ff
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4  The factual side of the
description - what is software

It is not possible, within the limits of this dissertation to
scrutinize the factual side of the problem of description in
detail. | will have to refer to Bryde Andersen 1991bIM.

However it is stressed that the starting point for the factual
description have to be the communication theory and other
underlying aspects.

4.1 Communication theory

In this part communication process, based on Shannon and
Weaverl5 as such will briefly be discussed. The model
for communication process is shown in figure 6.

There are some basic elements in a communication process.
First the parties must have access to a medium for
communication, next they must have a decided language for
communication, and finally they must communicate, this
also reflects the points made above.

This model is general, hence supposed to cover any form of
communication between two or more parties.

In our context the main consequences of the communication
theory are; firstly that the output from the software has to

See also in Danish Bryde Andersen 1988 and Bryde Andersen
1991a

1 Cfr Bryde Andersen 1991a p 102
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Transmission

Messeage

« Information chanal

figure 6 A model for communication theory

be acted upon in one way or the other, this might be done
in different ways; secondly that the way the software is
communicated to the other partyl hdoes not change the
substance of software.

4.2 Programming

It is claimed that it is not possible to make error-free
software. This is due to the problems when programming.
Some of the articles on this subject emphasises this
problem, and argues that this seems to be a reason why
product liability does not "fit" for software. Due to this it
should be made some comments about this.

1 see the opinion of Reed 1993, infra
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Programming falls broadly in three phases. First defining
what the program is to do and structuring it, secondly the
programming, thirdly the testing of the program.

In the early days of the computer industry programming
was rather unstructured, and more of an art than an
industrial approach to the problem. These days are gone
(though not completely).

Today the struggle is towards a more systemized
programming, where the planning phase is divided and
approach in a more structural way. In this approach the
different tasks are separated, and the program-structure is
based on this15, and at the same time this approach shall
make programs have less errors. At this step, at least in
theory, it should be possible to make the structure next to
error-free.

Before the actual programming it is possible to use a pseudo-code to get
the program as optimal as possible, if this is used by groups of
programmers the possibility of identifying error are larger.

The actual programming will than be based on the
structure (or a pseudo-code).

After the programming phase the program has to undergo
some testing to ensure that the program performs the way
it should, and to test if there are errors that makes to
program not perform the way it should. There are several
ways of testing programs, but the basic element is to test if
it behaves according to the defined requirements under all
circumstances.

" See Bryde Andersen 1991a p 119 ft’
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The problem in the testing phase is that there are a number of
parameters that might be used as input to the program, and that at some
stage due to some unfortunate combination of parameters the program
might give an output that is not in accordance with the requirements.
The higher the complexity of the program (or rather the calculations in
the program) the higher is the risk of such "unwanted outputs”, and also
the possibility of errors.

In order to test a complexed program fully there is a
necessity of using a test-program, that gives the input to
the program, and evaluates the output, to verify that the
program behaves correctly. This will have to use the same
algorithms and the same calculations as the program itself.

4.3 The software and the media

As shown by the communication theory there has to be
some medium for communication of the software for one
party to another. This might be that the software is
embedded in a physical substance, in a floppy, or
transmitted through the telecommunications network.

This connection between the software and the media makes
problems when the media is the subject of regulation, or
rather seems to be. This calls for a discussion on the
relation between software and the media carrying the
software.

431 General considerations
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At a general level Bryde Andersenl Kpoints out three
different ways information might be connected to its media.
The first is where the information might easily be moved
from one media to another or from one group of médias to
another. This is the case with personal expertise, slogans,
passwords, general ides, etc. The second category is
information that, according to its character or purpose, has
to be connected to a certain type of medium - but it might
easily be moved to another media within the same type.
This is typically the situation with software. The third
category is the information, that under normal use is
inseparable from its media. This is the case with
information embedded in a physical object, in our context
this might be where some software is incorporated into a
physical devise. In most modern devices, such as cars,
washing-machines and food-processor, there is some
software controlling the operation of the object.

As mentioned above traditionally legal rules has been
adjusted towards a moveable, not the information. There
has for some time discussions - in several fields of
information law (and computer law) as to whether
especially computer programs are to be considered as
movables or not.

For some further examples of this discussion see, Franken 1990, Bryde
Andersen 1991b, Hirschback 1989 and Stuurman 1991 p 197-200.

This discussion leads to the conclusion that information per
se is not a moveable, and that the connection between the
information and the media carrying the same information,
stresses the differences between this media and ordinary

| K Bryde Andersen 1991a p 282-283
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movables, and that it cannot be regarded as a moveable -
the same way as "ordinary movables".

Another approach would therefore be to ask whether there
is any reason to distinguish between information and
movables. This answer might differ depending on the fields
of law. There are severe differences between VAT-law,
contract law, and criminal law, and this differences in the
legal rules might lead to differences in the legal reasoning
as to whether information is subject matter or not.

4.3.2 The problem of software and media in our
context

As stated above software is often incorporated into a
physical product of some kind. In most modern day
equipment there is some kind of software controlling the
product.

It is argued strongly that this products fall within the scope
of the Product Liability Directive, irrespective of the
software included, since they to the user appear as a
product. Bryde Andersen 1991b p 143 argues that:

Faulty software may cause personal damage in cases where the software
functions inside a machine or a vehicle. In that case it seems beyond
doubt that the machine or vehicle as such will be considered a product,
although it functions by means of computer technology. The Machine or
the vehicle appear as a product, not the chips and software inside.

But there is a problem inherent in this argumentation,
when Bryde AndersenI®on software states that "

locH Bryde Andersen 1991b p 145
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computers are not "dangerous" in the traditional sense, e.g.
by causing explosions, poisoning etc. Only when someone
takes action upon computer data, such damages will
occur.” - it seems as if he only is concerned with two of the
three categories.

The middle categoiy is where a computer containing
software is connected to a machine of some kind, ie a
medical scanner of some kind. There is a multi-purpose
machine operating a machine. This does not seem to fit
into either of the two categories Bryde Andersen is
discussing. It seems to be strange that there shall be a
different ruling depending on whether the software
necessary to operate a machine is embedded in a chip in the
machine or on the hard disk of a multi-purpose machine
connected to the same machine with a cable . This
might lead to some problems, which will have to be
discussed later.

4.4 The connection between software and a
database - an attempt to illustrate that
there is more than one element in some
software

As a starting point it could be mentioned that traditionally
there has been a diversion between - on the one hand -
software - and on the other - hardware. However,
"databases" are also an element of the soft side of the
information technology. The reason for interpreting the
term "software" narrowly is mainly historical. At an early
stage when the concepts of "hardware" and "software" were

IM Kirk 1988 does not seem to made any distinction at this point
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coined, databases played a rather insignificant role as
compared with computer programs."Il

This problem comes also apparent in complexed systems,
containing as well "software" and a compilation of facts.
This is easily demonstrated with expert systems, which
contains (among other elements) a program and a
knowledge database.

Some of the examples discussed in the legal theory
indicates that this distinction is not taken to seriously, but
the problem will become apparent when the complexed
system also includes a factual database or an access to
another factual database. This problem is used as an
illustration by Brannigan and DayhoffH2 who actually
treats this as a software problem,;

This process can be illustrated by the following example. In many
hospitals the results of laborotory test performed on patient samples,
such as blood or urine, are printed on reports by a computer. Certain
test results may indicate an immediate danger to the patient. A
computer program could be developed whose purpose would be, first, to
determine when a test result for a particular patient, taking into account
such factors as age, sex, other laboratory test results, and past history,
falls within a "dangerous" range, and second, to notify the appropriate
parties, whether physicans, nurses, or technicans, of the patient's "in
danger" status and of specific aspects of his or her abnormality.

It is clear that such a system will contain of a computer
program, a rule-base, and a factual base, and that it will
also be connected to the hospitals general records of the
patients. Here the fault might be within the program, the

161 Seipel 1992 p 125
182 Brannigan and Dayhoff 1981
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rule-base, the factual base, or in the communication
protocols on either side.

Traditionally it has been rather easy to separate a piece of
software from a piece of "database", but this might become
more and more difficult in the years to come.t

I will adopt a more relaxed attitude in this essay, and will
deal with the typical software, but will include the norm-
base in (typically) expert systems, since they are integrated
with the program in the every-day use. The factual base,
fall outside the term software as | will use it in this essay.
Due to this "definition” problems in communication
protocols fall inside. It should be mentioned that the legal
ruling will be the same in all cases, due to the differences
in the "software".

5 Liability - general
considerations

It could be relevant, at this stage, to make some general
consideration as to the liability system as such, and also to
look at the reasons for enacting the directive on product
liability.

This will be a part of the legal side of the description
problem, to evaluate the legal systems, and give a starting
point in the discussion as to whether product liability in its
basic form is fit to cover software.

181 The applicability of the Directive to databases is discussed in
Triaille 1991
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51 Where does Product liability fit into
the general liability scheme

The problem addressed in this part is generally how
product liability fits into the general system of liability.
This will be a brief overview of the liability system.

The starting point in discussions of liability, which often is
overseen or forgotten; aloss is to remain where it

occursld  From this starting point we have a system of
liability rules to transfer the loss to another party. This is
more visible with delictual liability than with contractual
liability, in the latter category there is some contact
between the parties prior to the loss (the agreement), and
during the negotiation process it is possible to place the risk
beforehand.

Already before the enactment of the Product Liability
Directive there has been some case-law in some of the
member states concerning the same issues as product
liability, but rather based on negligence than the product
itself to use the terminology of Bryde Andersenur>this
had been based on the liability for the computer strategy
rather than on the liability for computer function, hence
covered by negligence (or culpa).

Due to the information aspect it should also be mentioned
that in some member states there is a liability scheme for
informationlhb. Eg in England under a duty of care -

doctrine, in Denmark under a very different scheme. The

Cfr Bryde Andersen 1991b p 125
KK Bryde Andersen 1991b

IbS See for a total overview Sieber 1991
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latter is more based on the question as to whether there is
a situation and surroundings as to whether the receiver of
the information reasonably might have confidence in itlhl.
But there are differences, and not all member states has
this field sufficiently covered.

If the hurt part is in a contractual situation with the
producer or vendor of the software, he might be able to
bring an action under the contract law of that jurisdiction.
But also this differs between the member states.

ltem Contract Delictual Product
liability
Goods Sale of goods  Negligence or Yes
or similar other
legislation
Infor- Contract for some kind of  No
mation  services duty of care -
differs
strongly

5.2 Why the Product Liability legislation

"From time immemorial the individual has sought to adapt
the world around him to provide tools for the advancement
of himself and the society in which he lives. Ib*M The
problem is that this advancements might have undesired
effect, they might be harmful - they may cause damage.

I Hagstrum 1989
H Saxby 1990 p 221
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This undesired effect of innovations is met with product
liability. The implication of this new scheme is that a
product should be tested so the risk for damages is so small
as possible. And to make the producers test the product,
they are met with a liability scheme if the product does not
properly conform with the expected standard. This is
substantiated with the fact that there are economical
interests on the part of the producer, who should have the
knowledge, to provide new products, and the consumers
does not have the same possibilities of knowing what the
dangers of (especially) new products are. This might be
viewed as the legal response to challenges from the
emerging technological innovations in the society.

In the field of information technology this implies that it
"will be necessary to introduce higher standards of quality
in hardware and software development for all
products. ™

The same problem was found in many jurisdiction in the
last half of the 19th century when the industrial revolution
has come so far as to create new threats. Where the
traditional doctrine of negligence or culpa has problems
adapting to new threats in society.

In Norway this was the period where a strict delictual liability for
dangerous machines and plants developed. The first case was a
nitroglycerine plant who blew up, and harmed neighbouring property.
The traditional scheme of culpa seemed insufficient to cope with this
problem.

The Product Liability Directive was enacted due to a lack of
harmonization in the Community, on this aspect. It should

189 Saxby 1990 p 227
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be mentioned that, however, "the introduction of this EC
Directive does not imply full harmonization of the rules on
product liability throughout the EC. On the contrary, the
national rules on product liability in the member states
(which differs substantially) remain fully in force and the
Directive merely provides a basis for a gradual more
extensive harmonization.1™ But this already existing
liability is normally found within the law of tort, based on
negligence or culpall.

The balancing of interest between the industry on the one
hand and the public on the other hand has resulted in this
new liability scheme. It must be emphasized that though
the product liability does not involve any negligence, hence
is strict - its aim is not to force 100% secure products. It is
aiming at a reasonable standard of security.

The concept of Product Liability governs two different types
of damages, the first is where the standard of the product is
acceptable, but there are some products that passes the
production process with defect. The other is where the
product as such is defect (in the meaning of the directive).
Regarding software, only the latter category will apply,
since there is no differences between the different copies of
software.

170 Stuurman 1991 p 191
/1 Bryde Andersen 1991a p 429
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6 Can software be regarded as
products as defined in the
directive?

After this broad introduction to the problem, having shown
the general problems with software, and the reason behind
and aim with the Product liability Directive, | will return to
the question asked. Does the Directive cover software or
not?

The Product Liability Directive governs products12, which
is defined asI71"all movables, with the exception of
primary agricultural products and game, even though
incorporated into another moveable or into a immovable ...
Product includes electricity."

As already mentioned the relation between the software
and the media carrying the software has caused some
confusions, also in this fields. To start this discussion, it
should be mentioned that argumentations in this direction
is found in the legal theory, eg by ReedlZ

... defines "product" as any moveable. It seems likely, therefore, that the
Act applies only to software which is marketed on some form of tangible
medium (e.g., a tape or disk) ownership of which is transferred to the
purchaser. Software which is installed by copying it on to the
purchaser's system from a medium that remains the property of the
supplier will lack the necessary tangibility to fall within the definition"

Article 1; The producer shall be liable for damage caused by a
defect in his product.

11 Article 2,
174 Reed 1993 p 74
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This kind of argumentation, however, does not take into
account the problem of description, neither does it provide
any reasonable resultsI”’. The answer must therefore be
found elsewhere, cfr above. It cannot be the intention of
the Directive to apply differently depending on the way the
software is delivered. See also Bown 1986 p 10:

It is unclear whether the definition of product was intended to include
software or not. Clearly it would include software to the extent that it is
a product - i.e. the disk nr tape on which the software is stored would be
a product, [my emphasis!

It should also be emphasised that the argumentation of
Reed seems to find its starting point in English law, which
regarding the Product Liability Directive is an error. The
method of interpretation used by English court is irrelevant
in discussion the extension of the Directive, hence also in
discussing UK's obligations arising from that Directive.

Electricity is subject matter for product liability, this has
urged some commentators to be taken as an implication
that also software should be taken as such7, but it must
be emphasised that there still are severe differences
between software and electricity firstly there are a limited
number of "defects" inherent in electricity. The most
probable defect is that it is not delivered in the right
voltage and therefore causes problems. Furthermore, in
some jurisdiction the similarity between electricity and
movables in some context for the last century has been seen

15 Which also is admitted by Reid
I’K Hirschback 1989 p 155
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as a reason to treat them similarly in some contexts17,
and that this is not to be extended to include softwarelh

6.1 The media carrying the software

Software is normally delivered in floppy-diskettes, or other
medial@carrying the softwarel”. This media might be
defect. There is no reason that such cases should not fall
within the scope of the Product Liability Directive.

This question is probably of less practical interest. It seems less probable
that a defect media shall cause damage. TnailleiM uses the example
found in the Name of the Rose by Umberto Echo, where poison was
applied to the pages of a book, and caused death.

6.2 Software, per se a product?

There is no direct answer to this question found in the
reasons behind the directive, and the consequences will
have to be taken into account. This | will do in a
casuistical approach.

rr the Norwegian Criminal Code s 6

178 NOU 199*2:23 p 67
179 Such as a CD-ROM.

IH Though this is not necessary, it may be "delivered" over the
telecommunication networks.

HL Triaille 1991
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6.3 The consequences of defining software
as a subject matter for product liability

As shown above, the consequences of adapting the Directive
to Software is a valid argument in the discussion - as to
whether it should be adapted or not.

The questions arising in this context is mainly how the
rules will be adapted to software - if incorporated. The
guestion arising from this is whether this is a desirable
result or not.

6.3.1 Damage - as defined in the Directive

Damage is defined as":

(a) damage caused by death or personal injuries;

(b)damage to, or destruction of, any item of property other than the
product itself, with a lower threshold of 500 ECU, provided that
the item of property;

0) is of a type ordinary intended for private use or
consumption, and
(i) was used by the injured person mainly for his own

private use or consumption.

This definition is without prejudice to national legislation
regarding "non-material" damage

Section 5, (1) - (4) of the Consumer Protection Act, uses the
same definitions as the Directive (though worded
differently).

Ix~ Article 8
IM  Article 8, 2
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There are two alternatives as to when a damage occurs, this
will be dealt with in the following (but in the opposite
direction of the directive);

Damage to property

It is stated clearly that if damage to property, is to fall
within the scope of the directive, the damaged property
must be of a type ordinary indented for private use. This
implies that the any property that is not normally used for
private use falls outside the directive. And also that the
property, in question, must have been used for private use.
These criteria are cumulative. There is on the other hand
no requirement that the damaged product is for the same
private use.

Death or personal injury

The other alternative is that the product leads to death or
personal injury. Normally it would be rather easy to
establish whether this is the case or not.

6.3.2 Different kinds of software

Before starting the discussion on the consequences of the
Product Liability Directive on software, it should be
mentioned the diversity of software that exist and the
different problems they may lead to.

With the multi-purpose machine a modern computer is it
seems obvious that many of the applications are incapable
of making damage to persons or products. It does not seem
likely that a word processing program is capable of killing
or injuring somebody or making any physical destruction.
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The problems will therefore arise with a limited number of
applications. The aim of the casuistical approach, to follow,
is to locate the possible cases where software might make
damages, as defined in the Directive.

6.3.3 Casuistical approach

In this casuistical approach | will try to define when, if
applicable, software might be defective.

It should be borne in mind that the similarities to
immaterial products on the one hand and to movables on
the other seems to be different depending on whether the
software controls some kind of physical output or not. On
this distinction it is pointed out thati8t

Prior to today, the written expression of ideas always remained passive
until acted upon by human intervention whereas the machine
embodiment of functional information remained fixed and ready to
perform whatever precise function its mechanical construct ordained.
Modern information technology has arguably broken that distinction with
computers that can both read data and act upon instructions
independently of human control.

Software - not controlling any physical output
If the software is not controlling any physical output it has

to be relied upon and acted upon to cause physical damage
outside the computer.

18 Saxby 1990 p 221
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It seems that this will fall outside the scope of the Product
Liability directive, since the damage is not caused by the
product itself but someone acting on it.18)

This has also similarities to traditional printed papers. In
this respect it seems to be few differences between the
information inherent in a book, a map, a database, a
written advice of other kind and a piece of software. It
should also be emphasised that the "fault" in such
circumstances might appear in the programming logic of the
software or in the knowledge or factual base in an expert
system. In the latter case the similarities are even more
obvious.

This seems to differ from the American situation, where there is some
case-law that opens for product liability for information, at least in some
states. It should though be mentioned that the approach to product
liability in USA differs in the different jurisdictions, and that there is no
general product liability scheme. For the American situation see Bender
1991.

It seems as if the question of liability might arise in the
event that action has been taken on the output of the
communication with the computer. If at all this is to be
covered by product liability it seems as any liability might
be reduced in many cases here. If the output is used as a
part of a professional advice, typically from a lawyer or a
doctor, the emphasis on his or her lack of care in the
professional approach should be an element to reduce
liability - if any at all.

An error in the programming structure implies that the output is an
incorrect output from the input, because the algorithm is wrong. It
might also be the case if the calculations are of other reasons not as

18“ Cfr Bryde Andersen 1991b p 145 ff
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expected but the general public. An error in the database, is typically
the case with an expert system where there is an error in the knowledge
base, hence the program performs the way it should, but the output is
wrong due to the parameters in the base.

The only physical damage the program itself can make is if
it corrupts the machine on which it is installed. This will
typically be the case if there is a virus on the floppy, or the
program has some damaging characteristiclkhitself. But
in such an event the damage would probably occur at the
time of installing the program, and liability might easily be
reduced due to the culpable action of the injured party &

if there is no back up taken of the program.kV

Software - controlling a physical output

The problem stressed in this part is when software is
controlling a machine, or any other product, that is
connected to the computer.

This might easily be observed with medical equipment in a
hospital, where some kind of an expert system is controlling
the operations of a X-ray machine or a similar device.

In this cases the machine acting upon the output from the
software might easily cause injury or even death.

Ixs such as is the case with CHKDSKt-<>M in MS-DOS 5.0, which with
the parameter /funder unfortunate circumstances will destroy
the hard-disk of the machine

187 Art 8, 2

But if the damage occurs at. a later stage, such as typically will
be the case with CHKDSK.roM, this argumentation is not valid



Software and product liability 139

There is also possibilities that the machine might hurt or
damage some property, this might easily be the case with
cars where the brakes are defect, or a washing-machine
that lets the water out on the flor due to some error in the
chip.

It cnuld be mentioned that if an error in the software causes a nuclear
disaster product liability is not applicable.|sSo if due to an error on the
software nuclear missiles are launched or a nuclear vehicle explodes
there are not claims arising due to the product liability.

The problems and possibilities for damage seems to be
exactly the same if the software is an integrated part of the
product.

The distinction between the two categories

It should be mentioned that the distinction between these
two categories is not fixed, but to a large extent left open to
the discretion of the programmer.

There are still systems that displays output on the screen
and leaves it to some operator to give the same instructions
to a machine of some kind.

6.3.4 Defect - as defined in the Directive

The Directive states that a defect is present when;1"1

A product is defective when it does nnt provide the safety which a person
is entitled to expect., taking all circumstances into account, including;

Art 14
Art 6. 1
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(a) the presentation of the product;

(b) the use to which it could reasonable be expected that the product
would be put;

(c) the time when the product was put into circulation.

The Directive goes on to state thatl" a product "shall not
be considered defective for the sole reason that a better
product is subsequently put into circulation”.

6.3.5 When is software to be regarded as defect in
the meaning of the directive?

The problem arising after this casuistical approach as to
when and how software might damage live or personal
property we should return to the question of when the
software might be regarded defect - as defined in the
directive.

The general theme is whether the software will "provide the
safety ... expectledj'. The directive does not clearly state
whether the starting point is the expectations of totally
illiterate parts of society or whether the technical
knowledge is to be a part of the evaluation. This is of less
interest, though, since the development risk defence,
paragraph 6.3.6, will cope with this problem anyway. So
the evaluation of what is expected and the state of the art
will to some extent fall together. It might in this respect be

argued that the public cannot expect more than state of the
art.

The special problems in the field of software engineering is
that with several thousand programming lines it is not

191 Art 6, 2
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possible to foresee all consequences that might arise with
the problem. It should also be emphasised that when
programming the programmer (or team of programmers)
are not always able to foresee all possible inputs to the
program - hence not able to foresee the possible output of
the same. It is argued that with the state of the art it is
not (economically) possible to make a program that is bug-
free.

With this as a starting point one might argue that there
should be balanced on a model of the possibilities for
damage and the value of damages that might occur. So the
higher the risk for damage to occur, and the more
dangerous the damages might be - the more secure should
the software be.

Litra b) might be of some interest in the software field, it
states that the use which might reasonably be expected is a
part of this argumentation. This seems to have some
similarities with the problems of the unknown input to a
program. However the use of the program is in most cases
rather clear, the unknown input to the program seems not
to be a valid argument. It might be an argument if the
program has stipulated some fields of use and is used for
others. An example might illustrate this problem, a
machine for the use in hospitals might be based on
standard inputs from adults, and should not be used with
children, since the possible inputs that might occur, and the
special mathematical calculations that is necessary, is not
incorporated into the software.
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6.3.6 The development risk defence

The member states have an opportunity of introducing a
defence in the case "that the scientific and technical
knowledge at the time when he put the product into
circulation was not such as to enable the existence of the
defect to be discovered".1®

The United Kingdom has adapted this defence as section 4, (1) (e), which
actually is a interpretation of the Directive on this point. This
interpretation is arguable, and is also disputed by the Commission.

Some of the problems arising in the forefront of technology
may, due to this, be defended. Typically this calls for the
problems inherent in programming - that a program can
never be error freel'l there will always be one or more
errors in the program.

It is arguable whether this is a relevant argument in the
discussion. To start with the obvious - if the British
interpretation of the Directive is correct any error that
might not have been found by any other programmer would
fall within this defence.

This defence is rather unclear, in s 4 (1) (e) this is defined
as:

that the state of scientific and technical knowledge at the relevant time
was not such that a producer of products of the same description as the
product in question might be expected to have discovered the defect if it
had existed in his product while they were under his control

I Article 7 (e), cfr Article 15, 1. (b)

11 see Hirschback 1989 with further references
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If interpreted that it means that if the same defect had
occurred in the program of another producer at the relevant
time the defect would not have been discovered the
implications for software is that any error in the program
would fall within this defence. The problem with this
wording of the defence is that is presumes that the error is
present, and is than referring to the acts of error-checking
and control of the program. This is not the relevant state of
control, the emphasise in the software context is rather to
be on the methods used in programming. This defence
seems to be more concerned with the differences in products
of a production process, which not is the case with software.

If the legislation had meant to put. the emphasise nn the state of the art.
in programming techniques they obviously would have said so. This they
have not.

The defence in the directive is rather that the state of the
art "was not such as to enable the existence of a defect to be
discovered"IM. This emphasises both the programming
process as such, the way the programming is organized, and
it emphasises the control of the software when

programmed.

However, there is a problem inherent in this argumentation
as a total. The extent of the development defence risk is
from the directive rather unclear. The underlying
legislative intention seems to be that any defect that could
not possibly be discovered should not be the risk of the
producer. It must be remembered that this is an exemption
from the general rule, that any defect should be the risk of
the producer and that the reasons for this is the general
problems producers have in today's society, cfr above.

M art. 15, 1 (b)
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There does not seem to be any general principles in the
jurisprudence of the Court as to whether exemptions should
be interpreted narrowly or not. But since the risk as a
starting point is with the producer, it seems as if it should
be a strong underlying reason to move the risk to the
injured party. The actual wording of the Directive also
seems to be built on this principle.

It must, be remembered that for the producer this is a calculated risk or
in most practical cases an annual insurance premium. The Directive also
seems to be built on the principle that the producer is in a position to
insure against this risks, and has a stronger urge to do so, more than the
consumers.

6.4 The position of the Commission

As an answer to a question from Euro-MP Gijs de Vries,
Lord Cockfield, answeredIM:

Under article 2 of (thej directive ... on liability for defect products ... the
term product is defined as all movables, with the exception of primary
agricultural products - (not having undergone initial processing) - and
game, even though incorporated into another moveable or into an
immovable. Consequently the directive applies to software in the same
way, moreover, that it applies to handicraft and artistic products.

This answer, it must be said, is rather unsatisfactory. The
main reason is that does not stress the problems pointed
out, neither does the comparison with "handicraft and
artistic products” give any indications as to the
consequences of the directive.

M Official Journal C114/42 8 May 1989
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At the same time i could be mentioned that most answers from the
Commission to questions from the parliament are rather unsatisfactory.
It seems as if the Commission has a reluctance in answering clearly to
any question from the Parliament. The reason for this might be found in
the fact that the Commission has no power as to the interpretation of
directives, this falls within the power of the Court.

6.5 Conclusion

It seems as all commentators,% are concerned with the
uncertainty of the applicability of Product liability to
software, | cannot but join these ranks.

When some software, however, is controlling some physical

output, this is covered by the Directive, since this should be
regarded as a part of the product it is controlling, no matter
if the software is incorporated into the product or not.

For the last category, where software is not controlling any
physical output but must be relied upon by somebody and
acted upon this should fall outside the scope of product
liability.

191 with the possible exception of Reed 1993
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These four essays are all within the traditional field of computer and
information technology law. They were initially written as a part of the
authors LLM in Computer and Information Technology Law at Univer-
sity of Strathclyde.

The essay on intellectual property right is concerned with the inte-
raction between (especially) copyright and the competition law of the
EC. In the question of antagonism or peaceful cooperation the author
is arguing that there is a peaceful cooperation in the field.

The essay on privacy and data protection deals with the underlying
problems and the need for data protection. To some extent the Euro-
pean dimension is discussed.

The essay on information crime has its starting point in the problems
with applying traditional (or existing) criminal offenses to information.
The problems inherent in the fact that information, per se, as not an
"ordinary” moveable is a major part of the discussion. A brief discus-
sion de lege lata and de lege ferenda on the problems of theft of infor-
mation is also included.

The final essay on liability deals with the problem of software and
the Product liability directive. The question of whether software is sub-
ject matter of product liability is unfortunately unclear.
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