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Abstract

This paper examines the ability of current EU product safety law to address risks
of “security-for-safety”, i.e., where security weaknesses can lead to physical
safety impacts. Product safety legislation holds the advantage of mechanisms to
restrict products’ market access. The applicability of these rules for security
risks has been subject to discussions and diverging national administrative
practice over the last few years. This paper seeks to provide some clarity on the
current remit of relevant directives and on what criteria their scopes rely. Cen-
tral factors for the relevance of “security-for-safety” risks regard the physicality
of impacts and the causality between the product and the harm. It will be argued
that certain risks relying on intentional actions fit under the analysed directives.
However, for risks where the causal link between the product vulnerability and
the physical impact is weak, there is currently a legal gap. This points towards a
need for regulatory updates. The paper therefore proceeds to discuss three pro-
posed regulatory approaches to product security. Considering strengths and
shortcomings of these approaches, the paper leans towards addressing current
regulatory gaps and needs under a new, holistic cybersecurity law.



1 Introduction

In 2016 and 2017, the Norwegian Consumer Council (Forbrukerradet) uncov-
ered security risks in several toys and smartwatches for children.' Several prod-
ucts were revealed to allow third parties to listen in and even speak with the
users, access their personal data, and track their locations.? At the core of the
problem was a lack of simple technical safeguards: the risks would have been
significantly reduced had the manufacturers of the products implemented basic
security measures.’

Besides raising general awareness of lax security in connected products, these
investigations highlighted shortcomings in the legal framework. It is currently
not clear whether non-secure devices can be removed from the market. This
creates uncertainties for businesses who produce and market products, and for
authorities enforcing the rules. It also puts a strain on what reasonable expecta-
tions consumers can have in respect of devices they buy and use.

Market surveillance authorities (MSAs) have traditionally considered product
safety legislation (PSL) as not dealing with cybersecurity risks.! However, when
physical objects are connected to computer systems, safety and security become
mutually dependent and their distinction is obscured. The traditional approach
of MSAs has therefore been characterised by the European Consumer Organi-
sation (BEUC) as “completely outdated” and “too narrow” to protect consum-
ers.” BEUC has instead advocated the relevance of “security-for-safety” risks
(i.e., situations where safety relies on security measures) under PSL.® “Securi-
ty-for-safety” could refer to all security weaknesses with a potential to induce
physical harm, or it may be defined more narrowly (see Section 1.3).

An exceptionally wide interpretation of “safety” applied by the Icelandic Con-
sumer Agency (Neytendastofa) in 2018 prompted new discussions across the

Forbrukerradet 2016 (#ToyFail), Forbrukerradet 2017b (#WatchOut).

Forbrukerradet 2017b, p. 3.

Forbrukerradet 2016, pp. 34-35.

ANEC and BEUC 2018, p. 10.

Ibid., pp. 5, 10.

Ibid., pp. 10-11. BEUC applies a wide definition of “security-for-safety”, which is apparent, i.a.,
from their consideration that Neytendastofa’s decision 42/2018 (see Section 4.2) is encompassed
(ANEC and BEUC 2019, p. 21).
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EU. In early 2020, the European Commission (hereinafter “the Commission”)
indicated that the “safety” concept in EU product safety legislation should be
understood as “extended”, covering “also cyber risks”.® However, the Commis-
sion did not spell out the implications of its stance, leaving unclear the extent to
which cybersecurity risks are currently encompassed and whether explicit legal
amendments are necessary.’

1.1 Outline

After some central definitions, relevant “security-for-safety” risks are catego-
rised in Section 1.3. Section 2 then describes EU product safety legislation (PSL).
As product safety directives regulate products’ market access,'® they are the
main focus of this paper. Some adjoining frameworks are, however, also men-
tioned.

The ability of relevant PSL to address different “security-for-safety” risks is
examined in Section 3 under the research question: “to what extent do the gen-
eral product safety requirements of the Radio Equipment Directive (RED), Toy
Safety Directive (TSD) and General Product Safety Directive (GPSD) encom-
pass security weaknesses in connected toys and smartwatches for children when
they can be exploited to cause harm”. A pivotal factor is whether causal require-
ments exclude all risks catalysed by third-party interference. Based on the anal-
yses, a likely scope of the directives’ requirements is proposed.

The practical significance of these discussions is illustrated by diverging national
interpretations, both in choice of law and perceived legal scope (Section 4).
Thereafter, three proposed approaches to address legislative gaps are explored in
Section 5: (i) extending the scopes of current product safety directives; (ii) dele-
gated acts under the RED; and (iii) developing an entirely new framework. These
approaches’ strengths and shortcomings in effectively dealing with exploitable
product security weaknesses are assessed against regulatory needs. Section 6
then summarises and concludes the paper.

7  Neytendastofa decisions 42/2018 and 46/2018, Afryjunarnefnda decision 1/2019, Safety Gate
alert A12/0157/19 (Enox Safe-Kid-One).

8 COM(2020) 64 (Report), p. 6.

9  The latter was recommended by ANEC and BEUC in 2018 (p. 11), whatever the current scope.
10 There is an apparent need for legal mechanisms to prevent market access for non-secure pro-
ducts. It has occurred that products with disclosed vulnerabilities have remained available for con-
sumer purchase (see BEUC 2019, Forbrukerradet 2017a, Forbrukerradet 2019b, p. 4). Further, more
recent tests have revealed that smartwatches previously examined by Forbrukerradet (2017b) still
have lax security (Stykas 2019).

10



1.2 Factual Delimitations

The discussions herein concern market access requirements for wirelessly con-
nected toys and children’s smartwatches with exploitable security weaknesses.
Wirelessly connected “toys™ and smartwatches consist of physical goods with
built-in computer functionalities,'? including a wireless connection to the Inter-
net," either directly or via another device (e.g., by Bluetooth). Children’s prod-
ucts are in focus as their lower age and maturity impel a higher need for product
security and safety." The discussions herein will nevertheless frequently be rel-
evant for a wider category of consumer connected devices.

Connected products can be referred to as “cyber-physical systems”."® The key
aspect of such systems is interaction between the physical and digital worlds, for
instance sensing and processing data (e.g., voice recordings or geolocation) to
perform actions with (intended or unintended) physical impacts. Connected
products are often inextricably linked with their services, as these may be nec-
essary for the devices to work as intended. This gives rise to the term “associated
services™.' Such services are part of the product, where the product is connected
to a network, and necessary for the physical product’s functioning, for example its
communication with another device or back-end servers."” The physical product
and its associated services are herein considered parts of the “product” as a
whole. Security weaknesses in these services can affect the physical product and
its surroundings.

Security can be understood as “the absence or limitation of vulnerabilities or
threats™.! For a security risk to be present, the threat must be sufficiently proba-
ble and the potential harm severe enough. Risks discussed herein often rely on

11 Understood in accordance with TSD Art. 2(1).

12 Smartwatches for children are not considered toys, even if they can access interactive games
(TSD Annex I Art. 14, see European Commission 2016 (Guidance to the TSD), p. 84), but wireless
communications properties make them subject to the RED.

13 Wirelessly connected products apply radio waves (RED Art. 2(4)), making them “radio equip-
ment” subject to the RED (Art. 2(1)). Wired connected products are instead subject to the Low
Voltage Directive (LVD), to which the RED is lex specialis. Security weaknesses and measures (alt-
hough depending on the applied technology) can be similar regardless of whether the products use
wires.

14 For instance, children are more vulnerable to develop putative friendships with such devices,
confide in them, share sensitive data, or trust information or instructions they provide (Westlund
2017, Shasha et al. 2019).

15 See Fink et al. 2018, p. 4.

16 Defined in ETSI 303 645, p. 9.

17 Standalone services are outside the GPSD scope (rec. 9). Discussed in COM(2020) 64 (Report),
pp. 10-11.

18 Tamo-Larrieux 2018, p. 105.

11



exploitation of product weaknesses (e.g., inadequate authentication or encryp-
tion mechanisms)' to gain unauthorised digital access to stored or transmitted
information (hacking).

Although both “security” and “safety” regard protection from “danger”,” they
have traditionally been considered separate concepts. Neither is easily defined,*
but as a rough indication, safety appears more associated with accidental harm
to persons (or perhaps even physical property), while “security” focuses on
intentional interference by a third party with a broader variety of possible con-
sequences (including impacts on a system’s integrity, confidentiality or availa-
bility).” The latter needs not (though it may) involve physical injuries; security
can also impact, for instance, personal data or mental states, including “a feeling
of safety”.”* This highlights the close relationship between the concepts. Security
measures may sometimes be a necessary component to reduce risks of physical
danger. The two concepts can then overlap. Their distinction is increasingly
obscured as technology advances.

The focus herein is on risks that rely both on weaknesses within the system and
on their exploitation by a third party to cause harm (i.e., exploitable security
weaknesses), particularly physical harm. Intentionality (more associated with
security) and physicality of impacts (more associated with safety) will therefore
be central factors in the following discussions.

1.3 Types of Safety-Related Risks in Connected Products

“Security-for-safety” in the wide sense can include any security weakness that
can cause — more or less directly - a product to induce physical harm, at least if

19  As frequently uncovered in children’s connected products (e.g., Strict 2019, pp. 23-31, Valente
and Cardenas 2017, Chu et al. 2018).

20 The term “hacking” is used herein regardless of the skills required or whether the actions are
covered by criminal law.

21 Oxford University Press 2007, pp. 2647, 2733.

22 'This challenge is augmented by the fact that most EU languages apply only one term for both
concepts. Only three language versions of the GPSD (see Art. 2(b)), RED (see Art. 3(1)(a)), and TSD
(see Art. 10(2)) - concentrating on “safety” — apply a different term from the “security”-focused
Art. 5(f) of the GDPR: English (“safety” and “security”), Bulgarian (“6e3omacen” and “curypaocr”)
and Estonian (“ohutus” and “turvalisuse”). Still, the use of wider-reaching terms in several langua-
ges does not preclude a narrower construction (e.g., equivalent to the English “safety” term) in legal
texts.

23 Karanikas 2018, pp. 547-548, Oxford University Press 2007, pp. 2647, 2733.

24 Oxford University Press 2007, p. 2733.
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persons are affected.”® A narrower definition could be limited, for instance, to
direct “security-for-safety” as elaborated below. It is useful to distinguish
between different types of scenarios to facilitate assessment of what “securi-
ty-for-safety” risks may be encompassed under current and future legislation.*
The categories below are separated based on whether third-party intentional
actions are required to make the risks unfold, whether there are potential physi-
cal harm impacts, and how directly that harm is caused by the product. These
factors correspond with legal criteria under the relevant directives (see Sections
3.1.1-3.1.2) and will aid the legal discussions. Note that there may be vague dis-
tinctions and partial overlaps between the categories. They should therefore be
considered with some flexibility.

Type 0: Traditional Safety

Several risks are undisputedly encompassed by the product safety directives and
can be referred to as traditional safety risks. Product properties then present a
risk of direct harm to persons,” without involvement of intentional actions.

Risks involving “traditional safety” do not rely on the product to be connected.
For instance, small parts in toys can be a choking hazard. They also include
digital malfunctions: a software error impacting the brakes in a car can cause
serious harm.?® Persons may also be harmed due to malfunctions in, for instance,
heating equipment, kitchen appliances, or certain toys.

Type 0 risks entail:

- physical harm;

- directly from the product;

- no intentional third-party interference.

Moving on to the more disputed categories, three types of scenarios are drawn
up for the purposes of this paper. Contrary to type 0, these all rely on third-party
exploitation of security weaknesses:

Type 1: Direct “Security-for-Safety”
Type 1 risks involve a hacker exploiting security weaknesses to cause physical or
health harm. The harm must emanate directly from the physical product. For

25 This wide understanding of “security-for-safety” is applied by BEUC (ANEC and BEUC 2019,
p- 21), though it is not clear whether they also include harm to property.

26 A similar categorisation is made in European Commission 2020a (Sub-Group on AI working
document), p. 2. Types 1 and 2 herein build on two of their categories, while “traditional safety” and
“fraud” are additional.

27 Or “property” under RED Art. 3(1)(a), see Section 3.1.1.2.

28 E.g, Safety Gate alert A12/00154/20.
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toys and wearables, a hacker might, for instance, induce the product to emit loud
noise or to overheat and start burning, thereby causing harm. These are direct
“security-for-safety” risks. There are no reported cases of such risks being
uncovered in toys, but the Jeep mentioned in Section 4.1 is an example.

Type 1 risks entail:

- physical harm;

- directly from the product;

- third-party intentional interference combined with product weaknesses.

Type 2: “Personal Security” (Indirect “Security-for-Safety”)

Risks affecting “personal security” are more frequently uncovered.? Like type 1
risks, they rely on third-party exploitation of security weaknesses and may lead
to physical or health harm. However, contrary to type 1 risks, the harm would be
less directly caused by the product itself; more operations take place between the
weaknesses and the harm, and the harm is more performed by the third party
using the toy or smartwatch “as a tool”.** A hacker may gain personal informa-
tion, build trust, or make the child behave in a way which enables him/her to
harm the child. For instance, access to a smartwatch’s geolocation could facili-
tate physical access to the user. A child can also be manipulated, for example, to
open the front door to facilitate wrongdoings. Still, both the product weakness
and the third party are necessary causes for the harm.*

Type 2 risks entail:

- physical harm;

- less directly from the product;

- third-party intentional actions, based on weaknesses in the product.

Type 2 should be seen against risks with purely digital impacts and no potential
for physical harm to persons. This limit is vague and will not be elaborated
herein. However, one more scenario, straddling this limit, must be mentioned:

29 E.g., Cayla and i-Que (Forbrukerradet 2016, Forbrukerradet 2017b), and Dino (Valente and
Cardenas 2017).

30 COM(2020) 65 (White Paper), p. 12, fn. 36.

31 The likelihood for these scenarios to unfold (hereunder also the effort required to exploit a
weakness) is rather part of case-by-case risk assessments (see GPSD Art. 2(b)) considering proba-
bility and severity. Such assessments are not explored herein.

14



Type 3: Fraud Causing Loss of Value3?

Fraud relies on third parties’ intentional actions. However, as it does not entail
physical harm to persons, the directness factor fits poorly for these scenarios.
The risk is rather that the device owner suffers a loss of value, which can be
regarded as a kind of property. An example is the possibility described for hack-
ers to make the Enox smartwatch “dial premium-rate phone numbers™ to
cause financial loss. It is disputable whether such risks can be considered to
involve safety-related harm (to property, see Section 3.1.1.2), but the possibility
calls for a separate fraud category here to facilitate further discussions.

Risks uncovered in toys and smartwatches are usually types 2 or 3. For instance,
the Enox smartwatch could be made to call expensive numbers, thereby ena-
bling fraud.” Unauthorised access to personal data is a common risk (e.g., access
to Enox’ location history)* as are other privacy infringements (e.g., listening in
on children’s conversations with their toys).”” Still, situations can be envisaged
under types 0 and 1 that do not include any of these aspects. This should be kept
in mind for Section 5.

The criteria separating the above scenarios will contribute to assess what risks
are currently addressed under the RED, TSD and GPSD.

32 This category is added to create a bridge between the risk categories here and the legal discus-
sions in Section 3 and is without prejudice to any legal definitions of fraud.

33 Neytendastofa decision 42/2018, p. 3.

34 Testing of the doll “My friend Cayla” and the robot “i-Que” revealed, i.a., risks of hacking
(Bouvet 2016, p. 12). Their Bluetooth connection required no authentication, making it easy for
anyone to pair with the toys and communicate with the users (ibid., pp. 12-13). Such basic safegu-
ards have been revealed in several Bluetooth-connected toys (Smithers 2017). Smartwatches have
been found not to encrypt their data communications with the back-end servers, allowing eaves-
dropping, access to the child’s geolocation, or manipulation of data in the watches, hereunder what
calls they would accept (Neytendastofa decisions 42/2018 and 46/2018, Mnemonic 2017, pp. 11-20).
Valente and Cardenas (2017, pp. 22-23) discovered shortcomings in the wifi-connected toy dino-
saur “Dino”: voice commands sent to its back-end server were secured by encryption, but use of a
small pool of encryption keys identical for all Dino toys facilitated eavesdropping. Lacking authen-
tication mechanisms also made “audio injection” possible (ibid., p. 23), although cumbersome.

35 Neytendastofa decision 42/2018, p. 3.

36 Ibid.

37 Smithers 2017, Valente and Cardenas 2018, pp. 22-23.
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2 Legal Overview

This section provides a preliminary description of product safety legislation, as
a foundation for the Section 3 analyses, followed by a brief overview of some
central frameworks that apply in parallel.

2.1 EU Product Safety Legislation

European product safety legislation (PSL) consists of several instruments,*®
where the General Product Safety Directive (GPSD) applies to the extent that
sector-specific legislation does not (see Section 2.1.1.1).* Instruments aimed at
specific product categories or properties include the Radio Equipment Directive
(RED) for wirelessly connected products and the Toy Safety Directive (TSD) for
toys. References to “the product safety directives” throughout this paper com-
prise the RED, TSD and GPSD.

Product safety law has two main aspects. Firstly (and the focus herein), it poses
proactive requirements for economic operators (EOs), particularly manufactur-
ers,* to ensure compliance as a condition for placing products on the market."
Secondly, products’ fulfilment of safety requirements is controlled through
market surveillance mechanisms.*

The general safety requirements set out in the GPSD, RED and TSD are broad
and vague. This is characteristic of New Approach legislation, which refers to a
change in legislative approach during the mid-1980s from more detailed direc-
tives to broadly phrased requirements.”” The directives are therefore comple-
mented by voluntary standards to make compliance more manageable. Compli-

38 Binding and to be transposed by all EU Member States (TFEU Art. 288) and EEA EFTA
countries (Norway, Iceland and Lichtenstein) (EEA Agreement Art. 7).

39 Lex specialis, O] C 272/1 2016 (Blue Guide), p. 23.

40 Decision 768/2008/EC Annex I, Art. R2, compare R4-R5. “Manufacturer” is defined in Deci-
sion 768/2008/EC Annex I, Art. R1(3). “Economic operators” (EOs) are manufacturers, authorised
representatives, importers, and distributors (Decision 768/2008/EC Annex I, Art. R1(7)).

41 Placement on the market refers to the first time a product is made available in the EU/EEA area
(Decision 768/2008/EC Annex I, Art. R1(2)).

42 See TSD Art. 3(15).

43 O] C272/1 2016 (Blue Guide), pp. 7-9.
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ance with “harmonised standards” provides a presumption of conformity with
the directives.**

The TSD and RED currently have no harmonised standards for exploitable
cyber weaknesses. Existing standards focus on traditional safety risks (type 0).*
It is, however, the directives’ requirements, and not the standards, that are man-
datory: the directives can encompass more than the harmonised standards,
which could be the situation for certain cybersecurity risks. EOs must then find
other ways to ensure compliance.

The New Approach was developed further into the New Legislative Framework
(NLF) in 2008, providing a more complete system with conformity assessments,
accreditation, and market surveillance.** EOs demonstrate compliance based on
conformity assessments and declarations.” CE marks signal a product’s compli-
ance, both to authorities and consumers.*® Insufficient documentation or mark-
ing equals “formal non-compliance”.*

The directives oblige the Member States to transpose the rules into national
law.® The national rules are enforced by market surveillance authorities
(MSAs).! If a product poses sufficient risks, the relevant MSA can require its
withdrawal from the market, recall from consumers, or ban its marketing or

supply.”

44 GPSD Art. 3(2)(2), RED Art. 16, TSD Art. 13. Harmonised standards are standards developed
by recognised EU standards organisations (CEN, CENELEC or ETSI) and adopted based on a
request from the Commission and referenced in the Official Journal of the European Union (Regu-
lation 1025/2012 Art. 2(1)(b-¢)).

45 European Commission 2019b (TSD harmonised standards), European Commission 2020b
(RED harmonised standards).

46 O] C272/1 2016 (Blue Guide), pp. 9-10.

47 Decision 768/2008/EC Annex I, Art. R1(12).

48 Decision 768/2008/EC Annex I, Art. R1(16), Regulation 765/2008 Art. 30. CE marks (Confor-
mité Européenne) are mandatory under the RED (Art. 20) and TSD (Art. 16(1)), but not under the
GPSD since it is older than the NLE.

49 Decision 768/2008/EC Annex I, Art. R34, OJ C 272/1 2016 (Blue Guide), p. 107. Formal
shortcomings have constituted decisive grounds for several decisions on connected products, e.g.,
Nkom case 2017/4446.

50 GPSD Art. 21(1), see TFEU Art. 288(3), EEA Agreement Art. 7(b).

51 Market surveillance is regulated under Regulations 765/2008 and 2019/1020. See COM(2017)
795 (Proposal) as part of the new “Goods Package” (COM(2017) 787).

52 GPSD Art. 8(1)(d-e), see Art. 2(h) (withdrawal) and Art. 2(g) (recall). MSA measures must
always be proportional to the kind and level of risk (Regulation 765/2008 Art. 21(1), OJ C 272/1
2016 (Blue Guide), p. 107). Recall, being the most serious measure, should be a “last resort” (GPSD
Arts. 5(1)(5) and 8(2)(3)).
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2.1.1 Possible Different Safety Scopes under Relevant Product Safety Directives
Products must often comply with several, simultaneously applicable product
safety instruments.” The lex specialis principle then gives preference to the
stricter or more specific requirements.> Both the TSD and RED are lex specialis
to the GPSD. If a type of risk is not regulated by sector specific legislation, but is
encompassed under the GPSD, this lex generalis directive will complement
applicable lex specialis to fill the gaps.” The GPSD can only be used if and to the
extent the sector-specific instruments do not adequately cover the risks.*

Possible differences between the safety scopes of the RED, TSD and GPSD are
therefore decisive for what instruments apply. The following subsections consi-
der the relative scopes of the directives if and to the extent they can deal with
exploitable security weaknesses in products. They do not anticipate the conclu-
sions to the de lege lata interpretations, but rather provide a necessary founda-
tion for them.

2.1.1.1 The General Product Safety Directive vs. the Radio Equipment
Directive

Since the GPSD shall ensure product safety when lex specialis requirements are
lacking or inadequate,” its general safety requirement is likely not narrower
than those of the sector-specific directives. The GPSD requirement might, how-
ever, be wider.

The sectoral directives cover risks also beyond their specialised focuses. For
instance, although the RED is aimed at radio wave properties, it covers “all
health and safety risks”.>® This points to the broadest possible inclusion of risks,
equivalent to the risk scope under the GPSD. The consequence would be that
when the RED applies, the GPSD safety provisions do not apply.”

Although a relatively complete overlap of risk scopes between the RED and
GPSD appears likely, the diverging approach of the Icelandic Consumer Agency

53 O] C272/1 2016 (Blue Guide), pp. 22-23.

54 Eckhoff2001, p. 357.

55 GPSD Art. 1(2)(2).

56 GPSD Art. 1(2)(2)(a), rec. 12.

57 GPSD Art. 1(2), rec. 5.

58 European Commission 2019¢ (Guide to RED), p. 36, emphasis added. See similarly European
Commission 2016 (LVD Guidelines), p. 60. Although not legally binding, Commission statements
are occasionally taken into account for the interpretation of EU legislation (see Opinion by Advo-
cate General Hogan in Case C-523/18 Engie Cartagena S.L. v. Ministerio para la Transicion Ecold-
gica, para. 43).

59 Similarly stated in European Commission 2019a (Comparison/Differences between RED and
other acts), p. 2.
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(Neytendastofa) (see Section 4.2) calls for including the GPSD in the discussions
herein.

2.1.1.2 The Radio Equipment Directive vs. the Toy Safety Directive

The RED and the TSD are both applicable lex specialis for wirelessly connected
toys. Preference should then be given to the more specific of the two. Which
instrument this is, can be debated. Toy aspects could be considered more spe-
cialised than an internet connection.® Meanwhile, where the risks rely on radio-
wave properties, the RED may be closer to address them.

There exists little guidance for whether the requirements of the TSD and the
RED cover all the same risks. Considering the TSD safety scope as equivalently
broad to that of the RED and GPSD would ensure a more consistent use of terms.
The alternative — to apply different general safety scopes for each directive —
could foster uncertainty and create coordination challenges between MSAs,
thereby impeding enforcement. It therefore seems reasonable to assume that
these directives provide similar general safety requirements. Although minor
differences are possible, this assumption of overlap underlies the approach of
considering all three directives in parallel in Section 3.

2.2 Some Adjoining Legal Frameworks

Several EU legal frameworks are relevant for exploitable security weaknesses
and apply in addition to the product safety rules. None of them provide the same
possibilities to restrict market access, although certain enforcement mecha-
nisms may ultimately have similar effects. In the following, the relevance of the
GDPR, CSA, and NISD is briefly examined.

2.2.1 Data Protection Regulation

The GDPR and ePrivacy Directive apply to processing of personal data,® also
when embedded in consumer products and services. “Personal data” refers to
“any information relating to an identified or identifiable natural person”,* here-

60 Atleast for “traditional” safety aspects, see ibid., p. 3.

61 GDPR Art. 2(1), ePrivacy Directive Art. 3(1). The ePrivacy Directive requires, i.a., confidenti-
ality of communications (Art. 5) and appropriate security measures (Art. 4(1)). This directive is to
be replaced with the ePrivacy Regulation (COM(2017) 10) as lex specialis to the GDPR for privacy
and personal data in electronic communications. For security, this proposal refers to compliance
with GDPR Art. 32 “to avoid potential overlap” (Burton 2020, p. 632). The focus herein therefore
remains on the GDPR.

62 GDPR Art. 4(1). The threshold for what is “personal data” is cast low (C-434/16 Peter Nowak v.
Data Protection Commissioner, para. 34, see Bygrave and Tosoni 2020, pp. 109-113).
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under user photos, speech recordings, and identifiable geolocations. Unauthor-
ised access to such data affects personal data security.®

Not all products process personal data, and not all security risks involve per-
sonal information. For instance, the Norwegian Consumer Council (Forbruker-
radet) considers the GDPR inapplicable if a water boiler can be hacked to create
dangerous situations.®* To clarify, this relies on case-specific factors; if personal
data are linked to the water boiler, the GDPR may apply. The point is that not all
security risks discussed herein are covered by the GDPR, increasing the impor-
tance of other instruments’ abilities to address them.

Where the GDPR applies, Article 25 prescribes “appropriate measures” to be
built-in from the design stage and made the default settings,” and Article 32
requires “appropriate” security measures.® Specifications on how to comply are
expected to be set out in codes of conduct and certification schemes under Arti-
cles 40 and 42 respectively.”” These are voluntary soft law mechanisms, but they
can be useful for the industry to achieve and demonstrate compliance.®®

The GDPR places obligations on data controllers and processors.” Unless they
also hold these roles, EOs manufacturing, importing, or selling products are not
made responsible.”” Although legally non-binding,” the recitals mention that
producers “should be encouraged to take into account””* data protection in the
product design and development. This demonstrates a desire or perceived need
to distribute responsibility between more actors.

Data protection authorities cannot directly ban a product’s market access. How-
ever, they can ban non-compliant processing of personal data,”” which may
equal stopping the associated service. This can force the product oft the market

63 Tosoni 2020a, p. 192.

64 Forbrukerradet 2019a, p. 3.

65 See GDPR rec. 78.

66 See GDPR rec. 83. This can include encryption (Art. 32(1)(a)), and confidentiality and integrity
safeguards (Art. 32(1)(b)). What is “appropriate” relies on a case-by-case assessment (see Tamo-Lar-
rieux 2018, p. 169).

67 GDPR Arts. 25(3), 32(3), see also Art. 40(2)(h). See Bygrave 2020, p. 577.

68 Although this paper focuses on hard law, softer measures are important for industry practices
(Eliantonio and Stefan 2018, p. 462, NOU 2018:14 Chapter 7).

69 GDPR Chapter 4. Art. 32 obliges data controllers and processors. Art. 25 only mentions con-
trollers, although processors are indirectly caught by Art. 25 obligations through Art. 28(1). See
Bygrave 2020, p. 578.

70 CSES and Tech4i2 (2020a (Impact Assessment), pp. 29-30) point to this as a legal gap.

71 Case C-136/04 Deutsches Milch-Kontor GmbH v. Hauptzollamt Hamburg-Jonas, para. 32.

72 GDPR rec. 78.

73 GDPR Art. 58(2)(f).
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in practice. In addition, fines and reputational damage may serve as deterrents.”
The GDPR can thus have significant effects on product security.

Toys and smartwatches without functional services can nevertheless remain for
sale on the market, and children who already own them can find them useless
— for instance that the toy will not speak anymore.” Applying the GDPR on
product security thus leaves consumer protection issues,” which points towards
a need for market restrictive mechanisms for non-secure products.

2.2.2 Cybersecurity Act

The Cybersecurity Act (CSA) includes a cybersecurity certification framework
for digital products, services, and processes.”” The CSA was adopted in 2019 and
specified schemes are expected to be rolled out gradually. They have potential to
cover a wide range of products and services, and of cybersecurity risks, both
upon design and throughout product lifecycles.”® Although their contents and
impacts are still unknown, these schemes can become significant for dealing
with product security.

A point of criticism against CSA schemes is that their voluntary nature may
compromise their uptake.” On the other hand, certified products may get a
competitive advantage against non-certified products, particularly if compli-
ance is made visible.*® There is, however, also a risk that security differences
throughout the market increase if some manufacturers comply while others do
not.

“Security-by-design” appears a pivotal aim for CSA schemes.?' Recital references
to the related “privacy by design” fosters an expectation that the CSA will
“attempt to complement the aims of Article 25 GDPR”.® This can lead to consid-

74 Data protection authorities can impose fines (GDPR Art. 58(2)(i), see Art. 83).

75 This happened for Dino (Fowler 2018). Consumer purchases legislation may then be relevant
(e.g., the Sale of Goods Act (kjopsloven) in Norway). The applicability of such rules on service-re-
lated defects calls for further assessments (NOU 2018:14, p. 61). NOU 2018:14 (p. 88) points to a
need for effective access to purchase cancellation based on cybersecurity shortcomings.

76 Forbrukerradet 2019b, p. 4.

77 CSA Title III.

78 See CSA Art. 51.

79 See, i.a.,, ANEC and BEUC 2019, p. 9. See also CSA Art. 56(2). The uptake of CSA schemes
remains to be seen. If insufficient, Art. 56(3) contains a possibility to make them mandatory, alt-
hough this would be some way ahead.

80 E.g.,bylabels (CSA Art. 54(1)(i)).

81 See CSA Art. 51(1)(i), recs. 2 and 12.

82 CSArec. 4l1.

83 Bygrave 2020, p. 579.
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erable overlaps between the CSA, GDPR, and current or future PSL require-
ments, where the instruments may support each other or cause unfortunate
fragmentation (see Section 5).

2.2.3 Security of Network and Information Systems Directive
The NIS Directive requires essential service operators and digital service pro-
viders to take “appropriate and proportionate” measures to manage security
risks to their systems.* Toys and smartwatches do not contain essential services.
However, if data is transferred between the toy or smartwatch and a cloud ser-
vice, the service provider is subject to NISD requirements.*

Lax security in the cloud can weaken the overall security of the cyber-physical
system. Still, there is no indication that possible physical impacts (which could
be quite removed from the cloud service as such) have any significant part in
NISD security risk assessments. Further, although infringements can lead to
penalties,® the services are not thereby stopped. Neither will lax security directly
affect the products’ market access.

Note also that several product challenges are not related to cloud services, for
example risks involving unauthorised access to data stored on the device, or
data transmissions via non-secure Bluetooth connections. These are outside the
NISD’s remit.

The NISD’s scope has been criticised,?” and the Commission has proposed a new
directive - NISD2 - to replace it. This proposal encompasses more sectors,
including the manufacture of electronic and electrical equipment.®® The NISD2
could thus address connected watches and toys. In addition, stricter enforce-
ment mechanisms are proposed, including administrative fines,* which could
provide more bite. The proposed NISD2’s abilities and adequacy for addressing
current challenges call for further assessments. However, it will not include
market access mechanisms like those set out by PSL.

84 NISD Arts. 14(1) and 16(1). See too Art. 4(4-6).

85 NISD Art. 16, see Annex III, nr. 3. See definition in Art. 4(19), rec. 17. The is unless the service
provider is exempted as a micro or small enterprise (NISD Art. 16(11)).

86 NISD Art. 21.

87 ANEC and BEUC 2019, pp. 24-25, COM(2020) 823 (Proposal), p. 3.

88 COM(2020) 823 (Proposal) Annex II, 5(c-d), see Eurostat 2008, Section C, Divisions 26-27.
89 COM(2020) 823 (Proposal) Art. 31.
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2.2.4 Summary

Several EU frameworks have relevance for exploitable product security weak-
nesses. However, they are aimed at various actors and risks and provide different
enforcement mechanisms. Only product safety legislation explicitly provides
market restrictive mechanisms, which appears central to remedy the challenges
discussed herein. Still, the roles of the GDPR, CSA, and possible NISD2 - and
their expected underlying softer mechanisms - require attention.”

90 Both the GDPR and CSA are relatively new instruments, and specifications are still expected

(e.g., codes of conduct and certification schemes), making it difficult to yet assess their full scopes
and efficiency.
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3 To What Extent Are Exploitable Security
Weaknesses Encompassed under the Product Safety
Directives?

Product safety legislation (PSL) pertains to the “safety” of products.”” A variety
of security risks can more or less directly lead to safety impacts (“securi-
ty-for-safety”). This has fostered the argument that “products will not be safe if
they are insecure”.®> Security may thus be a necessary consideration under prod-
uct safety provisions. This section examines to what extent the RED, TSD and
GPSD general product safety requirements encompass security weaknesses in con-
nected toys and children’s smartwatches when they can be exploited to cause harm.

The Section 1.3 categorisation provides a starting point for considering what
“security-for-safety” scenarios may be relevant under the directives. Type 0 risks
(traditional safety) are undisputedly encompassed. The legislation’s applicability
for types 1 (direct “security-for-safety”), 2 (“personal security”), and 3 (fraud
causing loss of value) is less certain. These risks rely on purposeful exploitation
of weaknesses, which makes causality requirements central for their relevance
(Section 3.1.2).

Whatever the conclusion - whether all, some, or no “security-for-safety” risks
are encompassed — legal gaps for product security will remain (as discussed in
Section 5). The cases mentioned in Section 4 nevertheless demonstrate the prac-
tical significance of de lege lata assessments. Furthermore, being contained in
existing provisions holds the advantage of immediate enforceability, thereby
shortening consumers’ exposure to dangerous products.

The starting point for interpreting existing legislation is the EU frameworks
themselves,” where the provisions’ “wording, context and objectives” are cen-

91 The assessment of what is a “safe product” can be divided into two. First, the risks must be
within the directives’ scopes. This is the focus herein. Even if the risks are relevant under the dire-
ctives, they are not automatically “dangerous” (GPSD Art. 2(c), contra “safe” in GPSD Art. 2(b)).
Instead, a risk assessment must be performed to determine whether the product is safe (GPSD Art.
2(b). See Regulation 765/2008 Art. 20), i.e., whether the potential hazards are sufficiently probable
and severe to require measures. Risk assessments are highly case-specific and not explored herein.
92 As mentioned in CSES and Tech4i2 2020a (Impact Assessment), p. 113.

93 The CJEU has exclusive competence for binding interpretation of EU legislation (TEU Art.
19(3)(b), TFEU Art. 267(1)(b)), but there does not seem to exist any CJEU rulings that shed light on
the relevance of security under PSL.
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tral factors.” Vague phrasings increase the necessity of looking beyond the legal
wording and consider also the directives” internal context, as well as the legal
objectives of both the safety requirements and of EU law in general.” The role of
technological developments in creating legal challenges prompts a need to dis-
cuss to what extent the provisions can be interpreted dynamically to minimise
legal lacunae.

3.1 The Directives’ Criteria for Relevant Risks

The Radio Equipment Directive (RED) applies both to smartwatches and toys.
The latter is also subject to the Toy Safety Directive (TSD). In addition, the Gen-
eral Product Safety Directive (GPSD) is lex generalis. These three instruments
are herein referred to as the “product safety directives”.

The RED, TSD and GPSD will be assessed in parallel, as the presumption made
in Section 2.1.1 that they contain equivalent scopes for exploitable security
weaknesses can justify occasionally drawing from all three to support a com-
mon interpretation. Nevertheless, bearing in mind that the Icelandic Consumer
Agency (Neytendastofa) appears to take a different approach (see Section 4.2),
the possibility for varying safety remits cannot be discarded in advance. Still,
the GPSD is applicable only if the RED and TSD cover a narrower risk scope.

The directives set out criteria for relevant risks under the legislation, particularly
for harm impacts and risk causes. Their general safety requirements are worded
as follows:

The RED requires radio equipment to “be constructed so as to ensure [...] the
protection of health and safety of persons and of domestic animals and the pro-
tection of property”.’s

For toys, the TSD provides that they “shall not jeopardise the safety or health of
users or third parties when they are used as intended or in a foreseeable way”.*’

94 Case C-558/15 Vieira de Azevedo and Others v. CED Portugal Unipessoal, Lda and Instituto de
Seguros de Portugal - Fundo de Garantia Automdvel, para. 19.

95 Case C-621/18 Andy Wightman and Others v. Secretary of State for Exiting the European Union,
para 47, case 6/72 Europemballage Corporation and Continental Can Company Inc. v. Commission
of the European Communities, para. 22: “one has to go back to the spirit, general scheme and wor-
ding [...], as well as to the system and objectives of the Treaty”. See Lenaerts and Gutiérrez-Fons
2013, p. 47.

96 RED Art. 3(1), emphasis added.

97 TSD Art. 10(2), emphasis added. TSD Annex I also sets out specific safety requirements as lex
specialis to the general requirement.
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Under the GPSD, producers can only place “safe products” on the market.”® A
product is “safe” when it, “under normal or reasonably foreseeable conditions of
use [...] does not present any risk or only the minimum risks compatible with the
product’s use, considered to be acceptable and consistent with a high level of pro-
tection for the safety and health of persons”.*®

3.1.1 Harm: Physical or Health Impacts

Security risks can produce different kinds of consequences (see Section 1.3). The
directives focus on protection of persons’ safety and health, and to some extent
property protection.

3.1.1.1 Protection of the Safety and Health of Persons
The GPSD and RED protection of the safety and health of “persons”,'” and the
TSD protection of “users and third parties”,' include risks both to the child and

others - “even complete outsiders”.!”?

As for what kinds of impacts on persons are relevant, a product’s safety is deter-
mined by whether it entails “risks”.!”> Of the three directives, only the TSD
defines this term. Assuming that “safety” and “risk” is similar across these
instruments (Section 2.1.1), at least for protection of persons,'* the TSD defini-
tions are applied here.

The TSD bases both factors for “risk” — probability and severity — on the concept
of “harm™® and defines “harm” as “physical injury or any other damage to
health”.° All degrees of physical harm to persons are included,"”” and possibly

98 GPSD Art. 3(1), emphasis added.

99 GPSD Art. 2(b), emphasis added.

100 GPSD Art. 2(b), RED Art. 3(1)(a). An additional protection of property under the RED is dis-
cussed in Section 3.1.1.2.

101 TSD Art. 10(2).

102 For the TSD, see European Commission 2016 (Guidance to the TSD), p. 36.

103 See GPSD Art. 2(b).

104 The TSD definition of harm regards protection of persons and cannot necessarily be applied
for the property protection set out in the RED.

105 TSD Art. 3, nr. 28, TSD Art. 3, nr. 27.

106 TSD Art. 3, nr. 26, emphasis added.

107 Cfr. “any” in TSD Art. 3, nr. 26, supported by “safety” being described as including “all minor
and major injuries” in European Commission 2016 (Guidance to the TSD), p. 36). It depends
instead on a risk assessment whether the potential harm is sufficiently severe to render a product
“dangerous”.
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also a wide range of health effects.'®® Both type 1 and 2 risks could fit under this
phrasing, as they can ultimately induce harm to persons.

3.1.1.2 Protection of Property under RED Article 3(1)(a)

Connected toys and wearables may damage physical objects or other values.
RED Article 3(1)(a) requires protection of “property” in addition to persons. The
construction of “property” is decisive for whether risks impacting for example
finances or data, hereunder economic loss due to fraud (see type 3 in Section
1.3), are relevant under RED Article 3(1)(a).

The legal wording provides little guidance. Although a broad legal definition
could include “[a]nything that can be owned”, both tangibles and intangibles,'*
the RED term may also be narrower.

Looking to the internal structure of Article 3(3), both the current RED and its
predecessor contain litrae referring to protection against personal data, privacy,
and fraud."® These provisions are dormant, but they can be activated by the
Commission,'" in which case they would apply in addition to the other Article
3 essential requirements.

Under the premise that the legislator is a “rational actor”, there should not be
unnecessary overlaps of provisions."? It can be argued that RED Article 3(3)(e-f)
would not have been included in the directive if the legislator considered their
contents already encompassed under “property” in RED Article 3(1)(a). Admit-
tedly, both “personal data and privacy” and “fraud” can encompass more than a
wide “property” term (e.g., deception without loss of value). Those remaining
aspects would, however, be relatively narrow compared to the litrae’s wide
phrasings. This intimates that the legislator likely did not intend for “fraud” or
“data protection” to be generally included under RED Article 3(1)(a). “Property”
under RED Article 3(1)(a) therefore presumably focuses on tangibles (e.g., use of
frequencies that negatively impact other equipment), not personal data or fraud.

108 The Commission has promoted the relevance of “mental safety”, including even mental well-
being (COM(2020) 64 (Report), p. 8, COM(2020) 65 (White Paper), p. 15). Connected products can
be used to harass, scare, or even abuse children, which could cause mental “damage to health”.
Unfortunately, the lack of cases provides little basis to assess the relevance of mental health under
these directives. Note also that if such risks are included, the lower limits of “damage to health”
(see TSD Art. 3, nr. 26) for relevant mental impacts should be clarified.

109 Law 2018, p. 536. Compare also the Cybercrime Convention (CCC, Art. 8) which applies a
“property” term related to digital fraud.

110 RED Art. 3(3)(e-f). Also, Directive 1999/5/EC on Radio Equipment and Telecommunications
Terminal Equipment art. 3(3).

111 RED Art. 3(3)(2), see Art. 44. This is subject to an ongoing initiative (see Section 5.3).

112 Lenaerts and Gutiérrez-Fons 2013, p. 13.
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3.1.1.3 Summary

Risks relevant under the RED, TSD and GPSD must hold potential for physical
injury or health damage consequences to persons. The RED also requires property
protection, although this appears focused on tangible objects, not including per-
sonal data or financial fraud.

3.1.2 Causality: The Relevance of Risks Involving Third-Party Interference

The directives require causality, as relevant risks must come from the product.'
Where third-party interference is necessary for a risk to catalyse, the harm’s cause
is twofold, relying on a combination of security weaknesses and their exploita-
tion. For instance, if lax security enables a hacker to gain access and make a
device overheat and burn, both product weaknesses and third-party actions are
necessary causes to the fire. The directives’ ability to address such exploitable
weaknesses depends on risks with multiple causes fitting under their scopes."*

3.1.2.1 What It Entails that the “Product” Must Be Safe

The directives prescribe that the products must be safe."® This requires a causal
link between the device and the potential harm, so that relevant risks are trace-
able back to product properties.

There is, however, no indication in the wording of how big a part the product
must play in the causal picture: whether it must simply be a cause, the main
cause, or even the sole cause. Thus, as long as product properties contribute to
physical harm, risks involving third-party exploitation might be relevant.

113 See “present” in GPSD Art. 2(b), TSD Art. 18, RED Art. 10(5)(2). It should be mentioned that
the directives also require risks to be present “under normal or reasonably foreseeable use” (GPSD
Art. 2(b), similarly RED Art. 17(1), rec 46, and TSD Art. 10(2)). This excludes purposeful misuse by
legitimate users, hereunder the child (for whom “reasonably foreseeable use” may require a higher
threshold). However, it does not seem to regard third parties’ digital access outside the consumer’s
control and beyond what they can reasonably prevent (compare also with the Product Liability
Directive (PLD), where damage caused by product defects combined with third-party actions are
relevant, with a differentiation between interference which the injured person can be held respon-
sible for (Art. 8(2)), and third parties acting outside the injured person’s control (Art. 8(1))). A
hacker may realise product risks within the frames of - and despite - the child’s own reasonably
foreseeable use. This criterion does not appear to hinder manufacturer responsibilities to imple-
ment measures against exploitable security weaknesses.

114 The relevance of purely accidental risks based on digital properties (type 0) is not disputed
(DSB e-mail 26.5.2020. Compare Regulation 2019/1020 Art. 14(4)(a) where embedded software is
relevant for MSAs). Associated services can be considered part of the devices (Section 1.2), so that
their risks stem from the product.

115 GPSD Art. 3(1), see Art. 2(b). Although this may seem less clear from RED Art. 3(1) (“constru-
cted so as to ensure”) and TSD Art. 10(2) (“not jeopardise” safety), the phrasings in RED Art. 10(5)
(2) and TSD Art. 18 confirm that a causal link between the product and the potential harm is
necessary.
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The directives’ internal contexts may provide further indications. Firstly, for the
RED, “fraud” in Article 3(3)(f) would always involve third parties. This demon-
strates that the legislator considered risks involving interference to fit under the
directive and the product safety legal system.

Further, the TSD contains a specific requirement involving also “outside” fac-
tors as combined causes with product weaknesses."® Although this regards
more random influences than malicious actions, it demonstrates encompass-
ment of risks not solely stemming from the product but requiring external influ-
ences to unfold. This could strengthen the possibility to include also risks rely-
ing on purposeful interference under the general safety requirements.

“Security-for-safety” risks seem to fit under the directives. Still, type 1 risks
(where the product is made to cause harm) and type 2 risks (where the product
is used as a tool for the hacker to cause harm) may have to be assessed differently
under the causality requirement. Unfortunately, the provisions provide little
guidance for the “directness” required, i.e., to what extent there can be interme-
diate links between product and harm.

Risks of third parties digitally affecting a product can be invisible and unintui-
tive to average consumers."” They may expect any safety and security risks to
have been minimised upon design. From a consumer protection perspective, it
is unfortunate to place responsibility on consumers for risks largely (depending
on the case) outside their control. Manufacturers, on the other hand, can often
implement suitable safeguards independent of whether third-party actions are
necessary for risks to unfold.

There may be little reason to separate between a product starting to burn on its
own (type 0) and the same effect being provoked by a hacker (type 1). The same
argument may be harder to apply for risks of “personal security” (type 2), where
the harm often relies more on the hacker’s own physical execution. The chains of
events can then also be less foreseeable and less expected.

3.1.2.2 Summary

Risks involving product weaknesses and exploitation are not excluded by the
wording, nor do they seem entirely misplaced under the legislation. Different
types of interference may, however, have to be considered differently. While con-
sumer protection considerations support inclusion of some security-related

116 TSD AnnexIL IV, nr. 7.
117 “[R]easonable consumer expectations” can be relevant to consider (GPSD Art. 3(3)(f), rec. 16).
See also “consumer protection” in TFEU Art. 114(3).
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risks, if the product weakness is causally distant from the impact, risks may be
less predictable for the manufacturer to safeguard against. As the wording pro-
vides no explicit guidance beyond requiring that the harm comes from the
product, it may be stretching the provisions too far to include more than type 1
risks.'

3.1.3 Dynamic Interpretation and EU Law Objectives

The above discussions have demonstrated a flexibility in the legal wording for
“security-for-safety” risks: hacking which induces physical harm may to some
extent be encompassed.

Technological developments, hereunder increasing overlaps between safety and
security, can affect the contents of legal provisions."” Completely excluding
“security-for-safety” scenarios may fail to achieve the directives’ main objective
of “safety and health”,”®* as well as adequate consumer protection.””! This can
support encompassing at least type 1 risks.

The desire for EU harmonisation encourages a sufficiently wide interpretation
that MSs don’t feel the need to implement additional rules nationally."** Con-
comitantly, MSs seem to have a relatively wide margin of appreciation when
implementing the directives.'” This creates a potential for highly varying inter-
pretations (as found in Section 4), in practice generating the opposite of harmo-
nisation.'**

At the same time, restrictions on the free movement of goods require propor-
tionality and sufficient legal basis.'” Including situations too far from the explicit
legal wording may equal unjustified restrictions to products’ market access.

118 The wording must not be stretched too far (Joined Cases C-310/98 and C-406/98 Hauptzollamt
Neubrandenburg v. Leszek Labis (C-310/98) and Sagpol SC Transport Miedzynarodowy i Spedycja
(C-406/98), para. 46).

119 GPSD Art. 3(3)(e), Regulation 2019/1020 rec. 30, TFEU Art. 114(3). The GPSD is “broad-ba-
sed” (rec. 5), i.a. to facilitate adaption to the changing state of the art. Although encompassment of
certain cybersecurity-related risks was foreseen in RED (and its 1999 predecessor) Art. 3, overlap
situations necessitating consideration of security under the general safety requirements appear less
anticipated.

120 GPSD Art. 2(b). Interpretation of EU law requires account of legal objectives (Lenaerts and
Gutiérrez-Fons 2013, pp. 24-26).

121 TFEU Art. 114(3). Consumer protection was also mentioned as a reason for an “extended”
safety concept in COM(2020) 64 (Report), p. 6.

122 TEU 105(1), see TSD rec. 48.

123 See TFEU Art. 288(3), EEA Agreement Art. 1(1).

124 See Vries 2010, p. 1.

125 See TFEU Arts. 34-36.
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Applying a rule beyond its intended scope, even if the interpretation is textually
possible and desirable based on technological developments, could also make it
“applicable in situations it was not suited for, and thereby [] dangerous”.'*¢ The
present risks differ from what the directives have traditionally dealt with, which
calls for cautiousness. Type 2 risks, where higher reliance on the hacker to per-
form the harm weakens the causal link between product and impact, could be
too removed from the provisions’ intended scopes.

Also, in light of ongoing initiatives to regulate product security (see Section 5),
a careful approach may be sensible of not encompassing too much under current
rules that cannot easily be read from their wording. It is preferable to rely on
explicit provisions for intrusive measures like market access restrictions.

3.2 Summary

The RED, TSD and GPSD require impacts of physical or health harm to persons,
and the RED also encompasses damage to a narrow category of property.

The causality requirement does not exclude risks involving third parties. The
question is rather what “security-for-safety” risks are sufficiently directly caused
by the product to be relevant. Balancing the need for dynamic interpretation to
ensure adequate safety and consumer protection against risks of overstretching
the provisions (particularly the causality requirement), it seems reasonable to
consider type 1 risks (direct “security-for-safety”) encompassed, while exclud-
ing type 2 risks (“personal security”).

This entails an adjustment of the traditional, narrower safety term. Neverthe-
less, most security risks are still outside the current legal scope, hereunder “per-
sonal security”, fraud, and other cybersecurity risks beyond safety. Three possi-
ble approaches to remaining legal gaps are explored in Section 5.

126 Svantesson 2011, p. 261.
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4 Administrative Practice on “Security-for-Safety”

Market surveillance is carried out by national authorities (MSAs). Different
interpretations of product safety rules, here illustrated by Icelandic and Norwe-
gian administrative decisions, demonstrate the practical significance of analys-
ing the current legal scope.

4.1 Safety Gate Alerts

Through the Safety Gate rapid alert system (previously known as Rapex), Euro-
pean MSAs share information on products that pose “serious risks”.!*” Notifica-
tions rely on national assessments.'?®

Only two Safety Gate alerts have involved exploitable cybersecurity weaknesses,
concerning a Jeep and a smartwatch for children."” Both products had security
flaws enabling unauthorised access to their systems, and both were considered
by the alerting MSAs to breach safety requirements. The low number of notifica-
tions intimates that most authorities consider few - if any — exploitable weak-
nesses relevant under PSL.

While the smartwatch contained risks of “personal security” and fraud (types 2
and 3), the Jeep presented more direct “security-for-safety” risks (type 1): it had
“software security gaps™'*° (particularly lax authentication) which allowed hack-
ers to “disable the steering, abruptly engage the brakes, and even turn off the
engine”.! If exploited, a possible road accident with personal injuries would be

directly caused by the vehicle, expedited by a hacker.*?

127 GPSD Art. 12(1), see Art. 2(d), Regulation 765/2008 Art. 20(2). See GPSD Art. 10, Annex II.
128 MSA practice is based on national laws transposing the directives. These may contain minor
differences from the EU frameworks, accounted for here by consideration of the national provisi-
ons. Note that publication in Safety Gate does not imply Commission approval of the alerting
authorities’ interpretation. It rather seems that the Commission regarded the Enox alert
(A12/0157/19) as a “test-case” to observe other MSs’ reactions (TIE 2019).

129 Safety Gate alerts A12/1671/15 (Jeep) and A12/0157/19 (Enox Safe-Kid-One).

130 Safety Gate alert A12/1671/15.

131 Fink etal. 2018, p. 9. Greenberg (2015) describes the hack of this Jeep in further detail.

132 Vehicle risks often entail potential for severe harm and may thus easily be considered “serious”.
Note also that vehicles are subject to differently phrased product safety lex specialis requirements
than children’s products (Regulation 2019/2144 Art. 4(4)).
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The Jeep notification led to measures also in two other MSs,'”* which indicates a

certain traction for including type 1 risks under vehicle safety legislation. No
other MSAs took action based on the smartwatch alert. The assessment of the
Icelandic MSA issuing this alert is explored in the following.

4.2 Icelandic Market Surveillance Authorities

Decisions from the Icelandic Consumer Agency (hereinafter “Neytendastofa”)
from late 2018 apply an exceptionally broad “safety” scope on two smartwatches:
Enox and Wonlex GW100."** Both were banned from sale, and the Enox watch
was also withdrawn. A 2019 appeal decision on Enox confirmed the original
conclusion,'* and a Safety Gate alert was issued."

Both watches lacked encryption of data communications with the back-end
server, enabling unauthorised access whereby a hacker could, inter alia, change
data, listen in, or shut down the watch.””” These risks affect “personal security”
(type 2), as they can be exploited to harm the child. Fraud was also possible, as
the watches could be made to call premium-rate numbers.'*

In Section 3, these risks were considered to fall outside the scope of the product
safety directives. They nevertheless form the basis for Neytendastofa’s decisions.

4.2.1 Legal Basis for the Decisions

Neytendastofa found the watches not to be safe under the Icelandic Act on Prod-
uct Safety and Official Market Control (law 134/1995, transposing the GPSD)
§§8-9.1%° This was the only formal basis for the decisions,'* although other acts
were considered (including the Electronic Communications Act (law 81/2003,
transposing the RED)).""!

133 Safety Gate alert A12/1671/15.

134 Neytendastofa decisions 42/2018 and 46/2018. Wonlex GW100 was also assessed by the Nor-
wegian Communications Authority (Nkom). Both Neytendastofa and Nkom found it to lack CE
marks and have unsatisfactory conformity declarations (Nkom case 2017/4446-22, p. 1, Neyten-
dastofa decision 46/2018, p. 8). Nkom alerted the supplier who stopped selling the watches in Nor-
way (Nkom case 2017/4446-22, p. 2). Different laws and reasons underlie Nkom’s and Neytendasto-
fa’s decisions.

135 Afryjunarnefnda (the Icelandic Consumer Appeals Committee) decision 1/2019.

136 Safety Gate alert A12/0157/19 (Enox Safe-Kid-One).

137 Neytendastofa decision 42/2018, p. 3.

138 Ibid.

139 “geti ekki talist 6rugg vara” (Neytendastofa decisions 42/2018, p. 8 and 46/2018, p. 8).

140 Afryjunarnefnda decision 1/2019(65).

141 Icelandic law 81/2003 transposes the RED after a 2018 amendment (Icelandic law 41/2018).
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According to Neytendastofa, the Enox decision and the later appeal decision
confirm that “safe product” (“6rugg vara”) can include cybersecurity risks.'*?
However, the decisions fail to discuss the remit of the safety term. As Neytend-
astofa seems to consider their applied wide scope of “safety” to be in accordance
with the GPSD (which does not include property protection),'’ and not just a
particularity of Icelandic law, the decisions appear concentrated on risks affect-
ing “personal security” (type 2). These risks rely on exploitation of security
weaknesses. Including them under law 134/1995 must mean that Neytendastofa
does not consider the causality requirement to exclude risks involving third-
party actions (see Section 3.1.2). They don’t even seem to require a particularly
direct link between product and harm.

4.2.2 Choice of Law: Lex Generalis vs. Lex Specialis

Neytendastofa has a coordinating role when cases fall under several authori-
ties.!** This is a particularity of Icelandic law, aiming to promote cooperation
and coherent assessments.'*® The Icelandic Post and Telecom Administration
(Pést- og Fjarskiptastofnun, hereinafter PFS) therefore made an advisory assess-
ment based on the Electronic Communications Act (law 81/2003) §§61(1-2) and
65(1), where they found the CE marking and documentation inadequate. This
would make grounds for market restrictions. Instead of leaving the decisions to
the PES on this basis, Neytendastofa made decisions on both watches and based
them on cybersecurity risks under law 134/1995, formally independent of law
81/2003."¢ This despite that their coordinating role only provides for coordina-
tion, not decision making (i.e., lex specialis still applies).

The applicability of the sector specific law 81/2003 was undisputed.'”” The use of
law 134/1995 therefore raises questions on the scope and applicability of lex gen-

142 Neytendastofa e-mail 27.5.2020.

143 The GPSD applies for the “safety and health of persons” (GPSD Art. 2(b)), which can hardly be
extended to include fraud (e.g., the possibility to make the Enox watch call premium-rate phone
numbers, see Neytendastofa decision 42/2018, p. 3). Although law 134/1995 §8(1) (which is mainly
equivalent to GPSD Art. 2(b)) also protects property (“eignir”) (similarly to RED Art. 3(1)(a)),
Neytendastofa (e-mail 27.2.2020) refers to the Safety Gate alert as based on the GPSD.

144 Icelandic law 134/1995 §14(1)(4).

145 According to the DSB (e-mail 20.5.2020), no similar coordinating role exists in Norway, neit-
her based on the Product Control Act (produktkontrolloven) nor in practice. NOU 2018:14 (Chap-
ter 18) has pointed to a need both for clearer division of tasks between relevant authorities and for
improved cooperation.

146 Afryjunarnefnda decision 1/2019(65) on Enox.

147 1Ibid. (56), see Neytendastofa decision 42/2018, p. 7 that the radio equipment properties of the
watches fall under Icelandic law 81/2003.
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eralis relative to the sector-specific legislation."”® When lex specialis applies to
the product type, lex generalis should only be used if the risks in question are not
covered by the sector-specific law.

In the PFS’s opinion, the “word 6ryggi does not represent cyberrisks or any kind
of data” under the sector-specific law 81/2003 but is limited to the “safety” of
persons.'” The only way to address the smartwatches under that legislation
would be through formal non-compliance (which the PFS had uncovered). To
instead apply law 134/1995 based on cybersecurity risks requires this legislation
to cover a wider remit of risks than law 81/2003."*° Neytendastofa’s choice of law
thus implies a view that the lex generalis law 134/1995 has a wider risk scope,
inter alia for risks affecting “personal security”. The extent of this scope is not
specified.”

4.3 Norwegian Market Surveillance Authorities

Norwegian authorities apply a much narrower interpretation of the product
safety rules than Neytendastofa.””* Considering the toys Cayla and i-Que, the
Norwegian Directorate for Civil Protection (DSB) concluded that risks of third
parties connecting, listening in, and communicating with the child - i.e., risks
affecting “personal security” — were not covered by existing toy safety require-
ments.” They still stand by this being outside their authority."™*

The DSB considers the safety requirements to concern only “direct physical
health damage” (type 0)."° These risks are accidental, based for example on
small parts, sharp edges, or even software errors. As the risks of Cayla and i-Que

148 Afryjunarnefnda decision 1/2019(60-61) pointed (for Enox) to arguments of the telecommu-
nication properties’ conventionality and visibility as reasons for applying law 134/1995. However,
if the products use radio waves, the conventionality of their functionalities is no condition for
applying the RED (or law 81/2003). Neither does its applicability rely on the radio properties’ visi-
bility. Watches that transmit radio waves are subject to radio equipment lex specialis.

149 PFS e-mail 10.6.2020.

150 Recall that Section 2.1.1.1 argued that the EU directives GPSD and RED have overlapping risk
scopes. Like the GPSD, law 134/1995 §1(4) explicitly states that it should only be applied when it
covers risks that are inadequately addressed by the sectorial legislation.

151 It would also rely on a case-by-case assessment (Neytendastofa e-mail 27.5.2020).

152 The Norwegian Communications Authority (Nkom) have assessed several smartwatches
under the Norwegian Radio Equipment Regulation (radioutstyrsforskriften), but they have not
considered cybersecurity properties. The focus herein is therefore on the DSB’s assessment.

153 DSB case 2016/11181-19, p. 1, based on the Norwegian Toy Safety Regulation (leketoyforskrif-
ten), transposing the TSD.

154 Per DSB e-mail 24.8.2020.

155 DSB e-mails 7.4.2020 (attachment) and 24.8.2020.
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relied on intentional hacking, they considered them outside the legal scope.”*® In
other words, they interpret the causality requirement (see Section 3.1.2) nar-
rowly, excluding all exploitable security weaknesses (hereunder types 1, 2 and
3). The DSB therefore lacked legal basis to intervene.'”

4.4 Summary

Neytendastofa and the DSB represent two interpretational extremities of possi-
ble PSL safety scopes. The DSB limits it to physical life and health consequences
without third-party intentional interference (type 0 only).””® In contrast, Neyt-
endastofa includes more indirect possibilities of harm based on exploitation of
cyber weaknesses,'” encompassing at least some risks affecting “personal secu-
rity” (type 2). However, their choice of law is questionable, and it is not clear
exactly how wide-reaching they consider the legislative scope, as they provide
no explicit legal reasoning on the limits of “safety”.

BEUC nevertheless agrees with Neytendastofa’s approach and encourages its
further uptake.'® They consider Neytendastofa’s argument to be “security-for-
safety”, in the sense that product safety legislation is relevant when security
weaknesses present any risk of physical harm, however indirect.'®

Still, most MSAs seem to consider risks of “personal security” and fraud outside
the scope of product safety law. For toy safety, both stakeholders and the Com-
mission agreed on this relating to privacy in 2017,'* and similar views have been
expressed by the Commission more recently.'s

156 DSB e-mails 25.5.2020 and 24.8.2020.

157 DSB case 2016/11181-19, p. 1.

158 DSB e-mails 7.4.2020 (attachment) and 25.5.2020.

159 Neytendastofa decisions 42/2018 and 46/2018.

160 ANEC and BEUC 2019, p. 21.

161 Ibid.

162 Expert Group on Toy Safety 2018, pp. 5-6 (Minutes from meeting 22.6.2017). Discussed risks
included the possibility to listen in on Cayla (type 2). More direct “security-for-safety” scenarios
(type 1) were seemingly not considered. Although expert group meetings are non-binding and not
decisive for the interpretation of EU legislation (Andersen 2011, p. 16), they “may nonetheless have
a significant impact on how member states interpret and implement EU law” (ibid. p. 25). Accor-
dingly, no MSAs applied PSL on Cayla or toys with similar risks (CSES and Tech4i2 2020b, pp.
45-46). Neither did other MSAs react against Enox after the Safety Gate alert (A12/0157/19).

163 SWD(2020) 287, p. 76.
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It is also worth keeping in mind that MSs shall not impede the market access of
products that conform to the directives’ essential requirements.'** If a decision
stretches a provision’s wording too far - for instance by applying a too wide risk
scope — this could entail a non-legitimate restriction of products’ market access.
At the same time, the MSs likely have a considerable margin of appreciation for
provisions on safety, particularly for vague requirements, which provides a high
threshold for acceptable interpretations.'®®

164 TFEU Arts. 28 and 34-35.
165 See TFEU Art. 36.
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5 Possible Regulatory Approaches to Consumer
Product Security

Section 3 argues that direct “security-for-safety” risks (type 1) are encompassed
under the RED, TSD and GPSD. Several weaknesses are, however, left unregu-
lated under these directives, including risks of “personal security”, fraud, and
security risks without physical impacts. This section explores three proposed
regulatory approaches to reduce lacunae: (i) amending existing product safety
requirements; (ii) adopting delegated acts (DAs) under the RED; and (iii) devel-
oping a new framework. These can be implemented separately or jointly (or not
at all).

5.1 Regulatory Needs

The suitability of a regulatory approach relies on its ability to address existing
needs. Based on the previous discussions, together with stakeholder statements
on current shortcomings and future legal desires, the following non-exhaustive
needs can be set out:

- Minimum requirements for security assessments and basic safeguards.'s
— Market restrictive enforcement mechanisms.'”

- A more well-aligned approach to safety and security.
- Encompassment of all consumer connected products,

risks.

168

1 and all necessary

166 Raised, e.g., by Forbrukerradet 2019b, p. 3, ANEC and BEUC 2018, p. 6. This can be comple-
mented with stricter requirements for higher-risk products (e.g., children’s devices). Minimum
requirements can ensure higher security from the outset - “security-by-design” - rather than dea-
ling with it ex post, which not only endangers consumers, but risks liability, GDPR fines, and loss
of reputation for EOs. Standards and softer instruments can specify technical (e.g., encryption and
authentication) and organisational measures.

167 See Section 2.

168 See Sections 1.2-1.3.

169 Several challenges discussed herein are similar regardless of, i.a., the user group or whether
the products are wired. Divergent rules for wired and non-wired products may then undermine
fair competition (as mentioned in CSES and Tech4i2 2020a (Impact Assessment), p. 115). Possible
inclusion of more services may also require consideration (Orgalim 2020, p. 4).
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- Measures taken at the design stage, but also as risks emerge throughout
product lifecycles.'”

- Clear and predictable rules, both for EO compliance and authority
enforcement."”!

- Minimised fragmentation between frameworks and avoiding duplication of
costs.'”?

- Expedient organisation of enforcement between relevant authorities.'”

- Consumer trust and improved security consciousness.'”

- Quick adoption and implementation.'”

Requirements should ensure adequate security and consumer protection, bal-
anced against other interests. Too strict criteria for testing or demonstration of
compliance could push small and specialised producers off the market,"” as they
may struggle to adapt. This could stifle innovation and competition. Consider-
ing the EU law objective of a well-functioning internal market,"”” EOs ability to
comply - hereunder by ensuring coherent frameworks - is central. The men-
tioned needs provide a starting point for analysing the three regulatory
approaches.

5.2 AnExtended Safety Scope under EU Product Safety Legislation

The discussions in Sections 3 and 4 demonstrate a need for explicit clarifications
on the current scope of product safety legislation, particularly if a wide category
of emerging threats are encompassed. Although the Commission previously
appeared to lean towards a narrow interpretation of “safety”,'”® their opinion
seems to be evolving. In 2020 they intimated that several security risks must be
considered already encompassed:

“The safety concept in the current Union product safety legislation is in line with an
extended concept of safety in order to protect consumers and users. Thus, the concept

170 ANEC and BEUC 2019, p. 2, Orgalim 2020, p. 4. “Security-by-design” includes designing for
security to be maintained over time (NOU 2018:14 Chapter 18).

171 As opposed to current uncertainties (see Sections 3-4).

172 Raised, e.g., by DigitalEurope 2019, p. 7-8, Orgalim 2020, p. 2.

173 E.g., NOU 2018:14 Chapter 18.

174 E.g., UK Department for Digital, Culture, Media and Sport 2018, p. 25. Increased consumer
consciousness could also make high cybersecurity reputations more beneficial and thereby moti-
vate EOs to implement safeguards.

175 ANEC and BEUC (2018, p. 14) describe current risks as “urgent”.

176 CSES and Tech4i2 2020a (Impact Assessment), p. 133.

177 TFEU Art. 26.

178 Expert Group on Toy Safety 2018 (Minutes from meeting 22.6.2017), p. 6.
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of product safety encompasses protection against all kinds of risks arising from the

product, including not only mechanical, chemical, electrical risks, but also cyber risks

and risks related to the loss of connectivity of devices”.'””

Although presented as the “current” legal scope, the statements are vague (as
discussed below) and make weak grounds for intervention in a product’s market
access. It therefore seems more appropriate to read them as aimed towards reg-
ulatory updates. Whether this would entail changing the current legal scope
(which would be the case based on the Section 3 conclusion) or just codity it (as
appears to be BEUC’s view)" is not clear.

A revision of the GPSD is ongoing, inter alia to facilitate more explicit provi-
sions for “product risks linked to new technologies™'® Clarifications and
changes in GPSD lex generalis requirements will affect all consumer products.
Similar amendments can be made under lex specialis directives, for instance the
TSD.'® The preference should then be to keep the extensions identical or similar,
to maximise legal coherency and clarity. Concomitantly, placing cybersecurity
under multiple PSL instruments can create fragmentation,'®® hereunder overlaps
between MSA authorities which could impede effective enforcement. This
increases the need for MSA cooperation mechanisms, as well as expanded com-

petences to assess risks they traditionally have not.

The Commission does not specify their envisaged “extended” safety concept,
hereunder what “cyber risks” contain. It could encompass “security-for-safety”
in the broadest sense,' or it could be narrower (see Section 1.3). In any case,
“security-for-safety” likely poses an upper limit under the product safety regu-
latory system. Where to draw the line between risks that can ultimately affect
persons (or property) and those with purely digital effects, will then present a
new challenge. For instance, risks of “personal security” can be very indirect
and unforeseeable, making the “security-for-safety” concept potentially exten-
sive. Future evolution of the overlaps between safety and security can augment
this over time. Addressing cybersecurity through the existing directives could
thus mend one legal uncertainty by creating another. There may not even be

179 COM(2020) 64 (Report), p. 6, emphasis added. See COM(2020) 65 (White Paper), p. 15.

180 ANEC and BEUC 2019, p. 21.

181 Ares(2020)3256809, pp. 2-3.

182 For the TSD, an evaluation was started in 2018 (Ares(2018)3667279). The feedback pointed to
the lack of clear provisions to address non-secure toys (see SWD(2020) 287, pp. 76-77), and several
stakeholders (e.g., BEUC 2018, VATUV 2018) claimed that security requirements - at least to some
extent — should be encompassed under the TSD. The Commission seems to prefer a more horizon-
tal approach (SWD(2020) 287, pp. 79-80).

183 SWD(2020) 287, p. 79.

184 COM(2020) 65 (White Paper) (p. 14) mentions, i.a., “personal security”.
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good reasons to legally distinguish between a wide “security-for-safety” concept
and other forms of cybersecurity. This points towards regulatory approaches
better able to address a wider category of risks.

Furthermore, simultaneously changing several product safety directives has
been described as potentially opening a Pandora’s box.'® Reopening discussions
on existing frameworks can make it difficult to ensure changes are limited to
what is necessary for dealing with the regulatory gaps one intended to mend.
Since these instruments are based on MS compromises, such revisions could
upset regulatory balances.'

Revisions are also likely to take time, leaving non-secure products unsatisfacto-
rily regulated until agreement, adoption, and implementation is achieved. A
more rapid regulatory approach, like RED DAs (see Section 5.3), therefore holds
an advantage. If DAs are adopted, the need to still extend the security scopes of
multiple product safety instruments calls for reassessment.

In summary, although this approach can provide more explicit security-related
minimum requirements, the regulatory needs listed in Section 5.1 would not be
properly addressed.'®”

5.3 Delegated Acts under RED Article 3(3)(e-f)

RED Article 3 allows for the Commission to adopt delegated acts (DAs) to acti-
vate additional essential requirements under the RED."® As the requirements
are already in the directive, the adoption process can be relatively quick. Acti-
vated provisions become part of the basis for conformity declarations and CE
marking, and harmonised standards can be adopted for presumption of con-
formity (see Section 2.1).

Initiatives to activate litra e on personal data and privacy safeguards, and litra f
on fraud protection started in January 2019,'"® and they may be adopted shortly.

185 Tosoni 2020c.

186 Ibid.

187 This should not be read as argumentation against revising the GPSD, which can, i.a., improve
alignment with more recent regulation and facilitate effective enforcement. However, expanding
the “safety” scope of the GPSD may not be an optimal approach to address cybersecurity risks.
188 RED Art. 3(3)(2), see Art. 44. See TFEU Art. 290.

189 Ares(2019)476926.InitiativesarealsoongoingforRED Art.3(3)(i)and Art.4 (Ares(2019)476957)
on software upgrades. Litra d on avoiding network harm or misuse of network resources may also
become relevant.
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Central for their ability to address current legal needs is what products and risks
they will apply to.

The Commission should specify in the DA provisions what “categories or classes
of radio equipment” they cover,”® and a wide product coverage seems likely.""!
Still, the widest scope possible is limited to RED products (i.e., all wirelessly
connected devices). Wired products and standalone services cannot be con-
tained."

Regarding the risk scope, the litrae do not focus directly on cybersecurity, but
on personal data and privacy, and fraud.

Litra e could encompass any exploitable security weaknesses involving personal
data or privacy infringements,'> as well as less security-related aspects like ser-
vice operators’ data sharing. Concomitantly, not all security risks are contained,
since both data privacy and security have aspects not included under the oth-
er‘194

A litra e DA will likely look to GDPR provisions.'”” The potential overlap is still
uncertain, hereunder how harmonised standards may be coordinated with
codes of conduct under GDPR Article 40. The DA could complement the GDPR
by making GDPR requirements applicable to EOs and enforceable with market
restrictive mechanisms. Concomitantly, a DA based on GDPR requirements will
create overlaps between RED MSAs and data protection authorities. As double
assessments should be avoided for efficient enforcement, cooperation mecha-
nisms and clear definitions of roles will be needed.

Unlike for litra e, there is no EU legal definition on which a DA can base its
“fraud” scope."” It may include any false representation to gain advantages or

190 RED Art. 3(3)(2), see Art. 2(1)(6).

191 See European Commission 2020c (Updates on Articles 3(3)(e) and (f) of the RED). The Incep-
tion Impact Assessment lays a foundation for a wide scope (Ares(2019)476926).

192 Although the Section 3 conclusion did not consider the LVD (covering wired products), it is
not unlikely that a similar interpretation can be made for that directive, i.e., that it covers type 1
risks (the Section 2.1.1 discussion could make this systemically probable). However, RED DAs will
never apply to wired products under the LVD, leaving them still subject to considerable legal gaps.
193 Privacy concerns the protection of integrity and private life, which can include both informa-
tion control and a “right to be let alone” (Bygrave 2014, p. 24).

194 Bygrave 2014, p. 2, Tosoni 2020a, p. 192.

195 Particularly the definitions, principles, and Arts. 25 and 32 (see Section 2.2.1). See CSES and
Tech4i2 2020a (Impact Assessment), p. 176.

196 CSES and Tech4i2 2020a (Impact Assessment), p. 9.
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cause loss.””” Connected devices can be fraudulently misused in a variety of
ways, from gaining financial information or instructing devices to perform
expensive tasks, to manipulation of information or identity theft. Children can
also, for instance, be manipulated to share their parents’ credit card information
or unlock the front door. A wide legal definition seems envisaged for litra f,
hereunder considering data “a type of currency”,'® thereby potentially labelling
as fraudulent anything that involves misuse of data. Unauthorised access to per-
sonal information could then both infringe privacy and entail fraud.

Litrae e-f DAs will likely contain both “personal security” (type 2) and fraud
(type 3). Assuming the conclusion in Section 3 that types 0 and 1 are encom-
passed under current PSL, DAs would ensure that all “security-for-safety”
related risks mentioned in Section 1.3 are covered for wireless devices. However,
if the Section 3 conclusion is disputed, some type 1 “security-for-safety” risks
may remain unaddressed despite adoption of DAs (e.g., the water boiler men-
tioned in Section 2.2.1).

The discussions in Section 3 and Section 5.2 were limited to “security-for-safety”
due to the wording in Article 3(1)(a) (and similar provisions in the other direc-
tives). Since RED DAs are subject to a different RED Article 3 paragraph, they
can encompass also risks without physical impacts. This avoids the difficulties of
deciding the “upper limit” of, for instance, “personal security”. Furthermore,
any doubts on the inclusion of third-party interference are erased by this being
a precondition for fraud.

Nevertheless, not all cybersecurity risks are contained, particularly for “products
processing non-personal data”.'”® The span and implications of such gaps are
hard to predict,*® but if cybersecurity is the aim, it seems unfortunate to address
it through other, partly overlapping risk aspects. The DAs cannot cover more
than the litrae’s wording,” making legal lacunae unavoidable.?> A patchy
approach to cybersecurity may prove vulnerable over time, as technological
developments can create new or enlarged gaps of unaddressed risks.

197 Law 2018, p. 299. See CSES and Tech4i2 2020a (Impact Assessment), p. 112.

198 CSES and Tech4i2 2020a (Impact Assessment), p. 112.

199 See European Commission 2020¢ (Updates on Articles 3(3)(e) and (f) of the RED).

200 Mind that, e.g., misuse of networks can be addressed under RED Art. 3(3)(d), narrowing the
gap further.

201 Tosoni 2020b, p. 1269, see TFEU Art. 209.

202 For this reason, DigitalEurope (2020, p. 2) “are surprised why the solution for cybersecurity
issues is sought via the detour of data protection, privacy and protection against fraud”.
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The final Impact Assessment recommends adoption of DAs for litrae e and f “to
close regulatory loopholes, and mak([e] an explicit link between product safety
and security”.?”> However, the above discussions show that RED DAs have short-
comings compared to the regulatory needs set out in Section 5.1. They also pro-
vide no guarantees for imminent legal certainty: although the DAs themselves
can be adopted quickly, no standards are ready to be harmonised for presump-
tion of conformity. Awaiting this, DAs will apply without such specifications,
creating a challenging period of uncertainty for manufacturer compliance. The
time needed to develop harmonised standards thus diminishes the advantages
of quick adoption processes. Seen together with limitations of what products
and risks can be addressed, it may be preferable to consider alternative
approaches.

5.4 ANew Cybersecurity Law

An alternative to the approaches discussed above is to develop new legislation.?**
This can take a horizontal approach as lex generalis,”” and the risk scope can be
based on cybersecurity without having to define difficult (and possibly unfortu-
nate) limitations based on personal data and privacy, fraud, or safety impacts. At
the same time, a broader product scope can be addressed (e.g., both wired and
wireless devices) to improve legal coherence. Furthermore, responsibility could
be distributed between more actors and beyond the time of placement on the
market.?”® New legislation provides flexibility to tailor the law to the regulatory
needs, thereby changing the perspective from fitting security risks into the
product safety directives, to making the law fit the relevant challenges.

Depending on how new legislation is designed, this approach holds potential to
address most of the needs presented in Section 5.1. The exception is the time
required.?”” Still, it is promising that the Commission appears to be examining

203 CSES and Tech4i2 2020a (Impact Assessment), p. 181.

204 As proposed by stakeholders (e.g., ANEC and BEUC 2019, pp. 12-13) and assessed in the
Impact Assessment (“Option 5” in CSES and Tech4i2 2020a (Impact Assessment), pp. 115-116).
205 ANEC and BEUC 2019, p. 12.

206 Raised, e.g., by Orgalim 2020, p. 4, also for better distribution of obligations between other
EOs than manufacturers. Note, however, that while it is desirable that manufacturers by design
facilitate updates after placement on the market, responsibilities to provide security patches may be
better placed on those running the services (e.g., data controllers and processors — where personal
data is involved - under the GDPR).

207 Predicting the time perspective is difficult where complex challenges and different interests
are involved. CSES and Tech4i2 (2020a, p. 108) have indicated that developing new legislation
might take 5-10 years. DigitalEurope (2020, p. 3) has intimated this to be an overestimation.
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this possibility, intimating presentation of a proposal towards the end of 2021.2%

The idea is to encompass a new cybersecurity framework under the NLF system,
with market-restrictive enforcement, Safety Gate alerts, CE marks, and so on.**

Development of new cybersecurity legislation entails a high likelihood of exten-
sive overlaps with other PSL (e.g., RED DAs), GDPR, CSA, and a possible NISD2.
This highlights a need for harmonising measures, such as common standards.
To this end, the longer timeframe for implementation can be an advantage. Cer-
tification schemes and codes of practice under the CSA and GDPR may then
first be implemented and their efficiency better assessed, before new legislation
is finalised. Concomitantly, there would be time to develop standards to be
ready for adoption as harmonised standards when the new law enters into force,
thereby providing better legal certainty from the outset.

The content of new cybersecurity legislation is still open. The main aim is to
establish mandatory “security-by-design” requirements for market access.
Although adoption is some way into the future, new legislation holds potential
for addressing regulatory needs in a more holistic and well-planned manner.

5.5 Summary and De Lege Ferenda

Three possible regulatory approaches to product security have been examined
against their abilities to meet regulatory needs.

Extending current directives addresses emergent challenges but is restricted to
a “security-for-safety” scope. This may set an unnatural limit between indirect
safety impacts and purely digital security risks. Such a differentiation could also
prove difficult to define; the current vague and limited scope of the directives
may simply be replaced with another (although wider) unclear limitation, still
rendering significant regulatory gaps. Amending existing instruments also risks
upsetting the careful balances and compromises on which they are based.

The second approach - to adopt RED DAs - holds the advantage of quick imple-
mentation. However, DAs can deal with cybersecurity only through security-re-
lated aspects (privacy, data protection, fraud). Although they would address
several pertinent challenges also beyond “security-for-safety”, gaps may remain
and even increase over time as technology evolves. In addition, RED DAs’ ina-
bility to encompass wired equipment creates fragmentation. Minimising over-

208 European Commission 2020c¢ (Updates on Articles 3(3)(e) and (f) of the RED).
209 DigitalEurope 2020, p. 4, Orgalim 2020, pp. 3-5.
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laps with existing and future instruments, hereunder reducing legal uncertain-
ties and duplication of costs, will be central challenges if DAs are adopted.
Furthermore, although DAs can be adopted quickly, manufacturers rely on
specifications to comply. Until harmonised standards are in place, DAs may
therefore struggle to achieve their purposes in practice.?

The approach of an entirely new cybersecurity law can potentially address most
of the needs set out in Section 5.1. A more complete set of risks and products can
be encompassed under one instrument, promoting a more coherent legal land-
scape. It may even contribute better distribution of responsibilities between rel-
evant actors. The main disadvantage is the longer time perspective. This can,
however, also facilitate development of standards in advance and planning for
consistency with other instruments to achieve a more coherent product security
legal landscape."!

It is possible to pursue one, more, or none of these regulatory paths. The Com-
mission seems to aim for all of them. This strategy of multiple overlapping solu-
tions maximises the risks of regulatory overlaps and fragmentation.** If a holis-
tic approach is necessary in the long term anyway, adoption of RED DAs can be
perceived primarily as a “quick intermediary solution to fix some of the problems
with connected devices”*" Later adoption of a new cybersecurity framework
can render the DAs redundant, or they may then unduly complicate the legal
picture. Implementing various approaches can also cause repeated transitional
costs for EOs. Perhaps too many instruments are trying to address the same and
similar issues, adopting new requirements before sufficient time has passed to
assess the actual effects of existing rules (e.g., under the CSA and GDPR).*" It is
indeed important to react quickly to emerging challenges, but a balance must be
struck between this urgency and the need to ensure coherent legislation in the
long term. If one aims for a new framework, intermediary solutions should per-
haps be sought through less permanent measures, and specifications to a larger
extent developed beforehand. This could contribute to a more coherent response
to product security risks.

210 Raised, e.g., by DigitalEurope 2020, p. 4.

211 The same standards may be linked to multiple frameworks to decrease fragmentation (CSES
and Tech4i2 2020a (Impact Assessment), p. 110), but variations in risk scopes and objectives can
prevent them from fitting under multiple different instruments to the desired extent.

212 See, e.g., Orgalim 2020, p. 2.

213 ANEC and BEUC 2019, p. 10, emphasis added.

214 Specifications are expected both under GDPR Arts. 40 and 42, and under CSA Art. 46. Alt-
hough they lack PSL market restrictive mechanisms, both instruments can be important to ensure
product security while awaiting new cybersecurity rules.
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6 Summary and the Way Forward

This paper has focused on market restrictive requirements for product security
risks. The de lege lata analyses found that the applicability of the RED, TSD and
GPSD on “security-for-safety” risks relies heavily on two legal criteria: harm
impacts and causality. Firstly, the directives only cover risks affecting the health
or physical safety of persons, in addition to a narrow category of property under
the RED. Secondly, the causal requirement appears not to exclude risks relying
on third-party interference. It was concluded that the directives likely encom-
pass direct “security-for-safety” (type 1), while security risks beyond this repre-
sent legal lacunae.

In considering possible regulatory approaches against legal gaps and needs, sig-
nificant shortcomings were found both for amending current directives and for
adopting delegated acts (DAs) under the RED. The limitations of these frame-
works prevent them from addressing product security in a holistic and coherent
manner.

New cybersecurity legislation holds potential to address more regulatory needs.
Development and implementation would admittedly require time, leaving prod-
uct security challenges inadequately regulated for longer. Concomitantly, this
extended time perspective would facilitate preparation of more adequate stand-
ards in advance and planning for consistency with other frameworks. Although
the efficiency of voluntary measures (like CSA schemes) has been questioned,*?
such mechanisms can promote implementation of “security-by-design” until
new legislation is ready. In the interest of legal coherence, the recommendation
would then be to minimise adoption of other hard law instruments which only
partially address present challenges.

Whatever regulatory approaches are taken, the underlying interests and consid-
erations remain the same. This includes striking a balance between facilitating
compliance and ensuring adequate security and safety for consumers.

The challenges discussed herein emerged from technological advancements,
causing a need to fit legal instruments to matters for which they were not ini-
tially meant. New challenges — pertaining to the safety-security overlap, but also
yet unforeseen risks — may arise. A well-suited framework must be prepared for

215 E.g., ANEC and BEUC 2019, p. 9.
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further developments, both by providing technology-neutral and flexible provi-
sions, but also by not setting unfortunate limits which may later generate new
legal gaps. The fact that not everything can be foreseen and encompassed makes
it imperative to address at least current obvious needs in the most holistic and
coherent way possible, to prepare the law for the future.
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