
The changing relationships between digital technologies, DNA and evidence 
 
The relationship between digital technologies, DNA and evidence is changing so rapidly and 
profoundly that in-depth and creative analyses of the links between them are urgently needed. 
Digital innovations within forensic DNA analysis affect the making of DNA evidence. For 
example, new computer programs create identikit pictures from DNA. At the same time, DNA 
and evidence-based reasoning also change digital technologies, for example when DNA is 
used as a storage medium for digital data.  
Digital DNA provides pioneering empirical insights and theorization on the reciprocal influence 
of digital technologies, DNA and evidence. The project defines an emerging field: the 
digitization of forensic biology and the influence of the biosciences on digital technologies. It 
provides systematic interdisciplinary studies on three sets of developments. 
 

1. Changes in hardware. It investigates how smaller and more mobile hardware 
influences the production of DNA evidence, and how DNA is used as hardware in 
computing. 

2. Changes in databases and analytic instruments. It studies how a growth in DNA 
databases and their algorithmic analysis influence the production of DNA evidence, 
and to what extent digital databases and algorithms are associated with evidence-
based reasoning. 

3. Changes in information per se. It discusses how the ability to alter DNA influences the 
production of forensic evidence, and how DNA influences the concept of digital data.  

 
Current debates tend to focus on ethical, legal and societal aspects of forensic innovation or 
on the roles that big data and algorithms play in society. Digital DNA focuses on more 
fundamental developments: how DNA evidence changes when it is integrated with digital 
technologies, and the re-orientation that digital data and technologies undergo when they are 
integrated with biology. A unique combination of methods from the social sciences, information 
studies and natural sciences is used in the project. 
(…)  

Task 1.a How does smaller, more mobile and specialized hardware influence the 
production of DNA evidence?  

Why this question? The task is to understand how the increasing mobility of hardware 
changes the production of evidence. Mobile hardware is the first step in translating organic 
material into digital information. This process starts with increasingly mobile machines that 
extract and quality control DNA (e.g. Agilent 2100 Bioanalyzer; FLUIDIGM C1) and continues 
with technologies that interpret and visualize this information, which are as mobile as an 
ordinary computer (e.g. Parabon Snapshot Advanced DNA Analysis). Together, these 
technologies can give indications of what a potential victim or perpetrator could look like 
(Scudder et al. 2018). Forensic results may thus be produced faster. This, however, pressures 
forensic biologists into providing results based on the preliminary visualizations of such tools. 
Another important development is that the digital processing of DNA integrates DNA with 
already established biometrics, which also leads to a re-conceptualization of DNA. In order to 
answer this question, a better understanding of the technologies’ mode of operation is needed. 
This includes studying how technologies, procedures and professionals’ opinions change 
once technologies are brought into use.  

Case study 1.a: The use of mobile machines to extract and quality control DNA, 3D Forensic 
Facial Reconstruction or DNA sequencers for phenotyping.  

Method 1.a: This case is best studied with a broad spectrum of methods. Firstly, to understand 
how DNA-analyzing technologies work, it is important to learn about them from those who 
design and build them. This will be done in 20 qualitative, semi-structured interviews with 
hardware designers and, if possible, include observing experiments during the development 
of such technologies. Secondly, 40 hours are spent observing forensic scientists at work to 



study procedures in countries where facial reconstruction and phenotyping technologies are 
in use. Thirdly, 25 qualitative, semi-structured interviews are conducted with forensic scientists 
and police officers to study attitudes, opinions and changes in procedure. The research is 
supported by 50 hours spent visiting technology fairs and related conferences. Interviews and 
observations in this task will focus mainly on the UK and US, where phenotyping technologies 
are in use (despite the fact that there is no law regulating their use in the UK). While 
phenotyping technologies are not used in Norway, it will also include interviews with forensic 
scientists and police officers about attitudes and changes in Norway, since these discussions 
feature prominently in the Norwegian institutions.  

Task 2.a How does a change in the collection, availability and algorithmic analysis of 
DNA influence the production of DNA evidence? 

Why this question? The recent growth of DNA databases not only leads to a general increase 
in available DNA data, but also affects the access that the police, scientists and lay people 
have to such data. Due to the rise of DNA databases, the data available tend to become more 
comprehensive and diverse. At the same time, there is legal debate as to whether biological 
material is personal information and whether its collection and analysis should be more tightly 
regulated (Bioteknologirådet 2018: 17). The growth of DNA databases may make it 
increasingly possible to ‘crowdsource crime solving’ (MIT Technology Review 2019), but it 
also broadens bio-surveillance. While mainstream discussions focus on the sensitivity of data 
this task studies the more fundamental ways in which digitization and digital storage transform 
DNA evidence. The specificities of databases therefore need to be better understood. 
Database design, how information is made available, and to whom, are the first things this 
task studies. Differences in the kind of data biobanks collect and how they categorize them 
affect the way information is accessed and analysed by algorithms. Thus, the second aspect 
of this task is to study the analysis of the information available in biobanks. DNA data are 
processed by software, i.e. algorithms which search information for patterns. These algorithms 
are programmed in specific ways, which determines the ways in which they identify results. 
The software needs to assign visual values to DNA samples despite uncertainty about what 
can be considered ‘noise’ and what is actual ‘signal’ in the sample. It is thus crucial to get a 
better understanding of what happens when DNA information is subjected to algorithmic 
analytics. The increasing sophistication of algorithms could also produce ‘future’ evidence, 
with their analytic power being used to find out who may become a criminal. 

Case study 2.a: Study of public and private DNA databases, and their use by forensic 
professionals; study of the software and software-design used to analyse results.  

Method 2.a: A web crawl is conducted to get an overview of available DNA databanks and 
related services. Metadata is collected and analysed – this is data concerning the databases’ 
technical specifications and the way they gather and structure data. Due to the focus on 
metadata, personal and sensitive type of information (e.g. DNA itself) does not have to be 
accessed. Since direct access to databanks is unlikely to be possible, the study will include 
20 qualitative, semi-structured interviews with DNA databank owners, to gain insight into their 
purpose, technical specifications and functioning. Thereafter, this insight into the structure and 
design of databases is paired with interviews to find out how forensic professionals use such 
databases and how they use the results, e.g. which software and procedures they use to 
analyse database results. 25 qualitative, semi-structured interviews are conducted with 
forensic professionals and 20 with software designers to study how different software models 
identify and analyse DNA. Research on DNA databanks and access to them will focus mainly 
on the US and the UK, since several private firms offer DNA databanks and related services 
in these countries. The task also includes interviews with private DNA databases in Norway, 
and CODIS Norway. Research on the use of database material by forensic professionals and 
software designers will be conducted in the UK, the US and Norway.  
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